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DEPARTMENT OF THE NAVY 
BUREAU OF MEDICINE AND SURGERY 
7700 ARLINGTON BOULEVARD 
FALLS CHURCH, VA 22042 


5720 

Ser M00JE/17UM00J0095 
2 May 17 


IN REPLY REFER TO 


From: Chief, Bureau of Medicine and Surgery 
To: Office of the Chief of Naval Operations 

Subj: FREEDOM OF INFORMATION ACT (FOIA) FOIA CONSULTATION TRACKING 
NUMBER DON-NAVY-2016-004460 

Ref: (a) CNO ltr 5720 Ser DNS-36/17U104663 Of 14 Apr 17 

1. The following consolidated response is provided for the Bureau of Medicine and Surgery 
in response to reference (a) request for records pertaining to the subject Freedom of 
Information Act consultation request: 

a. Policies/Guidance related to Prepublication Reviews: BUMEDINST 3070,1; 
BUMEDINST 3070,2; BUMEDINST 5721.3c 

b. Existing statistical documents that include but not limited to: 

(1) The total numbers of individuals who have submitted works for review: 0 

(2) The total number of works submitted for review: 0 

(3) The total number of submissions approved without change: 0 

(4) The total number of submissions returned with proposed redactions or other 
modifications: 0 

c. Log’s/Excel tracking documents: No documents 

2. If you have questions, my p< who may be contacted at 



),mail.mil or 



Sincerely, 



P. A. MYERS 


Captain 

Judge Advocate General’s Corps 
United States Navy 
Staff Judge Advocate 
By direction of the Chief, 

Bureau of Medicine and Surgery 



CTROPNAV, DNS-36 


From: 

Sent: 

To: 

Subject: 

Attachments: 


Signed By: 


CIV, NAVAUDSVC 
Wednesday, May 31, 2017 7:14 

CTR 0PNAV ' DNS-36 

FW: RE: TASKER: SHORT SUSPENSE: FREEDOM OF INFORMATION ACT (FOIA) 

REQUEST, FOIA CASE NUMBER DON-NAVY-2016-004460 

FY 2009 Reports Published.pdf; FY 2016 Reports Published.pdf; FY 2015 Reports 

Published.pdf; FY 2014 Reports Published.pdf; FY 2013 Reports Published.pdf; FY 2011 

Reports Published.pdf; FY 2012 Reports Published.pdf; FY 2010 Reports Published.pdf; 

FY 2017 Reports Published to Date.pdf 

!|S|||^^B@navy.mil 


Good morning - I sent this yesterday evening, but I apparently used an outdated e-mail address for you. I apologize. 



Naval Audit Service 
Supervisory Editor 



***FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE*** 

This e-mail, including any attachments, is FOR OFFICIAL USE ONLY, and also may contain privacy sensitive information 
that requires protection from unauthorized disclosure. Do not disseminate this email, or its contents, to anyone who 
does not have an official need for access. Any misuse or unauthorized disclosure may result in both civil and criminal 
penalties. 

This signature line and my digital signature is the equivalent of a hard copy signature, serving to authenticate that I have 
the authority to send this e-mail and to indicate I have consciously decided that it should have the same legal authority 
normally accorded to an actual hard copy signature. 

-Original Message- 

From:|^^mm CIV, NAVAUDSVC 
Sent: Tuesday, May 30, 2017 5:52 PM 

ESQ CIV OPNAV, DNS-36L; CTR OPNAV, DNS-36’ 

CIVOGC, DON/AA, NAVAUDSVC 

Subject: RE: RE: TASKER: SHORT SUSPENSE: FREEDOM OF INFORMATION ACT (FOIA) REQUEST, FOIA CASE NUMBER 
DON-NAVY-2016-004460 

Good afternoon, 

Below is the NAVAUDSVC information regarding points 53 and 64. 

(53) statistics relating to prepublication review, including but not limited 
to information: 

a. documenting the total numbers of individuals who have submitted works for review: APPROXIMATELY 150 DIFFERENT 
INDIVIDUALS HAVE SUBMITTED WORKS FOR REVIEW. 

b. the total number of works submitted for review: 752 


l 











c. the total number of submissions approved without change: 0 


d. the total number of submissions returned with proposed redactions or other modifications: 752 

e. the total number of pending submissions: 8 


f. and the duration of prepublication review processes!;]: THE AVERAGE TIME OF THE EDITING REVIEW IS 
APPROXIMATELY 41 DAYS FOR ALL PROJECTS. THE ONLY OTHER REVIEW WHOSE TIMEFRAME IS MEASURED IS 
MEASURED IS INDEPENDENT REFERENCING (WHICH MAY OR MAY NOT BE CONCURRENT WITH EDITING); I DO NOT 
HAVE THE FIGURES IMMEDIATELY AVAILABLE FOR THAT REVIEW, BUT MAY BE ABLE TO GET THEM TOMORROW. 


(64) titles, subject matters, [] dates of works submitted for prepublication review, [and outcomes of the prepublication 
review process: I HAVE PROVIDED LISTS OF THE TITLES OF PUBLISHED UNCLASSIFIED AUDIT REPORTS. I CANNOT 
PROVIDE TITLES OF ASSIST OR REFERRAL REPORTS, BECAUSE THOSE REPORTS BECOME THE PROPERTY OF THE 
REQUESTING COMMAND AND COULD ALSO IMPACT INVESTIGATIONS. IN THE TIMEFRAME SPECIFIED, THE NAVAUDSVC 
ALSO ISSUED 13 INTERNAL QUALITY CONTROL REVIEW REPORTS, 4 LEAN SIX SIGMA REPORTS ON INTERNAL PROCESSES, 
9 DESK REVIEW REPORTS ON DON ACTIVITY FINANCIAL STATEMENT AUDITS, 1 AUDITOR GENERAL ADVISORY REPORT 
ON A DON EVENT, AND 2 PEER REVIEW REPORTS OF ARMY AUDIT AGENCY. 



Naval Audit Service 
Supervisory Editor 



***FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE*** 

This e-mail, including any attachments, is FOR OFFICIAL USE ONLY, and also may contain privacy sensitive information 
that requires protection from unauthorized disclosure. Do not disseminate this email, or its contents, to anyone who 
does not have an official need for access. Any misuse or unauthorized disclosure may result in both civil and criminal 
penalties. 

This signature line and my digital signature is the equivalent of a hard copy signature, serving to authenticate that I have 
the authority to send this e-mail and to indicate I have consciously decided that it should have the same legal authority 
normally accorded to an actual hard copy signature. 


-Original Message- 

From: llUmHU CIV OGC, DON/AA, NAVAUDSVC 
Sent: Tuesday, May 30, 2017 12:33 PM 
CIV, NAVAUDSVC 

Subject: FW: RE: TASKER: SHORT SUSPENSE: FREEDOM OF INFORMATION ACT (FOIA) REQUEST, FOIA CASE NUMBER 
DON-NAVY-2016-004460 



After talking with I 


below is the information they need from us (preferably today, as it is due 
to the USAO tomorrow). It appears we provided (1) and not sure if we can answer (2) and (75)- although my guess is the 
answer to (75) is none. Regarding (53) and (64), they are requesting that information on all reports (not just the one 
classified intelligence report) created since 1/1/09. To the extent you can provide any of this information, please send it 

toHil 


and copy myself and 


i 
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-Original Message- 

From ESQ CIV OPNAV, DNS-36L 

Sent: Tuesday, May 30, 2017 12:25 PM 

OGC, DON/AA, NAVAUDSVC 

Subject: RE: RE: TASKER: SHORT SUSPENSE: FREEDOM OF INFORMATION ACT (FOIA) REQUEST, FOIA CASE NUMBER 
DON-NAVY-2016-004460 

w 

ACLU narrowed the original request and is seeking all documents created 
from January 1, 2009 to the present that contain the following five 
categories of information: 

(1) policies, standards, and guidance related to prepublication review; 

(2) final legal analyses of past, present, or proposed prepublication-review 
requirements; 

(53) statistics relating to prepublication review, including but not limited 
to information documenting the total numbers of individuals who have 
submitted works for review, the total number of works submitted for review, 
the total number of submissions approved without change, the total number of 
submissions returned with proposed redactions or other modifications, the 
total number of pending submissions, and the duration of prepublication 
review processes!;] 

(64) titles, subject matters, [] dates of works submitted for prepublication 
review, [and outcomes of the prepublication review process.] (This prong 
can be satisfied with either of two subcategories of documents: (1) charts 
or summary documents or (2) final decisions of officials conducting 
prepublication reviews. Subcategory (1) is preferable and, if produced, 
alleviates the need to produce records in category (2).); and 

(75) information about enforcement proceedings instituted or contemplated on 
the basis of violations of prepublication-review requirements, including 
breach-of-contract actions, agency administrative proceedings, and civil or 
criminal litigation. 


We received you document on prepublication review policy already. What we need is the (53) Statistics and (64) titles, 
subject matters, [] dates of works submitted for prepublication 
review, [and outcomes of the prepublication review process.] 

I don't imagine that you have any (2) Legal analysis or (75) information about enforcement procedures. 


Please let me know if you have any questions. 


P 
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Attorney- Advisor, DNS-36L 
SECNAV/OPNAV, FOIA/PA Program Office 
Department of the Navy 


F: (202)685-6577 

J ffipf5M @naw.mil 


NOTICE 

FOR OFFICIAL USE ONLY (FOUO) - Privacy Act Data - Privacy Sensitive - Any misuse or unauthorized disclosure may result 
in both civil or criminal penalties. 


The information contained in this e-mail may also be legally privileged (ATTORNEY WORKPRODUCT and/or ATTORNEY- 
CLIENT Communication). If you received this e-mail in error, please delete copies and notify sender immediately by 
return e-mail or phone. If you are the intended recipient, forwarding this message to a third party may constitute waiver 
of privileges which attach to this communication. If you have any questions regarding this notice, please contact the 
sender. Thank you. 


-Original Message- 

From ^|y^m§|; CTR OPNAV, DNS-36 
Sent: Tuesday, May 30, 2017 11:27 AM 
To:^^^H^HciV, NAVAUDSVC 

ESQ CIV OPNAV, DNS-36L; CIV OGC, DON/AA, NAVAUDSVC; CIV 

DON/AA, NAVAUDSVC 

Subject: RE: TASKER: SHORT SUSPENSE: FREEDOM OF INFORMATION ACT (FOIA) REQUEST, FOIA CASE NUMBER DON- 
NAVY-2016-004460 



In response to the subject tasker, we received the attached from NAVAUDSVC. Please call myself (copied) 

ASAP so we can get a better understanding of the details of this response. 
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Naval Audit Service Prepublication Review Process 


This document describes the processing flow for the draft audit report, from finding development 
through release of the draft report. 

The auditor develops concise statements of the condition, cause, effect, criteria, and 
recommendations. The auditor also develops a concise description of the methods used to do the 
review. 

After ensuring each element of the finding has been stated precisely with sound logical 
relationships, the auditor presents the “Issues” feature/Finding Outline Worksheet to the Project 
Manager for review. 

The Project Manager makes any necessary revisions in consultation with the auditor. 

Once the Project Manager decides the “Issues” feature/Finding Outline Worksheet properly 
portray(s) the key components, it is provided to the Audit Director for approval. The Audit 
Director will indicate approval/disapproval with the contents of each finding before the finding is 
completely drafted. 

After the Project Manager has approved the “Issues” feature/Finding Outline Worksheet, the 
auditor drafts the finding. 

After reviewing and making necessary revisions to the draft finding, the Project Manager will 
provide a copy to the Audit Director (AD) prior to any discussion with the audited personnel. 

The Project Manager will prepare the draft report and submit it, with an official cover memo, to 
the AD and AAG/PD simultaneously. 

After an Audit Director (AD) has completed his/her review of a draft report, he/she will present 
the report to the Assistant Auditor General (AAG)/Principal Director (PD) who will arrange for 
referencing and concurrent editing. After editing, the PM/AD will make appropriate changes 
based on the editor’s comments and the editor will resubmit the report to the responsible 
AAG/PD. 

The AAG/PD will review and approve the draft report package before having it submitted to the 
editors. After the initial editing is completed, the AAG/PD will review the editor’s guide sheets 
and the related changes made by the AD before returning the draft report to the editors for 
submission to the front office. 

When necessary, the DEPAUDGEN will resolve differences of opinion between the 
editorial/policy staff and the operational AAGs/PD regarding reporting standards. 

Using guide sheets, the editors perfonn a mandatory check to ensure that draft reports confonn to 
the reporting standards for content and style. The editor provides copies of the completed guide 
sheets to the applicable PM, AD, and AAG/PD who are responsible for making the appropriate 
corrections. 

The AAG/PD is ultimately responsible for ensuring that the appropriate changes are made to the 
draft report before returning the report to the editors for submission to the front office. 



Naval Audit Service Prepublication Review Process 


The editors perfonn a “copy edit” of draft and final reports. This includes looking for grammar, 
formatting, and sentence structure problems and making the necessary corrections. 

All draft and final reports must be submitted, by the editors, to the AUDGEN and 
DEPAUDGEN for their review and approval. AUDGEN/DEP AUDGEN approval of draft and 
final reports is required before the reports can be released. 



FY 2008 Reports Published to Date 


Page 1 of 4 


NOTE: Report contact 

FY 2009 Reports Published information is included on the 

second page and transmittal 
letter of the complete report 


Pub. No. 

Title 

Job. No 

Date 

N2009-0053 

Department of the Navy In-Transit 
Inventory Shipment Controls 

2009-0026 

30 Sep 09 

N2009-0052 

Allowance, Inventory, and 
Maintenance Production of Marine 
Corps Small Arms 

2008-0133 

30 Sep 09 

N2009-0051 

Department of the Navy Proposed 
Fiscal Year 2011 Military 

Construction Projects Related to the 
United States Marine Corps’ 
Okinawa/Guam Base Relocation 

2009-0121 

30 Sep 09 

N2009-0050 

Department of the Navy Acquisition 
Checks and Balances at Naval Base 
Guam Supported Activities 

2009-0027 

30 Sep 09 

N2009-0049 

Validity of Reimbursable Order 
Unliquidated Obligations at Naval 

Sea Systems Command Warfare 
Centers 

2008-0087 

29 Sep 09 

N2009-0048 

Officer Personnel Information 

System Data Accuracy 

2008-0114 

29 Sep 09 

N2009-0047 

Ocean Bills of Lading for Naval 
Facilities Engineering Command 
Marianas Contracts 

2009-0125.001 

16 Sep 09 

N2009-0046 

Marine Corps Transition Assistance 
Management Program — 
Preseparation Counseling 
Requirement 

2008-0024 

15 Sep 09 

N2009-0044 

Government Commercial Purchase 
Card Transactions at Naval Medical 
Center, San Diego 

2008-0012 

2 Sep 09 

N2009-0043 

Risk Management Information 

System Acquisition 

2009-0066 

28 Aug 09 

N2009-0041 

Department of the Navy Acquisition 
and Disbursing Checks and 

Balances at Camp Lemonier, 

Djibouti, Africa 

2008-0125/0126 

30 Jul 09 

N2009-0040 

Poison Pay at Fleet Readiness 

Center Southwest 

2008-0128 

30 Jul 09 


Followup of Managing Sponsored 




file://W:\NAVAUDSVC\Editors\Lists of Published ReportsYFY 2009 Reports Published.htm 8/13/2012 








































FY 2008 Reports Published to Date 


Page 2 of 4 


N2009-0039 

Programs at the Naval Postgraduate 
School 

2007-0123 

28 Jul 09 

N2009-0038 

Status of the Department of the Navy 
Processes and Controls Regarding 
the Management of the Government 
of Japan Funds Related to the 

Marine Corps’ Relocation 

2008-0063.001 

9 Jul 09 

N2009-0037 

Contract Administration at Fleet and 
Industrial Supply Center San Diego 
and Selected Supported Activities 

2007-0118 

1 Jul 09 

N2009-0036 

Navy Marine Corps Intranet Invoice 
Approval Process within the Marine 
Corps 

2008-0011 

24 Jun 09 

N2009-0035 

Information Assurance Training and 
Certification 

2008-0083 

8 Jun 09 

N2009-0034 

Vendor Legitimacy 

2009-0139 

8 Jun 09 

N2009-0033 

Selected Department of the Navy 
Military Construction Projects 
Proposed for Fiscal Year 2011 

2009-0039 

5 June 09 

N2009-0032 

Marine Corps Use of the Deployed 
Theater Accountability System 

2007-0025 

4 June 09 

N2009-0031 

Independent Attestation Report: 
Agreed-Upon Procedures Attestation 
Engagement of Navy Working 

Capital Fund, Military Sealift 
Command 

2008-0086 

27 May 09 

N2009-0030 

Naval Facilities Engineering 

Command Base Support Vehicles 
Management Information Systems 

2008-0059 

21 May 09 

N2009-0029 

Internal Controls over the 

Department of the Navy’s 
Construction in Progress Account 

2008-0132 

21 May 09 

N2009-0028 

Verification of an Acquisition 

Strategy for the United States Marine 
Corps’ Relocation Effort 

2008-0065.001 

8 May 09 

N2009-0027 

Processing of Computers and Hard 
Drives During the Navy Marine 

Corps Intranet (NMCI) Computer 
Disposal Process 

2008-0025 

28 Apr 09 

N2009-0026 

Management of Special Tooling and 
Special Test Equipment at Naval Air 
Systems Command 

2008-0130 

24 Apr 09 

N2009-0025 

Navy Aviation Career Incentive Pay 

2007-0029 

24 Apr 09 
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FY 2008 Reports Published to Date 


Page 3 of 4 


N2009-0024 

Auditor General Advisory: 

Department of the Navy’s Processes 
Used to Establish Water Rates for 
Guam Waterworks Authority 

2009-0071 

7 Apr 09 

N2009-0023 

Acquisition of Gear Systems from a 
Selected Department of the Navy 
Contractor 

2008-0078 

6 Apr 09 

N2009-0022 

Consideration of Hazardous Noise in 
the Acquisition of the CVN 78 Aircraft 
Carrier 

2007-0066.004 

19 Mar 09 

N2009-0021 

Acquiring Services through the 

Center for Naval Analyses 

2007-0016 

18 Mar 09 

N2009-0020 

Bureau of Medicine and Surgery 
Management of Sustainment Funds 
to Repair and Maintain Real Property 
Facilities 

2008-0060 

26 Feb 09 

N2009-0019 

Auditor General Advisory: Service 
Contracts for the Communications- 
On-the-Move Network Digital Over- 
the-Horizon Relay (CONDOR) 

Project 

2008-0080.005 

24 Feb 09 

N2009-0018 

Controls Over Medical Supplies and 
Equipment 

2007-0062 

19 Feb 09 

N2009-0017 

Navy Marine Corps Intranet Contract 
Performance Measures for Incentive 
Payments 

2007-0039 

12 Feb 09 

N2009-0016 

Management of Special Tooling and 
Special Test Equipment at Space 
and Naval Warfare Systems 
Command 

2008-0076 

23 Dec 08 

N2009-0015 

Verification of Department of the 
Navy’s Fiscal Year 2007 Reporting of 
Depot Maintenance Workload 
Distribution Between Public and 
Private Sectors 

2008-0044 

22 Dec 08 

N2009-0014 

Control over Wireless Devices at 
Selected Commander, Navy 
Installations Command and Naval 
Facilities Engineering Command 
Activities 

2007-0063 

17 Dec 08 

N2009-0013 

Consideration of Hazardous Noise in 
the Acquisition of the Joint Strike 
Fighter 

2007-0066.002 

15 Dec 08 
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FY 2010 Reports Published 


Pub. No. 

Title 

Job. No 

Date 

N2010-0061 

Common Access Card Certificate 
Revocations 

2009-0097 

30 Sep 10 

N2010-0060 

Navy’s Traffic Safety Program for 
Commander, Navy Region Mid- 
Atlantic 

2009-0019.001 

23 Sep 10 

N2010-0059 

Budget Execution at Selected Fleet 
Enterprise Activities 

2009-0020 

22 Sep 10 

N2010-0058 

American Recovery and 
Reinvestment Act of 2009 — Marine 
Corps Air Station, Miramar, CA 

2009-0143.004 

17 Sep 10 

N2010-0057 

Navy Marine Corps Intranet Contract 
Invoice Management at Space and 
Naval Warfare Systems Command 
and Naval Facilities Engineering 
Command 

2009-0034 

16 Sep 10 

N2010-0055 

Department of the Navy Geothermal 
Energy Program 

2010-0113 

15 Sep 10 

N2010-0054 

Marine Corps Traffic Safety Program 
at 1 Marine Expeditionary Force and 
Marine Corps Installations West 

2009-0018.002 

14 Sep 10 

N2010-0053 

Payment of Basic Allowance for 
Housing for Navy Region Southeast 

2009-0072 

13 Sep 10 

N2010-0052 

Managing Personally Identifiable 
Information at Selected 

Commander, Navy Installations 
Command Activities 

2009-0111 

10 Sep 10 

N2010-0051 

Accountability of Purchases Made 
Using Military Interdepartmental 
Purchase Requests at Naval 

Facilities Engineering Command, 
Southwest 

2009-0129 

3 Sep 10 

N2010-0050 

Naval Audit Service Input for the 
Fiscal Year 2010 Statement of 
Assurance 

2010-0042 

20 Aug 10 

N2010-0049 

Department of the Navy Red Hill and 
Upper Tank Farm Fuel Storage 

2009-0032 

16 Aug 10 




















Facilities 



N2010-0048 

American Recovery and 
Reinvestment Act of 2009 — Marine 
Corps Air Station, New River, NC 

2009-0143.003 

13 Aug 10 

N2010-0047 

Prioritization and Selection of Navy 
Military Construction Projects for 
Program Objectives Memorandum 
2010 Funding 

2009-0064.002 

12 Aug 10 

N2010-0046 

Defense Travel System 

2009-0088 

3 Aug 10 

N2010-0044 

Acquisition Checks and Balances at 
Selected Navy and Marine Corps 
Activities in the Western Pacific 

2008-0127 

22 Jul 10 

N2010-0043 

Use of Established Department of 
Defense Shipping 
Agreements/Contracts for 
Department of the Navy Acquisitions 
on Guam 

2009-0125.000 

22 Jul 10 

N2010-0042 

Service Contracts at Space and 

Naval Warfare Systems Command 
(SPAWAR) and SPAWAR System 
Centers 

2009-0047 

7 Jul 10 

N2010-0041 

Navy’s Traffic Safety Program for 
Naval District Washington 

2009-0019.002 

1 Jul 10 

N2010-0040 

Protecting Personally Identifiable 
Information at the Office of Civilian 
Human Resources and Human 
Resources Service Centers 

2009-0096 

30 Jun 10 

N2010-0039 

Followup of Naval Audit Service 
Recommendations for Management 
of Special Tooling and Special Test 
Equipment Audits 

2010-0016 

23 Jun 10 

N2010-0038 

Consideration of Hazardous Noise in 
the Acquisition of Selected Major 
Department of the Navy Weapon 
Systems and Platforms 

2007-0066 

22 Jun 10 

N2010-0037 

Contractor Support Services at the 
Naval Education and Training 
Command 

2009-0128 

18 Jun 10 


















N2010-0036 

Department of the Navy Acquisition 
Checks and Balances at Fleet and 
Industrial Supply Center Sigonella 
Naval Regional Contracting 
Detachments Bahrain and Dubai 

2008-0123 

16 Jun 10 

N2010-0035 

Aircraft Quantitative Requirements 
for the Acquisition of the Joint 

Primary Aircraft Training System 

2009-0123.001 

14 Jun 10 

N2010-0033 

Prioritization of Navy Military 
Construction Projects for Research, 
Development, Test, and Evaluation 
Facilities 

2009-0064.001 

10 Jun 10 

N2010-0032 

New Accessions Training Program 
Analysis 

2008-0020 

8 Jun 10 

N2010-0031 

Environmental Differential Pay at 
Selected Department of the Navy 
Commands and Activities 

2009-0029 

4 Jun 10 

N2010-0030 

Marine Corps Traffic Safety Program 
at II Marine Expeditionary Force and 
Marine Corps Installations East 

2009-0018.001 

1 Jun 10 

N2010-0029 

Management of Hazardous 

Materials at Fleet and Industrial 
Supply Center Norfolk 

2010-0129 

26 May 10 

N2010-0028 

Marine Corps Equipment Visibility 

2009-0065 

20 May 10 

N2010-0027 

American Recovery and 
Reinvestment Act of 2009 — Naval 
Station, Norfolk, VA 

2009-0143.002 

14 May 10 

N2010-0026 

Pricing and Comparison of Defense 
Travel System Airfares 

2009-0016 

13 May 10 

N2010-0025 

Contracting Practices for Strategic 
Systems Programs 

2009-0046 

28 Apr 10 

N2010-0024 

Providing Navy Guidance on 

Issuance of Small Arms 

2007-0116.001 

27 Apr 10 

N2010-0023 

Identification and Reporting of 
Mission Essential Functions at 
Selected Navy Installations 

2009-0021 

15 Apr 10 

N2010-0022 

American Recovery and 
Reinvestment Act of 2009 — Naval 

2009-0143.001 

15 Apr 10 





















Support Activity Annapolis, MD 



N2010-0021 

Department of the Navy Security 
Manning Requirements at Navy 
Installations 

2009-0115 

29 Mar 10 

N2010-0020 

Development and Utilization of 
Alternative Fuel Vehicle Program 
Infrastructure at Selected 

Department of Navy Installations 

2009-0035 

26 Mar 10 

N2010-0019 

Navy Plan to Meet Future SEAL 
End-Strength 

2009-0031 

25 Mar 10 

N2010-0018 

Followup to Audit Recommendations 
for Selected Internal Controls, 
Contracting, and Investigative 
Support Audits 

2009-0078 

23 Mar 10 

N2010-0017 

Followup on Internal Controls for 
Marine Corps Small Arms 

Shipments 

2008-0133.001 

17 Mar 10 

N2010-0016 

Reporting of Safety Mishaps 

2008-0055 

12 Mar 10 

N2010-0015 

Invoice Management at Fleet 
Readiness Centers 

2009-0022 

10 Mar 10 

N2010-0014 

Recording of Navy Enlisted 
Classification Recommendations in 
the Navy Corporate enterprise 
Training Activity Resource System 

2007-0122 

10 Mar 10 

N2010-0013 

Selected Department of the Navy 
Military Construction Projects 
Proposed for Fiscal Year 2011 

2009-0117 

9 Mar 10 

N2010-0012 

Independent Attestation Report: 
Agreed-Upon Procedures 

Attestation Engagement of Naval 
Facilities Engineering Command 
Working Capital Fund 

2009-0105 

2 Mar 10 

N2010-0011 

Accessibility of Personally 

Identifiable Information through the 
Navy Marine Corps Intranet 
Homeport Web Site 

2009-0063.000 

2 Mar 10 

N2010-0010 

Bureau of Medicine and Surgery’s 
Internal Controls for Personnel Pay 

2008-0096 

24 Feb 10 



















N2010-0009 

Pricing for Commercial Acquisitions 

2007-0011 

12 Feb 10 

N2010-0008 

Selected Contracts and Contract 
Activities at Fleet and Industrial 
Supply Center Sigonella, Italy 

2009-0140 

5 Feb 10 

N2010-0007 

Reserve Headquarters Support 
System Accuracy 

2008-0113 

15 Jan 10 

N2010-0006 

Auditor General Advisory: 

Acquisition Integrity Office 
Administrative Agreements 

2009-0138 

12 Jan 10 

N2010-0005 

Information Security for Research, 
Development, Test and Evaluation 
and Education Legacy Networks 

2008-0085 

7 Jan 10 

N2010-0004 

Internal Controls for Overtime 
Procedures at Navy Region 
Southwest 

2007-0116 

30 Dec 09 

N2010-0003 

Morale, Welfare, and Recreation 
Department, Naval Station Mayport, 
FL 

2009-0141 

29 Dec 09 

N2010-0002 

Navy Enlisted Training Quota 
Management Process 

2007-0121 

10 Nov 09 

N2010-0001 

E-2D Advanced Hawkeye Radar 

2009-0070 

14 Oct 09 















FY 2011 Reports Published 


Pub. No. 

Title 

Job. No 

Date 

N2011-0064 

Diego Garcia Base Operating Support Contract 

2010-0147 

30 Sep 11 

N2011-0063 

Information Systems Controls within the Bureau 
of Medicine and Surgery 

2009-0100 

29 Sep 11 

N2011-0062 

American Recovery and Reinvestment Act of 
2009 - Advanced Metering Infrastructure 
Projects at Navy Installations in Florida, 
Mississippi, and Texas 

2009- 

0143.005 

23 Sep 11 

N2011-0061 

Post-Deployment Health Reassessment at the 
U.S. Navy: Fiscal Years 2008, 2009, and 2010 
Data Analysis and Future Monitoring 
Recommendations 

2010-0040 

23 Sep 11 

N2011-0060 

American Recovery and Reinvestment Act of 
2009 - Photovoltaic Projects at Hampton 

Roads, VA, and Navy Installations in Florida, 
Texas, and Mississippi 

2009- 

0143.006 

22 Sep 11 

N2011-0059 

Ethics Program at Naval District Washington 

2010- 

0031.001 

15 Sep 11 

N2011-0058 

Spare Parts Contracts Awarded for 

Maintenance Centers Albany, GA and Barstow, 
CA for Selected United States Marine Corps 
Equipment 

2009- 
0145/20 IQ- 
0103 

14 Sep 11 

N2011-0057 

Incentive and Progress Payments at Naval 
Supply Systems Command 

2010-0062 

7 Sep 11 

N2011-0056 

Contractors Accessing Department of the Navy 
Information on Non-Navy Marine Corps Intranet 
Networks 

2010-0068 

7 Sep 11 

N2011-0055 

Marine Corps Equipment Accountability 

2010-0038 

2 Sep 11 

N2011-0054 

Award-Fee Contracts at Naval Facilities 
Engineering Command 

2010-0059 

30 Aug 11 

N2011-0053 

Naval Criminal Investigative Service Emergency 
and Extraordinary Expense Funds 

2010- 

0061.000 

26 Aug 11 

N2011-0052 

Test of Department of the Navy Sexual Assault- 
Related Phone Numbers 

2011-181.000 

26 Aug 11 

N2011-0051 

Navy Operational Support Center Antiterrorism 
and Force Protection 

2010-0106 

19 Aug 11 




















N2011-0050 

Naval Audit Service Input for the Fiscal Year 

2011 Statement of Assurance 

2011-0107 

15 Aug 11 

N2011-0049 

Internal Controls Over Spending Within the 
Department of the Navy Shore Energy Program 

2011-0026 

9 Aug 11 

N2011-0048 

Budget Execution Transactional Review at 
Selected Fleet Warfare Enterprise Commands 

2009- 

0020.001 

4 Aug 11 

N2011-0047 

Certification and Accreditation of Information 
Systems within the Marine Corps 

2010-0101 

2 Aug 11 

N2011-0046 

Followup of Management of Personally 
Identifiable Information at Marine Corps 
Recruiting Command 

2010- 

0015.003 

29 Jul 11 

N2011-0045 

Department of the Navy Civilian Drug-Free 
Workplace Program - Discipline 

2009-0055 

19 Jul 11 

N2011-0044 

Navy Reserve Component’s Access to Military 
Medical Services 

2010-0120 

14 Jul 11 

N2011-0043 

Total Force Manpower Management System 
Civilian Requirements 

2008-0021 

8 Jul 11 

N2011-0042 

Ethics Programs at Military Sealift Command 
Sealift Logistics Commands Atlantic and Pacific 

2010- 

0031.000 

27 Jun 11 

N2011-0041 

Followup on Management of Privacy Act 
Information at Naval District Washington 

2010- 

0015.002 

15 Jun 11 

N2011-0040 

Managing Personally Identifiable Information at 
Marine Corps Base Camp Lejeune 

2010-0100 

1 Jun 11 

N2011-0039 

Quality of Life Plans for United States Marine 
Corps Forces Relocating from Okinawa to 

Guam 

2010-0117 

27 May 11 

N2011-0038 

Controls Over Navy Marine Corps Intranet 
Contractors and Subcontractors Accessing 
Department of the Navy Information 

2009-0040 

26 May 11 

N2011-0037 

Marine Corps Community Services in Okinawa 

2010-0141 

24 May 11 

N2011-0036 

Reporting of Marine Corps Personnel Mishaps 

2010- 

0039.002 

20 May 11 

N2011-0035 

Project Handclasp Internal Controls 

2010-0132 

19 May 11 

N2011-0034 

Department of the Navy Medical Corps Officer 
Contracts 

2010-0143 

12 May 11 

N2011-0033 

Contracts Awarded to Selected Contractors by 
Naval Supply Systems Command and Naval 

2008-0138 

5 May 11 
























Facilities Engineering Command Contracting 
Activities 



N2011-0032 

Naval Station Rota, Spain, Human Resources 
Office and Local National Employee Program 

2010-0130 

5 May 11 

N2011-0031 

Responses to Phone Calls Made to Department 
of the Navy Sexual Assault-Related Phone 
Numbers 

2010-0111 

3 May 11 

N2011-0030 

Department of Defense Electronic Mall Internal 
Controls for the Navy 

2008-0136 

29 Apr 11 

N2011-0029 

Verification of Operational Capabilities and 
Internal Controls at Joint Region Marianas 

2010-0113 

27 Apr 11 

N2011-0028 

Followup of Management of Privacy Act 
Information at the Navy Recruiting Command 

2010- 

0015.001 

31 Mar 11 

N2011-0027 

Marine Corps Equipment Accountability at 1 
Marine Expeditionary Force 

2010- 

0038.002 

31 Mar 11 

N2011-0026 

Navy Fuel Storage Facilities and Farms - 
Southwest Region 

2010-0073 

25 Mar 11 

N2011-0025 

Navy/Marine Corps Intranet Internal Controls 
Over Computers During Turn-In Process 

2009- 

0063.001 

18 Mar 11 

N2011-0024 

Effectiveness of the Department of the Navy’s 
Denial Process for Interim Security Clearances 
at Selected Activities 

2009-0056 

11 Mar 11 

N2011-0023 

Internal Controls Over Department of the Navy 
Energy Funding and Financing Tools 

2010-0114; 

2010-0125; 

2010-0037 

4 Mar 11 

N2011-0022 

Wide Area Work Flow Implementation in the 
Navy 

2009-0017 

28 Feb 11 

N2011-0021 

Marine Corps Equipment Accountability at 

II Marine Expeditionary Force 

2010- 

0038.001 

16 Feb 11 

N2011-0020 

Unnecessary Collection of Personally 

Identifiable Information in the Department of the 
Navy 

2009-0132 

28 Jan 11 

N2011-0019 

Organizational-Level Maintenance of U.S. Navy 
Aegis-Equipped Ships 

2009-0116 

27 Jan 11 

N2011-0018 

Internal Controls Over Naval Base Coronado, 

CA Galleys 

2010-0144 

24 Jan 11 

N2011-0017 

Navy Reserve Southwest Region Annual 

Training and Active Duty for Training Orders 

2009-0085 

19 Jan 11 























N2011-0016 

Management and Implementation of the Marine 
Corps Hearing Conservation Program 

2008-0023 

14 Jan 11 

N2011-0015 

Government Commercial Purchase Card 
Transactions at Naval District Washington 

2009-0086 

14 Jan 11 

N2011-0014 

Department of the Navy Proposed Fiscal Year 
2012 Military Construction Projects Related to 
the Relocation of U.S. Marine Corps Forces 
from Okinawa to Guam 

2010-0075 

14 Jan 11 

N2011-0013 

Marine Corps Exceptional Family Member 
Program 

2009-0131 

14 Jan 11 

N2011-0012 

Navy’s Traffic Safety Program at Naval District 
Washington and Commander, Navy Region 
Mid-Atlantic Regions 

2010-0079 

22 Dec 10 

N2011-0011 

Reporting of Sponsor-Owned Material and 
Government-Owned Material 

2010-0138 

22 Dec 10 

N2011-0010 

Post-Deployment Health Reassessment at the 
Marine Corps: Fiscal Years 2008 and 2009 

Data Analysis, and Future Monitoring 
Recommendations 

2008-0016 

17 Dec 10 

N2011-0009 

Naval Sea Systems Command General Fund 
Military Interdepartmental Purchase Requests 

2009-0069 

16 Dec 10 

N2011-0008 

Selected Department of the Navy Military 
Construction Projects Proposed for Fiscal Year 
2012 

2010-0071 

14 Dec 10 

N2011-0007 

Introductory Flight Screening Program 

2009- 

0123.000 

3 Dec 10 

N2011-0006 

Marine Corps Traffic Safety Program at 1 and II 
Marine Expeditionary Force and Marine Corps 
Installations East and West 

2010-0080 

30 Nov 10 

N2011-0005 

Reporting of Marine Corps Equipment Mishaps 

2010- 

0039.001 

10 Nov 10 

N2011-0004 

Management of Navy Unit Identification Codes 

2009-0059 

22 Oct 10 

N2011-0003 

Reimbursable Funding Process for Navy 

Medical Research and Development Activities 

2008-0095 

21 Oct 10 

N2011-0002 

Open Market Corridor Procurements 

2007-0097 

8 Oct 10 

N2011-0001 

Navy Enterprise Resource Program - Purchase 
Card Capabilities 

2009-0099 

1 Oct 10 






















FY 2012 Reports Published 


Pub. No. 

Title 

Job. No 

Date 

N2012-0070 

Navy Compliance with Department of Defense 
Information Assurance Certification and 
Accreditation Process 

2011-0080 

28 Sep 12 

N2012-0069 

Fiscal Year 2012 Third Quarter Test of 

Department of the Navy Sexual Assault-Related 
Phone Numbers 

2012-154 

28 Sep 12 

N2012-0068 

Government Commercial Purchase Card Program 
Controls at the Naval Research Laboratory 

2010-0048 

28 Sep 12 

N2012-0067 

Bureau of Medicine and Surgery Process for 
Military Interdepartmental Purchase Requests 

2010-0098 

20 Sep 12 

N2012-0066 

Naval Audit Service Input for the Fiscal Year 2012 
Statement of Assurance 

2012-002 

13 Sep 12 

N2012-0065 

Relocation of Carrier Air Wing Five 

2011-0122 

31 Aug 12 

N2012-0064 

Verification of Navy Physician Licensing, 
Privileging, and Malpractice Reporting 

2009-0053 

28 Aug 12 

N2012-0063 

Managing Personally Identifiable Information at 
Navy Operational Support Centers 

2011-0084 

28 Aug 12 

N2012-0062 

Contracts Awarded for the Naval Postgraduate 
School 

2011-175 

28 Aug 12 

N2012-0061 

Common Access Card (CAC) Potential Cost 
Savings 

2010-0149 

23 Aug 12 

N2012-0060 

Opinion on the United States/United Kingdom 
Polaris/Trident Trust Fund Financial Reports 

2011- 

0132.001 

22 Aug 12 

N2012-0059 

United States/United Kingdom Polaris/Trident 

Trust Fund Financial Reports 

2011- 

0132.000 

22 Aug 12 

N2012-0058 

Accounting and Reporting of Marine Corps and 
Navy Fuel Consumption for Tactical Ground Units 

2011-0124 

8 Aug 12 

N2012-0057 

Impact of Physical Readiness Training on 
Personnel Safety 

2011-0039 

7 Aug 12 

N2012-0056 

Contracts for Department of the Navy Aviation 
Maintenance 

2011-0037 

3 Aug 12 

N2012-0055 

Aviation Fuel Accounting at Marine Corps Air 
Station Yuma 

2012-120 

16 Jul 12 

N2012-0054 

Military Sealift Command Ships’ Energy 
Consumption 

2011-0133 

9 Jul 12 

N2012-0053 

Department of the Navy Bulk Fuel Storage 
Facilities and Farms - Mid-Atlantic Region, 

2011-0117 

29 Jun 12 


























Craney Island 



N2012-0052 

Camp Lemonnier, Djibouti, Base Operating 

Support Contract 

2011-0099 

28 Jun 12 

N2012-0051 

Navy’s Management of Unmanned Systems 

2010-0126 

27 Jun 12 

N2012-0050 

Agreed-Upon Procedures Attestation 

Engagement of Assessing Internal Controls over 
Financial Reporting in the Department of the 

Navy, Phase 2 

2012-013 

22 Jun 12 

N2012-0049 

Financial Management of the Navy Department 
Employees’ Recreation and Welfare Fund 

2011-0134 

21 Jun 12 

N2012-0048 

Reporting of Navy Maritime Fuel Consumption 

2011-0030 

22 Jun 12 

N2012-0047 

Department of the Navy Proposed Fiscal Year 
2013 Military Construction Projects Related to 
the U.S. Marine Corps’ Guam Relocation 

Effort 

2011-0045 

18 Jun 12 

N2012-0046 

Department of the Navy Bulk Fuel Facilities 
and Farms - Southwest Region, Defense Fuel 
Support Point San Pedro, CA 

2011-0042 

14 Jun 12 

N2012-0045 

Purchased Property at Norfolk Naval Shipyard 

2012-106 

12 Jun 12 

N2012-0044 

Fiscal Year 2012 Second Quarter Test of 
Department of the Navy Sexual Assault- 
Related Phone Numbers 

2012-124 

7 Jun 12 

N2012-0043 

Controls over Navy Cash Aboard U.S. Navy 
Ships 

2010-0094 

25 May 12 

N2012-0042 

Hiring Select Retired Department of the Navy 
Military Officers into Civilian Positions 

2010-0134 

22 May 12 

N2012-0041 

Navy Mortuary Affairs Payment Process 

2011-0127 

14 May 12 

N2012-0040 

Purchased Property at Pearl Harbor Naval 
Shipyard 

2011-0029 

2 May 12 

N2012-0039 

Department of the Navy Civilian Drug-Free 
Workplace Program - Compliance 

2011-0055 

2 May 12 

N2012-0038 

Non-Acquisition Programs 

2009-0041 

26 Apr 12 

N2012-0037 

Business Process Reengineering Efforts for 
Selected Department of the Navy Business 
System Modernizations; Maintenance Figure 
of Merit/Mission Readiness Assessment 
System 

2011- 

0085.004 

20 Apr 12 























N2012-0036 

Reporting of Navy Aviation Fuel Consumption 

2011-0131 

19 Apr 12 

N2012-0035 

Government Commercial Purchase Card 
Transactions at Naval Facilities Engineering 
Command Southwest 

2011-0120 

18 Apr 12 

N2012-0034 

Business Process Reengineering Efforts for 
Selected Department of the Navy Business 
System Modernizations: Naval Air Systems 
Command Depot Maintenance System 

2011- 

0085.002 

10 Apr 12 

N2012-0033 

Government Commercial Purchase Card 
Program Internal Controls at Naval Beach 
Group One 

2011-0126 

10 Apr 12 

N2012-0032 

Ethics Program at the Chief of Naval 

Personnel 

2010-0030 

9 Apr 12 

N2012-0031 

Implementation of Earned Value Management 
for the Virginia Class Submarine Program 

2009- 

0076.001 

5 Apr 12 

N2012-0030 

Business Process Reengineering Efforts for 
Selected Department of the Navy Business 
System Modernizations: Shipyard 

Management Information System Investment 
for Corporate Software 

2011- 

0085.003 

2 Apr 12 

N2012-0029 

Department of the Navy Educational and 
Developmental Intervention Services 

2010-0070 

29 Mar 12 

N2012-0028 

Independent Attestation Report: Agreed-Upon 
Procedures Attestation Engagement of the 
Office of Naval Research Statement of 
Budgetary Resources 

2011-0028 

28 Mar 12 

N2012-0027 

Commander, Navy Installations Command 
Safety and Occupational Health Workplace 
Inspections 

2011-0044 

22 Mar 12 

N2012-0026 

Agreed-Upon Procedures Attestation 
Engagement of Assessing Internal Controls 
over Financial Reporting in the Department of 
Navy 

2011-0070 

15 Mar 12 

N2012-0025 

Protecting Personally Identifiable Information 
at the Naval Sea Systems Command Human 
Resources Offices 

2010-0139 

9 Mar 12 

N2012-0024 

Business Process Reengineering Efforts for 
Selected Department of the Navy Business 
System Modernizations; Personalized 

2011- 

0085.005 

6 Mar 12 




















Recruiting for Immediate and Delayed 
Enlistment Modernization 



N2012-0023 

Naval History and Heritage Command 
Detachment Boston Time and Attendance 
Processes and Other Issue 

2011-0125 

27 Feb 12 

N2012-0022 

Department of the Navy Military Standard 
Requisitioning and Issue Procedures Internal 
Controls 

2010-0088 

21 Feb 12 

N2012-0021 

Fiscal Year 2012 First Quarter Test of 
Department of the Navy Sexual Assault- 
Related Phone Numbers 

2012-104 

17 Feb 12 

N2012-0020 

Defense Travel System-Navy Controls Over 
Unsettled Travel Authorizations 

2010-0119 

10 Feb 12 

N2012-0019 

Freedom of Information Act Implementation in 
the Department of the Navy 

2011-0087 

6 Feb 12 

N2012-0018 

Department of the Navy Fiscal Years 2009 
and 2010 Reimbursable Orders at Selected 
Fleet Activities 

2010-0095 

1 Feb 12 

N2012-0017 

Suicide Crisis Links and/or Phone Numbers 
on Department of the Navy Web Sites 

2011-0136 

30 Jan 12 

N2012-0016 

Ethics Program at Marine Corps Combat 
Development Command 

2011-0022 

27 Jan 12 

N2012-0015 

Individual Augmentee Reintegration Process 

2010-0124 

19 Jan 12 

N2012-0013 

Reporting of United States Marine Corps 
Aviation Fuel Consumption 

2011-0130 

6 Jan 12 

N2012-0012 

Selected Department of the Navy Military 
Construction Projects Proposed for Fiscal 

Year 2013 

2011-0034 

5 Jan 12 

N2012-0011 

Implementation of Earned Value Management 
for the Future Aircraft Carrier Program 

2009-0076 

22 Dec 11 

N2012-0010 

Defense Travel System-Marine Corps 

2010-0118 

21 Dec 11 

N2012-0009 

Personally Identifiable Information and 
Department of the Navy Data on Unencrypted 
Computer Hard Drives Released From 
Department of the Navy Control 

2011-182 

8 Dec 11 

N2012-0008 

Consideration of Requirements for U.S. 

Marine Corps Training Ranges Associated 

2009-0144 

8 Dec 11 























with the 

Relocation of Marine Corps Forces to Guam 



N2012-0006 

Department of the Navy Nonappropriated 

Fund Purchase Card Pilot Program 

2010-0137 

22 Nov 11 

N2012-0005 

Business Process Reengineering Efforts for 
Selected Department of the Navy Business 
System Modernizations; Global Combat 
Support System - Marine Corps 

2011- 

0085.001 

17 Nov 11 

N2012-0004 

Strategy for Considering Energy Efficient and 
Renewable Energy Initiatives Associated with 
the United States Marine Corps Guam 
Relocation Effort 

2011-0033 

15 Nov 11 

N2012-0003 

Department of the Navy Acquisition and 
Disbursing Checks and Balances at Camp 
Lemonnier, Djibouti, Africa 

2010-0017 

9 Nov 11 

N2012-0002 

Marine Corps Small Arms Accountability 

2010-0044 

20 Oct 11 

N2012-0001 

Naval Pilot and Naval Flight Officer Diversity 

2010-0145 

19 Oct 11 













FY 2013 Reports Published 


Pub. No. 

Title 

Job. No 

Date 

N2013-0052 

Limited Duty Population in the Navy 

2011-0128 

30 Sep 13 

N2013-0051 

Department of the Navy Premium Class 

Travel Costs 

2012-107 

30 Sep 13 

N2013-0050 

Long-Term Temporary Duty Orders for 

Marine Corps Reserves Performing Duty 
within the Continental United States and 
Hawaii 

2011-0105 

30 Sep 13 

N2013-0049 

Department of the Navy Tax Exempt 
Commercial Lodging 

2011-0063 

27 Sep 13 

N2013-0048 

Department of the Navy Achievement of 
Leadership in Energy and Environmental 
Design Certification 

2012-037 

25 Sep 13 

N2013-0047 

Navy Fuel Storage Tank Inventory 

2012-040 

25 Sep 13 

N2013-0046 

Service Contract Administration at Naval Air 
Warfare Center Aircraft Division, Patuxent 
River 

2012-079 

24 Sep 13 

N2013-0045 

Navy Child and Youth Programs 

2013-092 

12 Sep 13 

N2013-0044 

Marine Corps Child, Youth, and Teen 
Programs 

2013-096 

11 Sep 13 

N2013-0043 

Bureau of Medicine and Surgery Travel and 
Purchase Card Transactions 

2012-006 

11 Sep 13 

N2013-0041 

Marine Corps War Reserve Levels 

2012-042 

28 Aug 13 

N2013-0040 

Verification of Hotline Complaints in the 

Naval Inspector General Hotline Tracking 
System at Selected Western and Pacific 
Commands 

2012-095 

15 Aug 13 

N2013-0039 

Followup on Information Assurance Training 
and Certification 

2012-008 

15 Aug 13 

N2013-0038 

Fiscal and Resource Management at the 

Naval Postgraduate School 

2012-156 

7 Aug 13 

N2013-0037 

Guam Base Operating Support Contract 

2012-126 

25 Jul 13 

N2013-0036 

Controls and Oversight for Naval Research 
Laboratory Fuel Storage Tanks 

2013-095 

9 Jul 13 























N2013-0035 

Validation and Use of Life-Cycle Cost 

Analysis within the Marine Corps Energy 
Investment Program 

2012-031 

28 Jun 13 

N2013-0034 

Department of the Navy Contract 
Requirements - Personally Identifiable 
Information and Sensitive Data 

2012-065 

27 Jun 13 

N2013-0033 

Internal Controls over the Execution of 
Husbanding Contracts - 7th Fleet Area of 
Responsibility 

2012-129 

21 Jun 13 

N2013-0031 

Followup on Internal Controls Over 
Department of the Navy Energy Funding and 
Financing Tools 

2012-127 

13 Jun 13 

N2013-0030 

Naval Air Station Sigonella, Italy Base 
Operating Support Contract 

2012-138 

7 Jun 13 

N2013-0029 

Marine Aircraft Group 49 Site Support 

Aviation Supply - Marine Corps Light Attack 
Helicopter Squadron 773 Detachment B 

2012-185 

5 Jun 13 

N2013-0028 

Agreed-Upon Procedures Attestation 
Engagement of Assessing Internal Controls 
over Financial Reporting in the Department of 
the Navy, Phase 4 

2013-003 

3 Jun 13 

N2013-0027 

Fiscal Management at the Center for 
Excellence in Disaster Management and 
Humanitarian Assistance, United States 

Pacific Command 

2012-125 

22 May 13 

N2013-0026 

Summary of Department of the Navy Bulk 

Fuel Storage Facilities and Farms 

2012-034 

6 May 13 

N2013-0025 

Department of the Navy Procurement 
Performance Management Assessment 
Program 

2012-077 

30 Apr 13 

N2013-0024 

Internal Controls over Navy’s Electronic 

Leave System 

2012-057 

26 Apr 13 

N2013-0023 

Controls and Oversight for United States 
Marine Corps Fuel Storage Tanks 

2012-027 

12 Apr 13 

N2013-0022 

Naval War College Gift and Other Related 
Funds 

2012-011 

11 Apr 13 

N2013-0021 

Internal Controls over Naval Criminal 
Investigative Service Salary Payments and 
Travel Process 

2012-010 

8 Apr 13 




















N2013-0020 

Summary of Audits of Department of the 

Navy Fuel Consumption Reporting 

2012-035 

5 Apr 13 

N2013-0019 

Gift Acceptance at Marine Corps University 

2012-009 

26 Mar 13 

N2013-0018 

Recording and Tracking of Hotline 

Complaints in the Naval Inspector General 
Hotline Tracking System 

2011-0135 

19 Mar 13 

N2013-0017 

Followup on Security Manning Requirements 
Implementation Plan 

2012-025 

12 Mar 13 

N2013-0016 

Oversight of the Legacy Systems 

Replacement Process 

2010-0108 

26 Feb 13 

N2013-0015 

Department of the Navy’s Proposed Fiscal 
Year 2013 Military Construction Projects 
Specific to Romania 

2012-186 

13 Feb 13 

N2013-0014 

Bureau of Medicine and Surgery Government 
Commercial Purchase Card Program 

2011-0106 

12 Feb 13 

N2013-0013 

Business Process Reengineering Efforts for 
Selected Department of the Navy Business 
System Modernizations 

2011- 

0085.000 

25 Jan 13 

N2013-0012 

Internal Controls Over Selected Contracts 
and Blanket Purchase Agreements at Navy 
Region Mid-Atlantic, Fleet and Family 
Readiness 

2012-114 

16 Jan 13 

N2013-0011 

Navy Reserve Use of Per Diem 

2011-0061 

15 Jan 13 

N2013-00 0 

Information Technology and Audio-Visual 
Asset Accountability at Selected Hospitals 
within Navy Medicine West 

2011-0121 

15 Jan 13 

N2013-0009 

Bachelor Housing Department at Naval Air 
Station Sigonella, Italy 

2012-122 

11 Jan 13 

N2013-0008 

United States Marine Corps Intelligence- 
Related Emergency and Extraordinary 
Expense Funds 

2012-001 

11 Jan 13 

N2013-0007 

Joint Mission Planning System 

2011-168 

11 Jan 13 

N2013-0006 

Department of the Navy Communications 
Security Account Reconciliation Under 
Common Tier 1 Accounting System 

2012-081 

27 Dec 12 

N2013-0005 

Naval Station Guantanamo Bay Human 
Resources Office and Local National 

2011-0109 

17 Dec 12 























Employee Program 



N2013-0004 

Department of the Navy’s Military 

Construction Projects Proposed for Fiscal 

Year 2014 

2012-039 

14 Dec 12 

N2013-0003 

Naval Sea Systems Command, Logistics, 
Maintenance, and Industrial Operations 
Contract N00024-01-D-7025, DO 0001 

2012-145 

15 Nov 12 

N2013-0002 

Agreed-Upon Procedures Attestation 
Engagement of Assessing Internal Controls 
over Financial Reporting in the Department of 
the Navy, Phase 3 

2012-014 

7 Nov 12 

N2013-0001 

Prioritization and Selection Process of 
Department of the Navy Aviation and 
Operational Safety Concerns 

2011-0047 

12 Oct 12 











FY 2014 Reports Published 


Pub. No. 

Title 

Job. No 

Date 

N2014-0048 

Navy Husbanding and Port Services Contracts 

2014-093 

30 Sep 14 

N2014-0047 

Marine Corps Military Standard Requisitioning and 
Issue Procedures Internal Controls 

2013-022 

30 Sep 14 

N2014-0046 

Fleet Readiness Center Southwest Concurrent 
Certification Program 

2012-144 

30 Sep 14 

N2014-0045 

Internal Controls and Oversight of Personal Property 
in the Defense Property Accountability System at 
Naval Education and Training Command 

2013-040 

29 Sep 14 

N2014-0044 

Navy Program 9 Synchronization with Marine Corps 
Mobilization 

2012-076 

25 Sep 14 

N2014-0043 

Off-Duty Employment of Naval Military Treatment 
Facility Personnel 

2013-060 

23 Sep 14 

N2014-0042 

Navy Expeditionary Combat Command Inventory 
Management 

2013-037 

18 Sep 14 

N2014-0041 

Sexual Assault Training and Forensic Exam 
Procedures at Selected Commands 

2013-013 

12 Sep 14 

N2014-0040 

Commander, Navy Installations Command 
Enterprise-Wide Portal Initiatives 

2013-039 

9 Sep 14 

N2014-0039 

Internal Controls over the Supply Requisition, 

Receipt, and Disposition Process at School of 

Infantry West 

2014-022 

4 Sep 14 

N2014-0038 

Government Commercial Purchase Card 

Transactions at Navy Region Southwest Dining Food 
Services 

2013-019 

3 Sep 14 

N2014-0037 

Validation and Use of Navy Energy-Return on 
Investment Scores 

2013-100 

13 Aug 14 

N2014-0035 

Requirements for Programs Managed by Program 
Executive Office Integrated Warfare Systems 

2013-081 

6 Aug 14 

N2014-0034 

National Defense Sealift Fund Supporting the Ready 
Reserve Force Program 

2012-153 

31 Jul 14 

N2014-0033 

Management and Accountability of Nuclear 
Weapons-Related Materiel 

2013-002 

22 Jul 14 





















Pub. No. 

Title 

Job. No 

Date 

N2014-0032 

Followup of Acquisition Program Staffing and 
Management Control at Naval Air Systems 

Command 

2013-079 

22 Jul 14 

N2014-0031 

Internal Controls for Purchases Charged Against 
Selected Contracts Supporting the Fleet Readiness 
Center Southwest E-2/C-2 Aircraft Program 

2013-093 

15 Jul 14 

N2014-0030 

Followup on Controls over Navy Marine Corps 

Intranet Contractors and Subcontractors Accessing 
Department of the Navy Information 

2014-012 

9 Jul 14 

N2014-0029 

Internal Controls for Overtime Benefits Received at 
Norfolk Naval Shipyard and Portsmouth Naval 
Shipyard 

2013-053 

1 Jul 14 

N2014-0028 

Agreed-Upon Procedures Attestation Engagement of 
Department of the Navy Audit Readiness 

Sustainment - Civilian Pay 

2014-018 

13 Jun 14 

N2014-0027 

Navy’s Real Property Inventory - Naval Facilities 
Engineering Command Atlantic 

2013-090 

9 Jun 14 

N2014-0026 

Service Contracts Awarded for Naval Meteorology 
and Oceanography Command 

2013-099 

4 Jun 14 

N2014-0025 

Implementation of the Navy’s Furlough Process at 
Naval Air Systems Command Patuxent River 

2014-002 

3 Jun 14 

N2014-0024 

Administration of the Contract Closeout Process at 
Naval Facilities Engineering Command 

2013-012 

23 May 14 

N2014-0023 

Internal Controls at the Naval Air Station Whiting 

Field Golf Course Pro Shop 

2013-116 

21 May 14 

N2014-0022 

Fleet Gapped Critical Billets 

2012-049 

20 May 14 

N2014-0021 

Cyberspace/Information Technology Skill Sets for 
Active Duty Military Personnel at Selected Navy 
Commands 

2012-052 

19 May 14 

N2014-0020 

Internal Controls over Naval Criminal Investigative 
Service Europe and Africa Field Office Salary 
Payments and Travel Process 

2013-020 

15 May 14 

N2014-0019 

Navy's Real Property Inventory - Naval Facilities 
Engineering Command Hawaii 

2013-089 

22 Apr 14 

N2014-0018 

Naval Station Guantanamo Bay Base Operating 
Support Contracts 

2013-073 

9 Apr 14 





















Pub. No. 

Title 

Job. No 

Date 

N2014-0017 

Naval History and Heritage Command Contracts 

2013-013 

9 Apr 14 

N2014-0016 

Department of the Navy Recruiting Incentives for 
Non-Recruiters 

2012-146 

7 Apr 14 

N2014-0015 

Navy's Real Property Inventory - Naval Facilities 
Engineering Command Marianas 

2013-105 

2 Apr 14 

N2014-0014 

Internal Controls over the Tire Purchasing Processes 
at the San Diego Area Navy Exchange Car Care 
Centers 

2013-091 

20 Mar 14 

N2014-0013 

Fiscal Year 2012 Implementation of the Federal 
Managers’ Financial Integrity Act at Selected 
Commander, Navy Installations Command Activities 

2013-009 

14 Mar 14 

N2014-0012 

Energy Research at the Office of Naval Research 
and Naval Research Laboratory 

2012-030 

14 Mar 14 

N2014-0011 

Service Contracts and Military Interdepartmental 
Purchase Requests at Norfolk Ship Support Activity 

2012-177 

28 Feb 14 

N2014-0010 

Agreed-Upon Procedures Attestation Engagement of 
Assessing Internal Controls over Financial Reporting 
in the Department of the Navy, Phase 5 

2013-016 

19 Feb 14 

N2014-0009 

Navy Urinalysis Program for Military Personnel 

2010-0081 

18 Feb 14 

N2014-0008 

Department of the Navy’s Military Construction 
Projects Proposed for Fiscal Year 2015 

2013-035 

11 Feb 14 

N2014-0007 

Reporting of Environmental Liabilities 

2012-033 

5 Feb 14 

N2014-0006 

Navy Reserve Individual Augmentee Reintegration 
Process 

2012-070 

7 Jan 14 

N2014-0005 

Naval Sea Systems Command and Affiliated 

Program Executive Offices’ Management Oversight 
for Select Acquisition Category III and IV Programs 

2011-177 

19 Dec 13 

N2014-0004 

Invoice Management on Selected Ships of 
Commander, U.S. Fleet Forces Command 

2012-012 

6 Dec 13 

N2014-0003 

Agreed-Upon Procedures Attestation Engagement of 
Department of the Navy Audit Readiness 

Sustainment - Transportation of People 

2013-018 

2 Dec 13 





















Pub. No. 

Title 

Job. No 

Date 

N2014-0002 

Naval Facilities Engineering Command Senior 
Officials’ Travel Costs 

2013-058 

8 Nov 13 

N2014-0001 

Government Commercial Purchase Card 

Transactions at Marine Aviation Logistics Squadron 

11 

2012-132 

30 Oct 13 








FY 2015 Reports Published 


Pub. No. 

Title 

Job. No 

Date 

N2015-0041 

Navy Ammunition and Explosives Storage Facilities 
within the Commander, Navy Region Southwest 

Area of Responsibility 

2014-115 

29 Sep 15 

N2015-0040 

Allocation of Depot Maintenance Workload between 
Public and Private Sectors at United States Marine 
Corps 

2015-097 

29 Sep 15 

N2015-0039 

U.S. Pacific Fleet Ship and Submarine Maintenance 
Funding Controls 

2015-030 

25 Sep 15 

N2015-0038 

Background Check Process for Navy Child and 

Youth Program Childcare Providers 

2014-009 

16 Sep 15 

N2015-0037 

Naval Audit Service Input for the Fiscal Year 2015 
Statement of Assurance 

2015-001 

15 Sep 15 

N2015-0036 

Navy Ammunition and Explosives Storage Facilities 
Within the Commander, Navy District Washington 
Area of Responsibility 

2014-113 

11 Sep 15 

N2015-0035 

Internal Controls Over Selected Processes at 
Explosive Ordnance Disposal Expedition Support 

Unit One, Civil Engineering Support Equipment 
Department 

2014-127 

10 Sep 15 

N2015-0034 

Third Party Collection Program 

2014-011 

8 Sep 15 

N2015-0033 

Allocation of Depot Maintenance Workload Between 
Public and Private Sectors at Commander, U.S. 
Pacific Fleet 

2015-100 

18 Aug 15 

N2015-0032 

Navy’s Unemployment Compensation for 
Ex-Servicemembers Program 

2014-007 

14 Aug 15 

N2015-0031 

Allocation of Depot Maintenance Workload between 
Public and Private Sectors at Naval Sea Systems 
Command 

2015-098 

12 Aug 15 

N2015-0030 

Navy Ammunition and Explosives Storage Facilities 
within the Commander, Navy Region Mid-Atlantic 
Area of Responsibility 

2014-060 

12 Aug 15 

N2015-0029 

Personal Property Management at Strategic 

Systems Programs 

2014-052 

10 Aug 15 



















Pub. No. 

Title 

Job. No 

Date 

N2015-0028 

Allocation of Depot Maintenance Workload between 
Public and Private Sectors at United States Fleet 
Forces Command 

2015-099 

24 Jul 15 

N2015-0027 

Followup on Naval Audit Service Report N2012- 
0009, “Personally Identifiable Information and 
Department of the Navy Data on Unencrypted 
Computer Hard Drives Released from Department 
of the Navy Control” 

2014-049 

23 Jul 15 

N2015-0026 

Management Controls of Navy Corporate Data 

2013-064 

16 Jul 15 

N2015-0025 

Allocation of Depot Maintenance Workload between 
Public and Private Sectors at Naval Air Systems 
Command 

2015-096 

10 Jul 15 

N2015-0024 

Navy Temporary Disability Retired List 

2012-075 

24 Jun 15 

N2015-0023 

Independent Logistics Assessment and Certification 
Requirements Process at Naval Sea Systems 
Command 

2014-132 

10 Jun 15 

N2015-0022 

Department of the Navy Readjudication Process 

2013-087 

29 May 15 

N2015-0021 

Shipment of Personal Property for Navy Civilians 

2014-077 

28 May 15 

N2015-0020 

Verification of Basic Allowance for Housing 
Entitlements to Department of the Navy Service 
Members Married to Other Service Members 

2015-002 

27 May 15 

N2015-0019 

Navy Use of the Intelligent Workbook 

2014-004 

7 May 15 

N2015-0018 

Navy’s Real Property Inventory - Naval Facilities 
Engineering Command Europe Africa Southwest 

Asia 

2014-075 

8 Apr 15 

N2015-0017 

Technology Readiness Assessments at Naval Sea 
Systems Command and Affiliated Program 

Executive Offices 

2013-082 

3 Apr 15 

N2015-0016 

Marine Corps Basic Allowance for Housing Freeze 
Policy 

2013-067 

13 Mar 15 

N2015-0015 

Personal Property Accountability at Naval Facilities 
Engineering Command 

2014-021 

24 Feb 15 

N2015-0014 

Internal Controls for Timekeeping and Procurement 
Actions at Selected Naval District Washington Fire 
Stations 

2012-190 

24 Feb 15 





















Pub. No. 

Title 

Job. No 

Date 

N2015-0013 

Internal Controls Over Receipt and Acceptance of 
Goods and Services at Military Sealift Command 

2014-006 

20 Feb 15 

N2015-0012 

Government Commercial Purchase Card Program 
Internal Controls at Fleet Readiness Center West 

2013-117 

18 Feb 15 

N2015-0011 

Agreed-Upon Procedures Attestation Engagement 
of Strategic Systems Programs Government 
Furnished Equipment 

2014-026 

20 Jan 15 

N2015-0010 

Department of the Navy’s Military Construction 
Projects Proposed for Fiscal Year 2016 

2014-036 

28 Jan 15 

N2015-0009 

Allocation of Depot Maintenance Workload between 
Public and Private Sectors 

2014-028 

14 Jan 15 

N2015-0008 

Shipboard Receipt and Acceptance of Goods and 
Services at Selected U.S. Pacific Fleet Activities 
and Ships 

2013-045 

8 Jan 15 

N2015-0007 

Financial Management at Naval Facilities 

Engineering and Expeditionary Warfare Center, 
Systems Engineering Division 

2013-111 

23 Dec 14 

N2015-0006 

Hazardous Material and Atmosphere Control 

Program Aboard Submarines 

2013-030 

9 Dec 14 

N2015-0005 

Navy Bureau of Medicine and Surgery’s 

Management of Expeditionary Medical Facilities 
Equipment 

2014-061 

4 Dec 14 

N2015-0004 

Funeral Honors Duty for Navy Reservists 

2013-028 

13 Nov 14 

N2015-0003 

Managing Personally Identifiable Information on 
Selected Commander, U.S. Fleet Forces Command 
Ships 

2013-025 

31 Oct 14 

N2015-0002 

Summary of Naval Audit Service Real Property 
Inventory Audits 

2014-082 

29 Oct 14 

N2015-0001 

Reliability of Internet Navy Facilities Assets Data 
Store Data Elements Related to the Navy's Facility 
Sustainment Requirement 

2013-033 

23 Oct 14 



















FY 2016 Reports Published 


Pub. No. 

Title 

Job. No 

Date 

N2016-0058 

Antiterrorism/Force Protection - Commander, 

Navy Region Japan Security Force Personnel 

2015- 008/ 

2016- 095 

30 Sep 16 

N2016-0057 

Allocation of Depot Maintenance Workload 
between Public and Private Sectors within the 
Department of the Navy - Summary Report 

2016-041 

27 Sep 16 

N2016-0056 

Navy Officer Diversity and Inclusion Training 

2015-060 

26 Sep 16 

N2016-0054 

Reporting of Naval Sea Systems Command and 
Naval Air Systems Command Headquarters 

Staffing Levels 

2016-065/ 

2016-067 

23 Sep 16 

N2016-0053 

Management of Real Property Outgrants - Naval 
Facilities Engineering Command Southwest 

2015-018 

20 Sep 16 

N2016-0052 

Internal Controls over the Government 

Commercial Purchase Card Programs at Naval 
Special Warfare Groups One and Two 

2015-048 

14 Sep 16 

N2016-0050 

Independent Logistics Assessment and 

Certification Requirements Process at Marine 
Corps Systems Command and Program Executive 
Office Land Systems 

2016-002 

8 Sep 16 

N2016-0049 

Agreed-Upon Procedures Attestation Engagement 
for Cash Management at Selected Navy Working 
Capital Fund Activities 

2016-082 

8 Sep 16 

N2016-0048 

Controls over Military Interdepartmental Purchase 
Requests Across Department of the 

Navy/Assistant for Administration Activities and 
Field Offices 

2015-092 

25 Aug 16 

N2016-0047 

United States Marine Corps Childcare 

Background Check Initiatives 

2016-057 

24 Aug 16 
















Pub. No. 

Title 

Job. No 

Date 

N2016-0046 

Antiterrorism/Force Protection - Commander, 

Navy Region Europe, Africa, Southwest Asia 
Security Force Personnel 

2015-008 

23 Aug 16 

N2016-0045 

Navy Sex Offender Notifications 

2015-065 

12 Aug 16 

N2016-0044 

Controls over Department of the Navy/Assistant 
for Administration Activities and Field Offices 

Service and Product Contracts 

2015-093 

5 Aug 16 

N2016-0043 

Controls over Government Commercial Purchase 
Card Program Across Department of the 

Navy/Assistant for Administration Activities and 
Field Offices 

2015-084 

1 Aug 16 

N2016-0042 

Antiterrorism Force Protection - Commander, 

Navy Region Southwest Security Force Personnel 

2015-080 

25 Jul 16 

N2016-0041 

Summary of Naval Audit Service Ammunition and 
Explosives Storage Facilities Audits 

2015-013 

25 Jul 16 

N2016-0040 

Allocation of Depot Maintenance Workload 
between Public and Private Sectors at Naval 
Supply Systems Command 

2016-027 

22 Jul 16 

N2016-0039 

Antiterrorism Force Protection - Security Force 
Personnel at Commander, Navy Region 

Southeast 

2015-006 

8 Jul 16 

N2016-0038 

Approval of Marine Corps Travel Vouchers in the 
Defense Travel Systems 

2015-111 

30 Jun 16 

N2016-0037 

Navy Child and Youth Programs Immunization 
Verification 

2015-095 

29 Jun 16 

N2016-0036 

Receipt and Acceptance of Goods and Services 
Purchased by Commander, Submarine Force 
Atlantic 

2015-028 

3 Jun 16 

N2016-0035 

Defense Travel System Approving Officials’ 
Approval of Travel Vouchers at Norfolk Naval 
Shipyard 

2015-089 

2 Jun 16 


















Pub. No. 

Title 

Job. No 

Date 

N2016-0034 

Allocation of Depot Maintenance Workload 
between Public and Private Sectors at 

Commander, U.S. Pacific Fleet 

2016-030 

26 May 16 

N2016-0033 

Allocation of Depot Maintenance Workload 
between Public and Private Sectors at Strategic 
Systems Programs 

2016-025 

19 May 16 

N2016-0032 

Navy Firefighter Training 

2014-124 

19 May 16 

N2016-0031 

Patient Registration Controls at Military Treatment 
Facilities 

2015-042 

19 May 16 

N2016-0030 

Fiscal Year 2014 Implementation of the Federal 
Managers’ Financial Integrity Act at Selected 

Naval Facilities Engineering Command Activities 

2015-047 

11 May 16 

N2016-0029 

Department of the Navy Military Overseas 
Suitability Screening and Civilian Overseas 
Processing Program 

2015-050 

11 May 16 

N2016-0028 

Personal Property Accountability at Naval Air 
Systems Command 

2015-033 

2 May 16 

N2016-0027 

United States Marine Corps Temporary Disability 
Retired List 

2014-087 

29 Apr 16 

N2016-0026 

Accountability Over Controlled Pharmaceuticals in 
Navy Medicine West 

2014-023 

21 Apr 16 

N2016-0025 

Marine Corps Substance Abuse Program 

2014-015 

8 Apr 16 

N2016-0024 

Allocation of Depot Maintenance Workload 
between Public and Private Sectors at United 
States Fleet Forces Command 

2016-029 

8 Apr 16 

N2016-0023 

Allocation of Depot Maintenance Workload 
between Public and Private Sectors at United 
States Marine Corps 

2016-028 

6 Apr 16 

N2016-0022 

Internal Controls over Contracting at Marine Corps 
Installations West 

2014-120 

23 Mar 16 

N2016-0021 

Internal Controls Over Receipt and Acceptance of 
Goods and Services at Commander, Navy 
Installations Command 

2015-037 

3 Mar 16 




















Pub. No. 

Title 

Job. No 

Date 

N2016-0020 

Receipt and Acceptance of Goods and Services 
Purchased at Naval Hospital Camp Pendleton 

2014-079 

5 Feb 16 

N2016-0019 

Personal Property Accountability at U.S. Naval 
Forces Central Command 

2015-035 

14 Jan 16 

N2016-0018 

Navy Ammunition and Explosives Storage 

Facilities at Naval Support Activity Crane, IN and 
Naval Station Great Lakes, IL 

2015-012 

11 Jan 16 

N2016-0017 

Internal Controls Over the Marine Corps Civilian 
Law Enforcement Program 

2015-045 

6 Jan 16 

N2016-0016 

Antiterrorism Force Protection - Security Force 
Personnel on Naval District Washington 
Installations 

2014-128 

30 Dec 15 

N2016-0015 

Navy Ammunition and Explosives Storage 

Facilities within Commander, Navy Region 
Southeast Area of Responsibility 

2015-011 

30 Dec 15 

N2016-0014 

Antiterrorism Force Protection - Training and 
Utilization of Security Personnel at Selected 

United States Marine Corps Installations 

2014-123 

29 Dec 15 

N2016-0013 

Managing Personally Identifiable Information at 
Naval Medical Center, Portsmouth and Naval 
Hospital, Jacksonville 

2014-070 

29 Dec 15 

N2016-0012 

Funding Over Special Projects at Southwest 
Regional Maintenance Center, San Diego, CA 

2014-046 

17 Dec 15 

N2016-0011 

Service Requirements Review Board Process 

2014-083 

16 Dec 15 

N2016-0010 

Marine Corps Hearing Conservation Program 
Followup 

2014-102 

14 Dec 15 

N2016-0009 

Navy Ammunition and Explosives Storage 

Facilities at Commander, Navy Region Hawaii 

Area of Responsibility 

2014-114 

11 Dec 15 

N2016-0008 

Contract Financing Payments at Supervisors of 
Shipbuilding, Conversion, and Repair 

2014-010 

10 Dec 15 



















Pub. No. 

Title 

Job. No 

Date 

N2016-0007 

Navy Ammunition and Explosives Storage 

Facilities within the Commander, Navy Region 
Northwest Area of Responsibility 

2014-119 

9 Dec 15 

N2016-0006 

Department of the Navy’s Military Construction 
Projects Proposed for Fiscal Year 2017 

2015-014 

25 Nov 15 

N2016-0005 

Antiterrorism Force Protection - Commander, 

Navy Region Northwest Security Force Personnel 

2015-007 

24 Nov 15 

N2016-0004 

Service Contract Administration at Selected Naval 
Sea Systems Command Activities 

2014-126 

18 Nov 15 

N2016-0003 

Followup of Fiscal Management of Gifts at the 
Naval Postgraduate School 

2015-087 

13 Nov 15 

N2016-0002 

Allocation of Depot Maintenance Workload 

Between Public and Private Sectors 

2015-028 

9 Nov 15 

N2016-0001 

Service Contract Administration at Space and 

Naval Warfare Systems Center Atlantic 

2012-149 

3 Nov 15 













FY 2017 Reports Published to Date 


Pub. No. 

Title 

Job. No 

Date 

N2017-0020 

Marine Corps Systems Command Program 
Manager for Training Systems Use of 

Appropriated Funds for Training Systems 

Contracts 

2016-015 

11 May 17 

N2017-0019 

Internal Controls over the Office of Naval 

Research Assistance Awards and Close-out 

Procedures 

2016-004 

1 May 17 

N2017-0018 

Summary of Selected Regional Audits of 
Antiterrorism Force Protection - Commander, 

Navy Installations Command Security Force 
Personnel 

2016-018 

14 Apr 17 

N2017-0017 

United States Navy's Freedom of Information Act 
Reporting Process 

2016-022 

11 Apr 17 

N2017-0016 

Antiterrorism/Force Protection - Commander, 

Navy Region Hawaii Security Force Personnel 

2016-094 

31 Mar 17 

N2017-0015 

Marines with Drug Incidents and the Security 
Clearance Process 

2014-125 

27 Mar 17 

N2017-0014 

Availability of Documentation to Support Valuation 
of Recently Acquired Personal Property at Naval 
Undersea Warfare Centers 

2016-033 

20 Mar 17 

N2017-0013 

Internal Controls over the Disposal of Medical 
Treatment Equipment Containing Personally 
Identifiable Information and Protected Health 
Information at Navy Medicine, West and 

Supporting Activities 

2015-044 

17 Mar 17 

N2017-0012 

Base Operating Support Safety Services at 
Selected Installations within Commander, Navy 
Region Mid-Atlantic 

2016-007 

8 Mar 17 















Pub. No. 

Title 

Job. No 

Date 

N2017-0011 

Management of Defense Travel System Vouchers 
for Fiscal Years 2012-2014 at Joint Prisoner of 
War/Missing In Action Accounting Command 

2015-094 

15 Feb 17 

N2017-0009 

Notification Capabilities at Select Naval Education 
and Training Center Schoolhouses and Student 
Barracks within Commander, Navy Region 
Southeast and Commander, Navy Region Mid- 
Atlantic 

2016-006 

31 Jan 17 

N2017-0008 

Internal Controls over Transfer of Personal 
Property by Naval Surface Warfare Center, 

Corona Division 

2016-099 

30 Jan 17 

N2017-0007 

Ticket Operations at Selected Marine Corps 
Community Services Information, Tickets, and 
Tours Offices 

2015-039 

13 Jan 17 

N2017-0006 

Status of the Valuation of the Department of the 
Navy General Fund General Equipment 

2016-031 

20 Dec 16 

N2017-0005 

Department of the Navy's Military Construction 
Projects Proposed for Fiscal Year 2018 

2016-019 

12 Dec 16 

N2017-0004 

Technology Readiness Assessments at Marine 
Corps Systems Command and Affiliated Program 
Executive Offices 

2015-073 

8 Dec 16 

N2017-0003 

Availability of Documentation to Support the 
Valuation of Recently Acquired Navy Real 

Property 

2016-003 

29 Nov 16 

N2017-0002 

Marine Corps Community Services at Selected 
Marine Corps Commands 

2015-041 

15 Nov 16 

N2017-0001 

Antiterrorism/Force Protection - Commander, 

Joint Region Marianas Security Force Personnel 

2015- 

008/2016- 

093 

26 Oct 16 
















16 Dec 14 


From: Force Judge Advocate, U.S. Naval Forces Central Command 

To: CAPT Gary W. Clore, CHC, USN 

Subj: ETHICS REVIEW OF POTENTIAL BOOK PUBLICATION 

Ref: (a) Joint Ethics Regulation 

(b) SECNAVINST 5720.44C 


Enel: 



Que s tionnaire 

mail of 15 Dec 14 
e-mail of 8 Dec 14 


1. Based on your potential book publication, this memorandum 
memorializes that NAVCENT legal reviewed enclosure (1) in order 
to provide you with guidance on complying with references (a) 
and (b). 

2. During your assignment as the Regional Chaplain for Naval 

District Washington, you received advice regarding the writing 
and publication o^th^^bool^from your previous ethics 
counselor, LCDR JAGC, USN. As discussed with 

your former ethics counselor and consistent with reference (a), 
you may not draft portions of the book during regular duty hours 
or utilize government resources (i.e., computer, printer, 
personnel). Because you engaged with your previous ethics 
counselor on or about the time that you entered into a contract 
with your publisher for this book, this opinion will defer to 
the previous guidance. 


3. As required by reference (b), we previously advised it would 
be prudent to submit your book for a content review by the 
NAVCENT Public Affairs Officer (PAO). As stated in enclosure 
(3), the NAVCENT PAO determined the book does not concern or 
affect the plans, policies, programs or operations of the 
Department of the Navy. Furthermore, enclosure (2) reiterates 
the above guidance, which cautions that you should ensure the 
book includes a disclaimer that expressly states the views 
presented are your own and do not necessarily represent the 
views of the Department of the Navy. Reference (b) specifically 
recommends the following disclaimer: 

"Neither the Department of the Navy nor any 
other component of the Department of Defense 
has approved, endorsed, or authorized this 
product." 


Subj: ETHICS REVIEW OF POTENTIAL BOOK PUBLICATION 


4. Finally, any reference to your official title and duties as 
a Navy Captain in the Chaplain Corps runs the risk of appearing 
as an implied endorsement, which is prohibited by the above 
references. As indicated in enclosure (1), your book makes 
reference to your official position in the United States Navy. 
While there is no explicit prohibition in references (a) and (b) 
that forbid the use of your official title and duties within 
this book, it is prudent to refrain from such use altogether. 
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CAPT Clore Ethics Review of Potential Book Publication 


This questionnaire is intended to collect information about books, screenplays, scripts, or other 
works of written expression you are writing or have written and/or published in your personal 
capacity. If you are writing a book as part of your official duties and for your command, this 
form is not applicable. To help avoid violation of the rules, regulations, and statutes governing 
outside activities and the receipt of compensation for such activities, anyone writing a book 
should complete this form prior to writing, publishing, or receiving compensation. 

CAUTION: Completion of this form and/or discussion with a Staff Judge Advocate or 
General Counsel attorney does NOT form an attorney-client relationship. Information you 
disclose on this form or with the attorney is not privileged from outside disclosure. 

Please answer the questions below as completely as possible. If you are unsure of an answer 
please note that on the form and discuss with the attorney. After completing this form, please 
submit it to your legal office, and arrange to meet with the SJA and/or GC to discuss further. 

1. Please provide your name, rank, current command, and contact information: 


Gary W. Clore. Gary W CAPT USN COMUSNAVCENT/FIFTH FLEET 



2. Are you a regular employee. Special Government Employee (SGE), Covered Non Career 
Employee or Presidential Appointee? If you do not know, please discuss with your SJA 
and/or GC. If you are an SGE, please complete the two questions at the end of this 
questionnaire in addition to the remainder of this questionnaire. 

Regular employee 


3. Title of yourjjook^ 

Sanctification and Christian Ministry 


4. Did anyone ask or invite you to write this book? If yes, please explain who and the 
circumstances. 

No 
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CAPT Clore Ethics Review of Potential Book Publication 


5. Approximate date you began writing the book and the date you finished and/or expect to 
finish. 

start: 30 years ago _finish: January 2014 _ 

6. Did you write the book while in government service? yes _ 

7. Is the writing based on a diary or journal (including blogs, emails, etc) that you kept while in 
government service? If yes, please specify. 

No 


8. If you wrote the book before government service, have you revised, edited or updated it since 
you began government service? NA _ 

If you have revised, edited, or updated the book, what were the start and finish dates? 

I don't know exactly when I started; it is in some ways still being revised 


9. Please provide a short synopsis of the subject matter of the book. Please attach an outline of 
the book to this questionnaire as well. 

It is on the theological doctrine of sanctification (spiritual growth as a Christian) and how it impacts ministry. 


10. What training, education, or experience do you have that serves as the basis for writing this 
book? You may also detail this training, education, and experience in an attached resume. 

See resume 
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CAPT Clore Ethics Review of Potential Book Publication 


11. Does the book include or excerpt anything you have ever written as part of your official 
duties? If yes, please explain. 

No 


12. Does the subject of the book deal with any matter to which you are presently assigned or to 
which you have been assigned during the previous year? 

No 


13. Please attach a list of commands at which you worked or were stationed while writing any 
portion of the book, any duty stations that are discussed in the book, as well as any 
commands to which you have transferred since. For each duty station, state the dates you 
were there, your position, and describe your duties. Be sure to include TAD periods over 60 
days, deployments, and IA assignments. *see attached military bio 

14. Did you use any government information, data, or other resources in researching your book? 
Are any of those resources unavailable to the public? If yes, please indicate which resources. 
Please attach as complete a bibliography as possible. 

No 


15. Does the book include any information, other than your personal thoughts and feelings, that 

is unavailable to the public? If yes, please discuss with your SJA. No _ 

16. Note that writing that pertains to military matters, national security issues, or subjects of 
significant concern to DoD require a security review in accordance with DoD 5500.7-R, 
Section 3-307b (Joint Ethics Regulation). This review will help ensure your book does not 
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CAPT Clore Ethics Review of Potential Book Publication 


include ideas or official data that contain nonpublic information, such as things you only 
know because of your federal employment and that you know or should know have not been 
made available to the general public, are designated as confidential, or are not authorized for 
public disclosure. Has your book received an official security review? NA _ 

If you have received a security review, please attach a copy of the results to this 
questionnaire. If you have not yet received such a review, please discuss this requirement 
with the SJA/GC in your chain of command. 

17. Do you name any shipmates or other active duty members. Reservists, civilian government 

employees, or contractors in your book? If yes, please discuss with your SJA. No _ 

18. Aside from research materials, did you use any government resources in writing or 
publishing this book (for example, government computers, personnel, official work hours)? 
If the answer is yes, or you are unsure of the answer, please discuss with the SJA and/or GC. 

No 


19. Do you refer to your current or previous job title or official position in the text of the book, 
on the front or back cover, or in marketing materials? 

yes 


20. Has your book been published? pending _ 

If yes, when was it published? Late December 2014 _ 

Who published it? Crossbooks _ 

Do you have any previous or ongoing relationship, via work or in a personal capacity, 
with the publisher? If yes, please describe that relationship. 

No 


If no, do you have any plans to publish it? _ 

If you do have plans to publish, who is the anticipated publisher? 
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CAPT ClortJ Ethics Review of Potential Book Publication 


Do you have any previous or ongoing relationship, via work or in a personal capacity, 
with the publisher? If yes, please describe that relationship. 

No 


Please provide an explanation of your publication plans. 


21. Have you been compensated for this book? Compensation may include royalties, advances, 
donations to a charity, etc. No _ 

If yes, when were you compensated? Did you receive the compensation before, while, or 
after your period of government service? 


Have you deterred compensation until after your period of government service? If yes, 
please explain. 


Who compensated you? _ 

How were you or will you be compensated? I will be compensated by royalties after the 
book is published. 


Do you have any previous or ongoing relationship, via work or in a personal capacity, 
with this person/organization who compensated you? 

No 
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CAPT Clore Ethics Review of Potential Book Publication 

If no, you have not been compensated, do you anticipate any future compensation or have 
any agreements for compensation pending or complete? If yes, please explain. 

When did you reach this agreement? About 20 months ago _ 

With whom have/will you reach this agreement? Crossbooks Publishers _ 


Who will be the source of this compensation? Crossbooks 


Do you have any previous or ongoing relationship, via work or in a personal capacity, 
with this person/organization who will compensate you? 

No 


What are the other terms of the compensation? Not sure what this means. I will receive 
royalties...that’s it. 


22. Did or will any charity, other organization, or person receive compensation for the 
publication of your book? 

No 


23. Is it possible your current or anticipated official duties could have a direct and predictable 
effect on the publisher of your book? If yes, please explain. 

No. 


24. Is it possible your current or anticipated official duties could have a direct and predictable 
effect on the publication, marketing, or sale of your book? If yes, please explain. 


I have no idea how to answer this, but I am inclined to say know at face value of the question. 
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CAPT Clore Ethics Review of Potential Book Publication 


25. Please include any additional information you think might be helpful in advising you 
regarding this book. 

Just simple, honest, good advice as I share an academic and practical theological book that reflects my faith. 


The diversity of the U.S. Navy Chaplain Corps may or may not excited about the book. My goal is that they 


proud of this work from one of their community. 
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Gary W. Clore 



FORCE CHAPLAIN, U.S. NAVAL FORCES CENTRAL COMMAND 
FLEET CHAPLAIN, U.S. FLEET CHAPLAIN 


Accomplished executive leader with 25 years of military experience to provide and facilitate for the free 
exercise of religion for military personnel in the command structure. Results-oriented, decisive leader with 
pastoral care expertise in a variety of clinical experiences: pastoral counseling, hospital ministry, education 
and training, oversight of U.S. Navy Chaplains Religious Enrichment Development Operation (CREDO) 
delivering specialized ministry of retreats and workshops. Effective financial manager of a S3.1 million 
annual budget while in Washington, D.C. as the Naval District Washington Chaplain. Tours of duty and 
positions reflect a proven track record of building efficiencies. An equal opportunity, value based 
administrator with unwavering commitment to the care of souls, the highest priority. 

Cork Compenticies 

VISIONARY LEADERSHIP KEY PARTNERSHIP DEVELOPMENT ORGANIZA TION RESTRUCTURING 

DEGREE IN ETHICS TRAINED IN CLINICAL PASTORAL CARE JOINT MILITARY EDUCATION 

CARE BASED LEADER PUBLIC AND MEDIA RELATIONS FISCAL/BUDGET PLANNING 


PROFESSIONAL EXPERIENCE 

U.S. NAVAL FORCES CENTRAL COMMAND/U.S. FIFTH FLEET, Manama, Bahrain 
Force Chaplain and Fleet Chaplain, 1/2014 to present 

Provide executive leadership and training to all Fleets providing Navy and Marine Corps religious 
ministry support to 5 ,h Fleet that maintains 50-60 religious ministry personnel that rotate in and out of the 
AOR on ships and the Warrior Transition Program. 

Key Achievements: 

> Established a metrics based organization in order to brief flag officers, 2 Admirals and 1 General. 

> Established new training requirements for religious ministry in the most operational Fleet in the 
U.S. Navy. 

> Led circuit riding of chaplains to ships and performance of humanitarian/community relationship 
projects in foreign ports to an all time historical high level. 

NAVAL DISTRICT WASHINGTON, JOINT FORCES HQ NORTHCOM, Washington, D C. 

Region Chaplain NDW/Joint Force HQ NORTHCOM, Nat’l Capital Region, 4/2011-1/2014 

Provided oversight of Arlington National Cemetery and 24/7 duty readiness for the State Funeral for past 
Presidents. This position also included readiness for emergency contingency planning such as the 9/11 
plane crash at the Pentagon, the National Capital Region’s national events at Arlington and Washington, 

D. C. This role involved supporting events such as the Inauguration and wreath laying memorials. 

Key Achievements: 

> Led the religious ministry mass casualty response and recovery with organizing and mobilizing 34 
chaplains at the Washington Navy Yard with the shooter incident on September 16, 2013. 

> Led a team of chaplains in pastoral care to families at the dignified transfer at Dover AFB with the 
mass casualty of Seal Tearn 6 when 29 souls perished in August of 2011. 

> Established a new CREDO in Washington, D.C. with a special ministry to Wounded Warriors. 

> Provided leadership and new efficiencies to provide a record of annual burials of 1,800 souls to 
reduce anxiety of families waiting for ceremonies for sea service personnel of Navy, Marine Corps 
and the Coast Guard. 


Continued... 






TOURS OF DUTIES AS LISTED IN THE MILITARY BIO, 1992-2011 —enclosure 
Key Achievements: 

> Aviation qualified to ride F-l8s.. .made the back seat ride at Top Gun, NAS Fallon, Nevada. 

> Competitively selected to chair the Medical Ethics Committee of San Diego Naval Medical 
Center. Established 10 medical education courses in medical ethics and established protocols for 
accreditation. Also served on the Institutional Review Board of the medical center and the Naval 
Health Research Center as a medical ethicist to protect humans involved with medical research. 

> Managed the Character Development training for the U.S. Navy’s curriculum design and 
development while serving at the Navy’s Center for Personal and Professional Development. 

> Served as Resident Fellow at the U.S. Naval Academy and mapped the terrain for the annual 
McCain Ethic’s Conference on the subject of “Spirituality in Leadership.” 

> Served as Division Chaplain of 2d Marine Corps Division and went forward to Iraq in 2009 for a 
one year combat tour in A1 Ramadi, A1 Anbar Province, Iraq. 

> Led as Chaplain of the USS PELELIU and Combined Task Force 59 of U.S. Naval Forces Central 
Command, the provision of religious ministry to U.S. forces in Pakistan with the humanitarian 
relief efforts with thousands of souls lost due to a flood in 2010. 


CHRIST FELLOWSHIP CHURCH, Columbus, Ohio 1981-1991 
Senior Pastor 

U.S. NAVAL RESERVES, 1989-1992 


EDUCATION 

Doctor of Ministry (DMin) * FULLER THEOLOGICAL SEMINARY, Pasadena, California 
(Concentration in Leadership and Spiritual Formation) 

Master of Theology (ThM) * THE JESUIT SCHOOL OF THEOLOGY AT BERKELEY, Berkeley, California 

(Concentration in Ethics) 

Master of Divinity (MDiv) * TRINITY LUTHERAN SEMINARY, Columbus, Ohio 
Master of Christian Ministry (MCM) * HUNTINGTON UNIVERSITY, Huntington, Indiana 
Bachelor of Arts (BA), Education * HUNTINGTON UNIVERSITY, Huntington, Indiana 

AFFILIATIONS 

Ordained Elder of The West Ohio Conference of The United Methodist Church 
Clinical Pastoral Education (1980-1981) 

American Association of Pastor Counselors 
American Society of Bioethics and Humanities 


AUTHOR 

SANCTIFICATION AND CHRISTIAN MINISTRY: The Growing Life and Profession of a Minister 

This book considers one of the most important doctrines of leadership and ministry in the Christian church in the 
stream of Wesleyan theology. Three are three sections: 1. Theology of Spiritual Formation, 

2. The Minister: Identity in Christ, 3. The Minister: God’s Gift to the Church. 


Release date: December 2014 



Captain Gary W. Clore 
Chaplain Corps, United States Navy 


Captain Gary W. Clore graduated from Huntington University with a 
Bachelor of Arts in Education and a Master of Christian Ministry. He 
Received his Master of Divinity Degree from Trinity Lutheran Seminary 
in Columbus, Ohio and his Doctor of Ministry from Fuller Theological 
Seminary in Pasadena, California. He most recently graduated from 
Marine Corps University Command and Staff College. 

CAPT Clore’s chaplain career began with Marine Aircraft Group 
Eleven (MAG-11), 3d Marine Aircraft Wing, Marine Corps Air Station, 

El Toro, California. From there he served as ship’s chaplain of USS 
Mount Hood (AE-29), Concord, California. Clore went on to Japan and 
three years at Naval Air Facility Atsugi. 

Chaplain Clore was selected for Funded Graduate Education and attended 
the Graduate Theological Union and University of California at Berkeley where he was awarded the Master 
of Theology degree in ethics from the Jesuit School of Theology at Berkeley to earn a subspecialty (1450) in 
ethics. His follow on tour was as chaplain and ethicist at San Diego Naval Medical Center where he was 
competitively selected as the chair of the Medical Ethics Committee and helped build an accredited ethics 
curriculum for health care providers. 

In 2004, Chaplain Clore was assigned to the United States Naval Academy as a Resident Fellow of The Vice 
Admiral Stockdale Center for Ethical Leadership where he served as an instructor to midshipmen and 
provided leadership for The Annual McCain Ethics Conference. In 2005, he went to serve the Navy’s newly 
formed Center for Personal and Professional Development (CPPD) where he served as ethics advisor for 
curriculum development for the Navy. In this capacity. Chaplain Clore was a major contributor to the CNO 
Task Force on Character Development. Clore then assumed duties with the Fleet Marine Force at 2d Marine 
Division as the Division Chaplain and later deployed to Operation Iraqi Freedom as Chaplain of Regimental 
Combat Team Six (RCT 6). He recently served as Command Chaplain, USS Peleliu (LHA-5), completing a 
seven month deployment to provide humanitarian assistance and relief to Pakistan and support of Operation 
Enduring Freedom. 

Chaplain Clore served as Regional Chaplain, Naval District Washington—the Quarterdeck of the Navy and 
as Deputy Chaplain, Joint Force Headquarters—National Capital Region (JFHQ-NCR) as part of United 
States Northern Command. His responsibilities covered religious ministry in the NCR, State Funeral 
readiness, contingency operations, and oversight of Arlington National Cemetery ceremonies for Navy, 
Marine Corps, and Coast Guard. 

Chaplain Clore reported to NAVCENT/FIFTH Fleet in January, 2014 where he serves as the Force and Fleet 
Chaplain for Commander, U.S. Naval Forces Central Command, U.S. FIFTH Fleet and Combined Maritime 
Forces. 

Chaplain Clore’s personal decorations include the Legion of Merit, Meritorious Service Medal (2 awards). 
Navy and Marine Corps Commendation Medal (5 awards), and the Navy and Marine Corps Achievement 
Medal. 





T USN COMUSNAVCENT 


From: 

Sent: 

To: 

Cc: 

Subject: 
Signed By: 



FFYI/SA 


Clore, Gary W CAPT USN COMUSNAVCENT 
Monday, December 08, 2014 3:48 PM 


|LT USN COMUSNAVCENT 
Stephens, Kevin R CDR USN COMUSNAVCENT 
FW: PUBLIC AFFAIRS REVIEW OF MANUSCRIPT FOR 



VR, Chaplain Clore 

CAPT Gary W. Clore, CHC, USN 

Force & Fleet Chaplain 

U.S. Naval Forces Central Command 

U.S. FIFTH Fleet 

Combined Maritime Forces 




—Original Message— 

From: Stephens, Kevin R CDR USN COMUSNAVCENT 
Sent: Monday, December 08, 2014 3:44 PM 
To: Clore, Gary W CAPT USN COMUSNAVCENT 
Subject: PUBLIC AFFAIRS REVIEW OF MANUSCRIPT FOR 

CAPT Clore - 

I have reviewed your manuscript for "Sanctification and Christian Ministry" 
in accordance with the requirements noted in SECNAVINST 5720.44C, Department 
of the Navy Public Affairs Policy and Regulations. I assess "Sanctification 
and Christian Ministry" does not concern or affect the plans, policies, 
programs or operations of the Navy. However, as you are a U.S. Navy active 
duty officer, who by virtue of your rank, position and expertise could be 
considered an official Navy spokesperson, you must include in the published 
work a disclaimer that shall expressly state that the views presented are 
your own and do not necessarily represent the views of the Navy. With the 
required disclaimer, your work is cleared to proceed with publication by 
U.S. Fifth Fleet Public Affairs. 

V/r, 

Kevin 



CDR Kevin Stephens, U.S. Navy 
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Public Affairs Officer 

U.S. Naval Forces Central Command/U.S. Fifth Fleet 




DEPARTMENT OF THE NAVY 
OFFICE OF THE SECRETARY 
lOOO NAVY PENTAGON 
WASHINGTON DC 20350-1000 

SECNAVINST 5720.44C CH-1 
CHINFO 

October 14, 2014 


SECNAV INSTRUCTION 5720.44C CHANGE TRANSMITTAL 1 


From: Secretary of the Navy 

Subj: DEPARTMENT OF THE NAVY PUBLIC AFFAIRS POLICY AND 

REGULATIONS 


Ref: (a) OPNAVINST 5721.1G 

(b) DoD Instruction 8410.01 of 14 April 2008 

(c) DoD Instruction 8550.01 of 11 September 2012 


Enel: (1) Revised Table of Contents 

(2) Revised Chapter 1 

(3) Revised Chapter 2 pages 2-27 through 2-31a 

(4) Revised Chapter 7 

1. Pu rpose . To transmit new Table of Contents; Chapter 1; 
Chapter 2, pages 2-27 through 2-31a; and Chapter 7. The revised 
Chapter 1 includes a new section 0102, Canon of Ethics for 
Department of the Navy Public Affairs and Visual Information, 
and revisions to section 0104 regarding who public a^i-airs 
reports to in an organization and updated responsibilities for 
Director of Marine Corps Communication. The revised pages 2-27 
through 2-31a of Chapter 2 aligns this instruction with approved 
responses in reference (a). The revised Chapter 7 aligns this 
instruction with references (b) and (c). 


2. Action. Remove the Table of Contents and Chapter 1 of the 
basic instruction and insert enclosures (1) and (2), 
respectively. Remove pages 2-27 through 2-31 of chapter 2 and 
replace with enclosure (3). Remove Chapter 7 of the instruction 
and insert enclosure (4). 


3. Reports. The reporting requirements contained in chapter 7, 
0701, paragraph 3c (2) are exempt from reports control per 
Secretary of the Navy M-5214.1 of December 2005, Part IV 
paragraph 2 a(4) . 












SECNAVINST 5720.44C 
21 February 2012 

other personnel of lower rank may also have a diminished 
expectation of privacy due to their official position and 
contact with the public. 

1. Publicly releasable biographies and official portraits 
are required for all officers in command, executive officers 
(chiefs of staff, chief staff officers, deputies, etc.) and 
senior enlisted advisors. 

0204 SECURITY AND POLICY REVIEW 

1. General . All commanders shall ensure PAOs have the adequate 
clearance and access to policy and classified information in 
order to best serve the government's interests. 

2. Reviews by Releasing Authority . Each activity shall review 
material prepared for public release to ensure it reveals no 
classified information or controlled unclassified information. 
While other commands, including subordinate commands, and other 
U.S. Government entities must be consulted when they are the 
originators of the information at issue, the release authority 
cannot avoid its responsibility to safeguard classified or 
sensitive unclassified information. 

3. Reviews by Higher Authority . Certain categories of official 
DoD information must be submitted for review and clearance, as 
described in the DoD directive on security and policy review. 
These categories include information that: 

a. Originates or is proposed for release in the Washington, 
DC, area. 

b. Is or has the potential to become an item of national or 
international interest. 

c. Affects national security policy or foreign relations. 

d. Concerns a subject of potential controversy among the 
DoD components or with other Federal agencies. 

e. Is presented by a DoD employee, who by virtue of rank, 
position or expertise would be considered an official DoD 
spokesperson. 
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SECNAVINST 5720.44C 
21 February 2012 

f. Contains technical data, including data developed under 
contract that may be militarily critical and subject to limited 
distribution, but on which a distribution determination has not 
been made. 

g. Relates to any of the following subjects: 

(1) New weapons or weapons systems or significant 
modifications or improvements to existing weapons or weapons 
systems, equipment, or techniques. 

(2) Military operations, significant exercises, and 
operations security (OPSEC). 

(3) National command authorities; command, control, 
communications, computers and intelligence; information 
operations and computer security. 

(4) Military activities or application in space; nuclear 
weapons, including nuclear weapons effects research; chemical 
warfare and defensive biological warfare; and arms control 
treaty implementation. 

(5) Any other contemporary topic that is designated by 
the head of a DoD component. 

(6) Open investigations by the Naval Criminal 
Investigative Service (NCIS) or other military criminal 
investigative organization or civilian law enforcement. 

4 . Voluntary Review . Sources outside of DoD, or DoD personnel 
acting in a private capacity, may volunteer to have information 
reviewed. 

5. Submission Procedures . After command and, if necessary, 

chain of command review, information releases falling into any 
of the above categories must be submitted to CHINFO Media 
Operations and Planning (01-3) or DIRPA for policy review and or 
to Director, NCIS or Commandant Marine Corps Intelligence(HQMC 
Code: I) for security review. 
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21 February 2012 

0218 WRITING AND SPEAKING FOR COMMERCIAL PURPOSES 

1. Commercial Publication . DON authors may write signed 
articles and books for commercial publications as long as they 
comply with rules of DoD 5500.07-R, Joint Ethics Regulation, of 
1 August 1993, and the following rules: 

a. Articles written in unofficial capacity shall not 
replace customary public information channels as the public's 
principal means of receiving prompt, complete Navy and Marine 
Corps information. 

b. If the writing concerns or affects the plans, policies, 
programs or operations of the U.S. Government, DoD or DON, the 
author must submit the material for security and policy review 
(see article 0204.4). 

c. A DoD employee who uses or permits the use of their 
military grade or who includes or permits the inclusion of their 
title or position as one of several biographical details given 
to identify himself in connection with teaching, speaking or 
writing, per DoD 5500.07-R of 1 August 1993, section 2-207, 
shall make a disclaimer if the subject of the teaching, speaking 
or writing deals in significant part with any ongoing or 
announced policy, program or operation of the DoD employee's 
agency and the DoD employee has not been authorized by 
appropriate agency authority to present that material as the 
agency's position. The disclaimer shall be made as follows: 

(1) The required disclaimer shall expressly state that 
the views presented are those of the speaker or author and do 
not necessarily represent the views of DoD or its components. 

(2) Where a disclaimer is required for an article, book 
or other writing, the disclaimer shall be printed in a 
reasonably prominent position in the writing itself. 

2. Commercial Speaking . Where a disclaimer is required for a 
speech or other oral presentation, the disclaimer may be given 
orally provided it is given at the beginning of the oral 
presentation. 
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SECNAVINST 5720.44C 
21 February 2012 


3. Compensation . DON employees may not receive compensation 
from anyone other than the government for work conducted as part 
of official duties. 

4. Copyright . DON employees may not copyright any work 
conducted as part of official duties. 

References : 

5 U.S.C. §552 

http;//www.usdoj.gov/oip/foia updates/Vol XVII 4Zpage2.htm 
5 U.S.C. §552a 

www.justice.gov/opcl/privstat.htm 

Department of Justice (DOJ) Freedom of Information Act Guide 
http://www.usdoj.gov/oip/foi-act.htm 

E.O. 12344 

http://www.archives.gov/federal register/executive orders/1982.h 

tml 


For DoD Issuances, please see 

http://www.dtic.mil/whs/directives/index.html 

JP 3-07.2, Joint Tactics, Techniques, and Procedures for 
Antiterrorism 

JP 3-61, Doctrine for Public Affairs in Joint Operations 

SECDEF WASHINGTON DC 291600Z MAR 03 

DoD Directive 1010.1 of 11 January 1999 

DoD Directive 1010.9 of 20 January 1992 

DoD Directive 1325.04 of 17 August 2001 

DoD Directive 2310.01E of 5 September 2006 

DoD Directive 3200.12 of 11 February 1998 

DoD Directive 5154.24 of 03 October 2001 
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LT USN COMUSNAVCENT 


From: 

Sent: 

To: 

Subject: 
Signed By: 



LT 



Thank you for the email and phone call regarding Chaplain Clore. He and I spoke while he was assigned as the Region 
Chaplain to NDW. 


At the time, he was considering publishing a book and wanted to know the rules for doing so. He and I discussed the 
need to use his personal private time rather the regular work hours if he was going to spend time writing. We also 
discussed the limitations on the use of governmental resources, such as RPs and government communications systems, 
such as printers. We also discussed the need to have his book reviewed prior to publication to ensure that classified or 
confidential information was not released. He indicated the subject was unlikely to delve into those areas, but 
acknowledged that he understood the need for reviews, particularly in light of some of the more high profile book 
releases by members of the military that became subject to media scrutiny because they had not been reviewed by the 
military prior to release. We briefly mentioned the issue of an endorsement appearance and the need for the book to 
include a disclaimer indicating the views expressed were his alone and not necessarily the position of the DON or DoD. 


V/R, 



LCDR, JAGC, USN 

Staff Judge Advocate 

Naval District Washington 

1343 Dahlgren Ave SE, Bldg 1 

Washington Navy Yard, DC 20374-5161 


FOR OFFICIAL USE ONLY, PRIVACY SENSITIVE. This electronic transmission, and any attachments, may contain 
confidential information intended only for the person(s) named above. It may be protected from disclosure by 
applicable law, including the Privacy Act, attorney-client privilege, and/or work product doctrine. Any misuse, 
distribution, copying, or unauthorized disclosure by another person is strictly prohibited and may result in both civil and 
criminal penalties. If you receive this transmission in error, please notify the sender at the telephone number or e-mail 
address above. 



-Original Message. 

Sent: Monday, December 15, 2014 12:32 PM 


|LCDR RLSO, NDW 


Subject: CAPT Clore 


Per our discussion, respectfully request a quick e-mail on any highlights 
you discussed with CAPT Clore on your previous ethics counselor engagement 


l 












regarding his book. 


Thanks again for your time! 


Very Respectfully, 



***FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE*** This email, including any 
attachments, may contain information that requires protection from 
unauthorized disclosure. Do not disseminate this email, or its contents, to 
anyone who does not have an official need for access. Any misuse or 
unauthorized disclosure can result in both civil and criminal penalties. 
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From: 

To: 

Subject: 

Date: 

Attachments: 


Clore. Gary W CAPT USN COMUSNAVCENT 

USN COMUSNAVCENT 

RE: Ethics Review 


Thursday, December 04, 2014 3:47:19 PM 
Ethics Questionnaire for Authors.docx 

Clore Resume.docx 
CAPT Clore Bio 2014.docm 



As requested, please see attachments. 

VR, Chaplain Clore 

CAPT Gary W. Clore, CHC, USN 

Force & Fleet Chaplain 

U.S. Naval Forces Central Command 

U.S. FIFTH Fleet 

Combined Maritime Forces 


wm 


.O riginal Message. 

From: LT USN COMUSNAVCENT 

Sent: Thursday, December 04, 2014 2:43 PM 

To: Clore, Gary W CAPT USN COMUSNAVCENT _ 

Cc: Brew, Kevin M CAPT USN COMUSNAVCENT; CDR USN 

COMUSNAVCENT 

Subject: Ethics Review 

Sir, 

Per our discussion yesterday, our office will conduct an ethics review for 
the book you wrote prior to publication. I will brief CAPT Brew on these 
items since he is the NAVCENT ethics counselor. 

Please note, and as discussed yesterday, any discussions with our office on 
this subject does not form an attorney-client relationship. Information you 
disclose to assist us in rendering our ethics opinions is not privileged 
from outside disclosure. 


To assist this review, I tailored the ethics questionnaire for your case. I 
dropped some of the items that were either not needed or not relevant. I 
realize this is a longer form, but the answers to these questions will help 
us tailor the ethics opinion to be specific for your book. 

If you need anything else or have additional questions, please let me know. 
Thanks, Sir! 


Very Respectfully, 


(b) (6) 


LT J AGC, USN 

Deputy Assistant Force/Fleet J udge Advocate 

COMUSNAVCENT/COM FI FTHFLT 
















***FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE*** This email, including any 
attachments, may contain information that requires protection from 
unauthorized disclosure. Do not disseminate this email, or its contents, to 
anyone who does not have an official need for access. Any misuse or 
unauthorized disclosure can result in both civil and criminal penalties. 


Title 


N/A _ 

PUBLIC NOTICE Record of Decision Five-Year Review Allegany Ballistics Laboratory, West Virginia 
Site 1 Soils Outside Active Burning Ground Remedial Action Allegany Ballistics Laboratory Rocket Center, West Virginia 
REMEDIAL ACTION SITE 1 Soil - Outside Active Burning Ground Allegany Ballistics Laboratory Rocket Center, West Virginia 
REC Review of Legislative and Regulatory Actions (April 2017) 

Why do we have Building and Life Safety Codes? 

PROPOSED PLAN for Interim Remedy Site 2 - Former Fire Training Area Soil, Groundwater, and Potential Munitions and Explosives of Concern 
CAX - FISCAL YEAR 2016 SUCCESSES, COMPLETED GOALS, LESSONS LEARNED, AND GREEN AND SUSTAINABLE 

N/A _ 

Simulators Keep NAVFAC Mid-Atlantic Crane Operators Sharp 
Midlant Establishing Culture of Safety through VPP 
NCTAMSLAMT_Det_Cutler_PUBLIC_WEBSITE_HOME PAGE 

NCTAMSLAMT_Det_Cutler_PUBLIC_WEBSITE_SITE DESCRIPTIONS _ 

NCTAMSLAMT_Det_Cutler_PUBLIC_WEBSITE_COMMUNITY PAGE _ 

NCTAMSLAMT_Det_Cutler_PUBLIC_WEBSITE_ADMIN RECORDS _ 

NCTAMSLAMT_Det_Cutler_PUBLIC_WEBSITE LINKS PAGE _ 

N/A _ 

REC Review of Legislative and Regulatory Actions (Feb 2017) 

DoD Chesapeake Bay Program FY2016 Annual Progress Report 

Commander Roland J. DeGuzman shares a distinction with a 1936 Hungarian gold medal Olympian. 

N/A 

N/A _ 

(NAVFAC MIDLANT) Natural Resources Specialists Help Rescue Injured Bald Eagle 
JEBLC - Fiscal Year 2016 Successes, Completed Coals, and Lessons Learned 
PWD Yorktown employee awarded medal for courageous action in Afghanistan 
REC Review of Legislative and Regulatory Actions (March 2017) 

REC Review of Legislative and Regulatory Actions (May 2017) 

MIDLANT Messenger - Spring 2017 

Wallace Creek Submission 

NAVFAC Mid-Atlantic Graduates Emerging Leaders 

N/A 

Earth Day Celebration (Rhode Island Army National Guard) 

Seabees 75th Anniversary Logo 

New Logo, Theme Announced for Seabees 75th Anniversary in 2017 
Society of American Military Engineer Brief 
Suffolk County Parks 
Unit 1 

Unit 5 _ 

Urban Tree Canopy Expansion 
N/A 

NAVFAC HR specialist enters rare-breed dog in Westminster Dog Show 
DoD Chesapeake Bay Program Winter Journal 


Subject Matter 


Photograph 

Five-Year Review of ROD Documents 


Alleghany Ballistics Laboratory Cleanup 
Alleghany Ballistics Laboratory Cleanup 


Newsletter 

International Building Code 


Date Submitted 



May 19, 2017 
June 3, 2016 



Naval Weapons Industrial Reserve Plant (NWIRP) Cleanup 


Environmental Restoration 
Photographs w/ Captions 
Crane Simulators 
Workplace Safety 


NCTAMS LANT Pet Cutler Cleanup _ 

NCTAMS LANT Det Cutler Cleanup 


NCTAMS LANT Pet Cutler Cleanup _ 

NCTAMS LANT Det Cutler Cleanup 


NCTAMS LANT Det Cutler Cleanup _ 

Photograph Caption 


Environmental Legislation and Regulations 
Outreach - Environmental Stewardship 


Society of American Military Engineers Goethals Medal 
Photograph 


Photograph 
Bald Eagle Rescue 


Environmental Restoration 
Joint Service Commendation Medal 


Environmental Legislation and Regulations 
Environmental Legislation and Regulations 


Newsletter 
2015 Design Awards 


Emerging Leadership Program Graduation 
Photograph 


Environmental Stewardship 
Seabees 75th Anniversary Logo 


Seabees 75th Anniversary Logo 
Society of American Military Engineers 


PFAS in Groundwater resulting from activities at NWIRP Calverton 
PFAS in Groundwater resulting from activities at NWIRP Calverton 


PFAS in Groundwater resulting from activities at NWIRP Calverton 
Factsheet 


Photograph 
Dog Show Entry 


Environmental 


February 7, 2017 


May 30, 2017 
May 18, 2017 
May 18, 2017 


February 16, 2017 
February 16, 2017 


February 16, 2017 
February 16, 2017 


February 16, 2017 


February 7, 2017 
May 8, 2017 


February 2, 2017 


May 30, 2017 


March 13, 2017 
May 19, 2017 


October 31, 2016 


October 21, 2016 












































DEPARTMENT OF THE NAVY 

NAVAL SUPPLY SYSTEMS COMMAND 
5450 CARLISLE PIKE 
PO BOX 2050 

MECHANICSBURG PA 17055-0791 

IN REPLY REFER TO 

5720 

Ser NOGC/0004 

APR 2 5 2017 

From: Commander, Naval Supply Systems Command 
To: Office of the Chief of Naval Operations 

Subj: FREEDOM OF INFORMATION ACT (FOIA); FOIA CONSULTATION TRACKING 
NUMBER DON-NAVY-2016-004460 

Ref. (a) CNO Itr 5720 Ser DNS-36TH/17U104663 of 14 Apr 17 

1. The following consolidated response is provided for the Naval Supply Systems Command 
Enterprise in response to the reference (a) request for records pertaining to the subject Freedom 
of Information Act consultation request: 

a. Policies/Guidance related to Prepublication Reviews: no records 

b. Existing statistical documents that include but not limited to: 

(1) The total numbers of individuals who have submitted works for review: three (3) 

(2) The total number of works submitted for review: three (3) 

(3) The total number of submissions approved without change: three (3) 

(4) The total number of submissions returned with proposed redactions or other 
modifications: zero (0) 



c. Log’s/Excel tracking documents: no records 


2. Que stions regarding th^subiecUnpuUnay be directed to 
NOGC, ^^^H^^^ft^navyjnil 


INAVSUP 





SSC Pacifc Release for Scientific Information 


BOOK 

Navy Dolphin Veterinary Procedure Images (Kidney Stone Cases) 

CRC Marine Mammal Medicine Book 

6-Dec-16 

Jensen, Eric 

BOOK 

Book Chapter for Infrasound Book: 

Infrasound Monitoring: Challenges and New Perspectives (Editor Alexis le Pinchon, Publisher, Springer) 

24-Jan-17 

Grimmett, Doug 

BOOK 

Tom Clancy Op Center: Scorched Earth 

Tom Clancy Op Center: Scorched Earth 

23-Oct-15 

Galdorisi, George 

BOOK 

Practical Antenna Handbook by Hale B. Simonds (Written by Former SSC Pacific Employee) 


29-Mar-16 

Mangra, Robbi 

BOOK 

The Coronado Conspiracy 


13-Apr-16 

Galdorisi, George 

BOOK 

Introduction to the U.S. Navy Marine Mammal Program 

The Textbook of Military Veterinary Services 

26-May-16 

Jensen, Eric D. 

BOOK 

Nomad: A Framework for Ensuring Data Confidentiality in Mission-Critical Cloud-Based Applications 

Data Security in Cloud Computing 

26-Aug-16 

Diallo, Mamodou 

OTH 

A System of Standarized and Repeatable Technology Evaluations for Cyber Security Acquisition 

Book Chapter: Data Analytics and Decision Support for Cyber Security: Trends, Methodologies, and Applications 

9-Sep-16 

Hallman, Roger 















22 Dec 16 


MEMORANDUM FOR DISTRIBUTION 

Subj: GUIDANCE ON WRITING AND PUBLISHING 

Ref: (a) 5 C.F.R. § 2635.807 

(b) 18 U.S.C. §209 

(c) 5 C.F.R. §2635.101 

(d) Joint Ethics Regulations (JER) 

(e) 10 U.S.C. §208 

Enel: (1) Book Offer and Publishing Ethics Memorandum Request Form 

1. This memorandum serves as guidance for U.S. Naval Academy employees who are contemplating 
writing or publishing or have been offered contracts to publish books or other writings. This is not legal 
advice. All employees should call the SJA Office at (410) 293-1564 for specific guidance or questions. 
Prior to undertaking outside employment, please contact the SJA Office to receive an ethics opinion 
specific to your situation. 

2. Writing Relating to Official Duties: 

a. Reference (a) precludes the acceptance of compensation from a non-Federal source for writing 
when (1) the activity is undertaken as part of the employee’s official duties; or (2) the invitation 
was extended because of the employee’s official position rather than his/her expertise; or (3) the 
invitation is from a person whose interest may be affected by the employee’s official duties; or 
(4) the presentation is based on nonpublic information; or (5) the topic deals with the employee’s 
current duties or those during the previous year, or the topic deals with a policy, program, or 
operation of the employee’s agency. 

b. Exception: Employees may accept compensation for writing on matters within the 
employee’s discipline or expertise based on education or experience. 

3. Disclaimers: Per reference (a), an employee who is engaged in writing as outside employment or as an 
outside activity shall not use or permit the use of his official title or position to identify him in connection 
with his teaching, speaking or writing activity or to promote any book, seminar, course, program or 
similar undertaking, except under the following circumstances: (1) He may permit the inclusion of his 
title or position as one of several biographical details when such information is given to identify him in 
connection with his teaching, speaking or writing, provided that his title or position is given no more 
prominence than other significant biographical details; (2) he may permit the use of his title or position in 
connection with an article published in a scientific or professional journal, provided that the title or 
position is accompanied by a reasonably prominent disclaimer satisfactory to the Naval Academy stating 
that the views expressed in the article do not necessarily represent the views or the Naval Academy or the 
United States; and, (3) an employee who is ordinarily addressed using a general term of address, such as 
“Professor,” may permit the use of that term of address in connection with his writing. 

4. Honoraria: Reference (b) prohibits all Government employees from receiving compensation from any 
source other than the Federal Government for their official duties. In the context of lecturing and writing, 
it prohibits a Government employee from accepting an honorarium or other compensation from an outside 
source for articles written in the course of official duties. However, if the employee is writing in his 
personal capacity on a subject within the employee’s discipline or inherent area of expertise based on his 



Subj: GUIDANCE ON WRITING AND PUBLISHING 


educational background or experience, the employee may generally accept compensation, including 
honorarium, for such writing. 

5. In keeping with reference (c), employees shall protect and conserve Federal property and shall not use 
it for other than authorized activities. As such, employees may not use government resources or time to 
support outside employment. 

6. Letters of Recommendation: A government employee may sign a letter of recommendation using his 
official title or position only in response to a request for an employment recommendation or character 
reference based upon personal knowledge of the ability or character of an individual with whom he has 
dealt in the course of Federal employment or whom he is recommending for Federal employment. 
Similarly, a government employee may use DoD letterhead for a letter of recommendation as long as he 
has personal knowledge of the person he has worked with in Federal employment or is recommending for 
Federal employment. However, it is important to remember that Federal employees cannot use their 
official title and position or DoD letterhead to endorse their own personal activities, services, or products, 
or those of another. Furthermore, DoD employees cannot state or imply that DoD or the Government 
endorses or sanctions their personal activities or those of another. 

7. Book Offers: 

a. As discussed above, reference (a) prohibits Federal employees from receiving compensation 
for writing that “relates to the employee’s official duties.” Additionally, Federal employees 
cannot receive compensation for a writing that is drawn substantially from nonpublic 
information or ideas. Nonpublic information is information that an employee gains by reason 
of Federal employment and knows or should know has not been made available to the general 
public. However, Federal employees may receive compensation for writing on a subject 
within the employee’s discipline or inherent area of expertise based on his educational 
background or experience, even if the writing deals generally with a subject within the 
agency’s areas of responsibility. Thus, a determination must be made by an ethics counselor 
as to whether the writing related to one’s official duties or is based on an area of expertise 
with which the employee has become familiar based on his experience and education. The 
timing of the book offer in relation to Federal employment will also be taken into 
consideration in making this determination. 

b. Royalties: Reference (e) provides that a Federal employee who receives royalties for a 
published book may not participate personally and substantially in a particular matter that 
would directly and predictably affect the sales of his book. Thus, every effort should be 
made before the sale of the book, to structure the publishing contract to exclude royalties for 
sales to Naval Academy students, to avoid financial conflicts of interest. If that is not 
possible, the employee must not direct the purchase of the book as required reading for the 
employee’s classes. 

c. If an employee wishes to publish a book in his official capacity, i.e., on matters related to his 
official duties, the employee cannot receive compensation for the writing. Furthermore, the 
employee cannot use nonpublic Government information, and must ensure that his supervisor 
is aware. 

d. To request an ethics opinion on a potential book offer, please fill out enclosure (1) and send it 
to the Deputy Staff Judge Advocate, LCDRH^^^^^^^, JAGC, USN at 


Date: 


From: _ 

To: Staff Judge Advocate 

Via: (1) Chair,_ 

(2) Director, Division of_ 

Subj: BOOK OFFER AND PUBLISHING ETHICS MEMORANDUM REQUEST FORM 

Ref: (a) 5 C.F.R. Section 2635.807 

(b) DoD Regulation 5500.07-R 

(c) ACDEANINST 5370.4D 

(d) USNA Memorandum Guidance on Writing and Publishing 

1. When did you become a part of Naval Academy staff or faculty? 


2. In general, what is your subject, discipline, or area of expertise? 


3. What is the planned subject, discipline and/or area of expertise for the book? How does 
that align with your expertise as described above? 


4. Does any subject of the writing rely on any non-public infonnation? (Nonpublic 

information is infonnation that an employee gains by reason of Federal employment and 
knows or should know has not been made available to the general public.) 


5. Does the subject of the writing deal with an ongoing or announced policy, program, or 
operation at the Naval Academy or by the Department of Defense? 



Subj: BOOK OFFER AND PUBLISHING ETHICS MEMORANDUM REQUEST FORM 


6. Who is the planned publisher? Briefly describe how you came into contact with that 
particular publisher. Please include a brief timeline. 


7. Will you receive compensation for your writing? Do you plan on directing any of your 
students at the Naval Academy to purchase your book? 


8. Please indicate your understanding of the following? 

□ (1) Your writing shall contain only public government information. 

□ (2) Your supervisor is aware of your intent to publish. 

□ (3) If you receive royalties for a published book, you may not participate 
personally nor substantially in a particular matter that would directly and predictably affect 
the sales of your book. 

□ (4) Every effort shall be made before the sale of the book, to structure the 
publishing contract to exclude royalties for sales to Naval Academy students. 

□ (5) If you cannot avoid financial conflicts of interest, you shall not direct your 
book as required reading for your classes. 


SIGNATURE 


* Please fill out the form in its en tirety and email to th e Deputy Staff Judge Advocate, LCDR 
JAGC, USN atF 
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18 Jul 16 


From: Staff Judge Advocate, United States Naval Academy 
To: Professor Adam Aviv, Computer Science Department 

Subj: ETHICS OPINION ON COMPUTER SCIENCE BOOK DEAL WITH TAYLOR 
AND FRANCIS GROUP 

Ref: (a) List of DoD Contractors Exceeding $25,000 in FY-15 

(b) 5 C.F.R. § 2635.807 

(c) 10U.S.C. §208 

(d) 5 C.F.R. §§ 2635.701 - 705 

(e) DoD 5500.07-R, § 3-305 

1. You have requested approval of outside employment for remuneration relating to your 
prospective authorship of a proposed textbook or treatise for publication by Taylor and Francis 
Group, on computer security. You are currently a regular employee of the Department of the 
Navy as an Assistant Professor in the Computer Science Department at the United States Naval 
Academy. You teach various computer science and computer security courses. Your authored 
works have also appeared in various technological publications. 

2. Facts. 

a. In January 2016 you were approached by a colleague at the University of Maryland, who is 
editing a textbook series in computer security. You were asked to write a textbook for that 
series, which led to further conversations with the Taylor and Francis subsidiary, CRC Press. 
Your book proposal has already been accepted. 

b. As proposed, some of the material in the book will overlap material you intend to cover in 
the courses you will teach at the Nava! Academy in Fall 2016. You intend to use only publicly 
available information that you have gained an expertise in throughout your career in the field of 
computer science in your writing efforts. 

c. You will not use any government resources to conduct research or write the book. As 
briefed, all research and writing will be accomplished on your own time, from your home office. 

d. You indicated that in speaking with the editor, CRC Press, it will most likely be possible 
for the publisher to withhold remittance of royalties related to sales of the book to students at the 
Naval Academy. 

e. Per reference (a), Taylor and Francis Group is a government contractor. 

3. Law and Discussion. 

a. Reference (b), paragraph (a), prohibits an employee of any agency from receiving 
compensation for ... writing that “relates to the employee’s official duties.” The most pertinent 
subsections of paragraph (a) provide that a writing will be considered related to official duties if 
the invitation to engage in the activity was extended to the employee “primarily because of his 
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official position rather than his expertise on the particular subject matter,” or if the subject matter 
“deals in significant part with ... ‘[a]ny ongoing or announced policy, program or operation of 
the agency.’” See reference (b), paragraph (a)(2)(i)(B) and (E). 

b. However, reference (b) paragraph (a)(2)(i)(E) does not preclude a regular employee from 
receiving compensation for writing on a subject within the employee’s discipline or inherent area 
of expertise based on his educational background or experience even though the writing deals 
generally with a subject within the agency’s areas of responsibility. See note following reference 
(b), paragraph (a)(2)(i)(E). 

c. Reference (b), paragraph (a)(2)(iii), defines compensation as any form of consideration, 
remuneration or income, including royalties, received for or in connection with an employee’s 
writing activities. It does not include travel expenses consisting of transportation, lodging, and 
meals incurred in connection with the writing activity. This “travel expense” exception allows 
an employee to accept travel payments related to speaking engagements about the writing, even 
if the writing is related to the employee’s official duties. See reference (b), paragraph 
(a)(2)(iii)(D), However, this “travel expense” exclusion from the definition of compensation is 
narrow, so other types of compensation - such as a speaker’s fee -- may not be accepted if the 
book is related to the employee’s duties. See reference (b), Example 1, following paragraph 
(a)(2)(iii)(D). 

d. Under reference (c), an employee who receives royalties for a published book may not 
participate personally and substantially in a particular matter that would directly and predictably 
affect the sales of his book. In addition, if an employee who has a contract with a publisher 
participates personally and substantially in a particular matter that would directly and predictably 
affect the publisher’s ability and willingness to pay what it promised under the contract, his 
participation poses a conflict of interest under reference (c). 

e. Per reference (b), paragraph (a)(2)(iv), an employee is deemed to have “received” 
compensation either actually or constructively when he has the right to exercise dominion and 
control over the compensation and to direct its subsequent use. Compensation received by an 
employee includes that which is paid to another person, including a charitable organization, on 
the basis of designation, recommendation or other specification by the employee; and that which 
is paid with the employee’s knowledge and acquiescence to his parent, sibling, spouse, child, or 
dependent relative. 

f. An employee who is engaged in writing as outside employment or as an outside activity 
shall not, pursuant to references (b) and (d), use or permit the use of his official title or position 
in a manner suggesting that the Government sanctions or endorses his outside writing. There is 
an exception in references (b) and (e), however, permitting an employee to include a reference to 
his title or position in connection with non-Government writing as one of several 
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biographical details if that reference is given no more prominence than other significant 
biographical details. This limitation also applies to promotional activities such as appearances 
on various media outlets or on promotional book tours. 

g. If publishing an article in a scientific or professional journal, however, reference (b), 
paragraph (b)(2), allows an employee to use or permit the use of his title or position, provided 
that the title or position is accompanied by a reasonably prominent disclaimer stating that the 
views presented are those of the author and do not necessarily represent the views of the 
Government. 

h. Reference (e) prohibits an employee from misusing his official position. Specifically, this 
subpart of the Standards of Conduct prohibits the use of public office for private gain; the use of 
official time, including a subordinate’s time, to perform non-official duties; the use of 
Government property for unauthorized purposes; and, the use of nonpublic information to lurther 
a private interest. These limitations apply even when an employee may otherwise receive 
compensation for writing a book unrelated to his official duties. As such, an employee may not 
write a book while on official duty; he may not ask his subordinate to perform tasks on official 
time, such as typing or editing, in connection with this non-Government activity; nor may he 
otherwise use Government equipment or supplies for work in connection with a personal writing 
project. 

4. Opinions and Conclusion. 

a. In the instant case, in accordance with the note delineated at the end of paragraph 
(a)(2)(i)(E) in reference (b), it is my opinion that you may receive compensation for writing the 
proposed textbook or treatise. Given your extensive professional experience and expertise in the 
area of computer science and computer security prior to your employment at the Naval Academy 
and the manner in which the offer was extended to you, it is my opinion that the book deal offer 
was extended due to your expertise, rather than due to your official position at the Naval 
Academy. 

b. Though compensation to be received may include an advance and/or royalties, to avoid 
running afoul of the criminal conflict of interest concerns delineated in reference (c), it is 
my opinion that any royalties received cannot include royalties from book sales to USNA 
midshipmen for books intended for use in any of your classes. Additionally, reference (b) 
specifically delineates royalties received and donated to a charitable organization as 
compensation. Therefore, unless the Taylor and Francis Group is able to structure your 
publishing contract to exclude royalties for sales to Naval Academy students, to avoid a financial 
conflict of interest contemplated in reference (c), you must not direct the purchase of the 
published textbook or treatise as required reading for your classes. 

c. Per reference (a), the Taylor and Francis Group is a government contractor, and thereby a 
prohibited source. However, given the nature of the book deal offer as discussed in paragraph 
4.(a), infra, it is my opinion that receiving compensation for writing the proposed textbook or 
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treatise, while heeding the royalties caveat outlined in paragraph 4.(b), is not likely to involve 
conduct prohibited by statute or regulation. However, the Taylor and Francis Group may have 
interests in conflict with the Department of the Navy or the Naval Academy. Should a matter 
involving the Taylor and Francis Group come before you for official action, you should refrain 
from exercising any action and report the circumstances to your supervisor. Additionally, any 
future collaborative opportunities with the Taylor and Francis Group should be vetted through 
my office. 

d. Per references (b) and (d), you may include your title or position in connection with the 
proposed non-Government textbook or treatise as one of several biographical details if that 
reference is given no more prominence than other significant details. 

e. In keeping with reference (d), employees shall protect and conserve Federal property and 
shall not use it for other than authorized activities. As such, you may not use government 
resources or time to support outside employment. 

f. You should be aware that advice provided to you with respect to these matters is limited to 
the facts that you have presented. Any substantial omissions or changes should be 
communicated to this office for further evaluation. This letter is advisory only and does not 
provide you with "safe harbor" from prosecution. In addition, neither the information you 
furnished to receive this letter, nor the provision of this letter, creates an attorney-client 
relationship between you and me. 

g. If your rev iew of this memorandum raises any questions, please feel free to contact me at 

A copy of this memorandum has been attached to your Advance Notification 
forms and will be retained in our files. Additionally, I strongly encourage you to contact this 
office at any time in the future should one or more of the above prohibitions be implicated. I or 
my successor will remain at your disposal to discuss the application of the rules to youi unique 
situation as new developments occur. 



CAPT, JAGC, USN 
Ethics Counselor 
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23 May 16 


From: Ethics Counselor, United States Naval Academy 

To: Captain Michael Gore, CHC, USN 


Subj: ETHICS OPINION ON POST-RETIREMENT BOOK PUBLICATION 


Ref: 


(a) CAPT Gore/LCDR email of 18 Mar 16 

(b) CAPT Gore/LCDR email of 14 Apr 16 

(c) 17 U.S.C. § 101 

(d) 17 U.S.C. § 105 

(e) 5 C.F.R. §§ 2635.807 

(f) DoD 5500.07-R, § 3-305 


1. As the Ethics Counselor for the Naval Academy, I have 
analyzed both the copyright and ethical implications of your 
post-retirement proposal to publish for compensation a 
compilation of articles you wrote while a student at the Naval 
War College along with sermons, bible studies, and other 
writings you produced and delivered throughout the course of 
your active duty career as a Chaplain. (See references (a) and 
(b).) It is my understanding that you have not yet completed a 
draft outline for your proposed book, and that you intend to 
write this book and compile your previously-written work solely 
on speculation, without an agreement to publish the book in 
place. This memorandum is provided to you as personal 
advisement of the copyright and ethical issues pertaining to 
publication of the book. 


2. Copyright enforcement . Reference (c) defines "work of the 
United States Government" as work prepared by an officer or 
employee of the United States Government as part of that 
person's official duties. Per reference (d), copyright 
protection is not available for any work of the United States 
Government. Because the articles, sermons, bible studies, and 
other writings you authored while on active duty in the course 
of your duties as a chaplain and during your course of study at 
Naval War College are government works, copyright protection is 
not available for these works. If a member of the public knew 
of their existence and requested them via the Freedom of 
Information Act (FOIA), they would likely be subject to release. 
Your name would be redacted to protect your privacy, but the 
text of each document could be released in its entirety. 
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3. Compensation for Writing . Reference (e) restricts 
compensation only for writing that occurs while an individual is 
in Government service. However, some writing that occurs during 
Government service does not implicate the rules because no 
compensation is received for the writing. Specifically, a 
regular employee who writes a book on any topic solely on 
speculation (i.e., with no agreement to publish the book) during 
Government service will not violate any of the provisions of 
reference (e). Looking beyond the copyright enforcement issue 
discussed above and based on my understanding of the facts in 
your case, because you substantially completed writing your 
proposed compilation while in Government service with no 
agreement to publish a book in place, you have not violated any 
provisions in reference (e). Additionally, if your book is 
completed after you retire from Government service, the 
provisions of reference (e) do not apply. Therefore, after 
leaving Government service, you may enter into an agreement with 
a publisher and receive compensation for writing a book, even if 
the book is about your Government service. 

4. Security clearance review . Reference (f) requires 
appropriate security and public affairs offices to conduct a 
pre-delivery/pre-publication security clearance review of any 
writing that pertains to military matters, national security 
issues, or subjects of significant concern to DoD. As you 
intend to publish government works that may contain this type of 
material, you must submit your manuscript for review prior to 
delivering it to any publisher. 

5. Opinions and Conclusion . 

a. Due to the fact that you authored your prospective 
manuscript on speculation while on active duty, it is my opinion 
that you may receive compensation for post-retirement 
publication of a compilation of your government works. 

b. Although you may legally receive compensation, you will 
not be able to enforce copyright protection on any compilation 
of government works. 

c. Prior to delivering your manuscript to a publisher for 
review or self-publication, you must submit it for a required 
security clearance review. 

d. You should be aware that advice provided to you with 
respect to these matters is limited to the facts that you have 
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presented. Any substantial omissions or changes should be 
communicated to this office for further evaluation. This letter 
is advisory only and does not provide you with "safe harbor" 
from prosecution. In addition, neither the information you 
furnished to receive this letter, nor the provision of this 
letter, creates an attorney-client relationship between you and 
me. 


e. A copy of this memorandum will be retained in our files. 
If your review of this memo randum raises a ny questions, please 
feel free to contact me at I or my successor 

will remain at your disposal to discuss the application of the 
rules to your unique situation. 



CAPT, JAGC, USN 
Ethics Counselor 
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30 Jan 17 


From: Staff Judge Advocate, United States Naval Academy 
To: Professor Michael Mehl, Physics Department 

Subj: ETHICS OPINION ON THEORETICAL PHYSICS BOOK CONTRACT WITH 
TAYLOR AND FRANCIS GROUP 

Ref: (a) List of DoD Contractors Exceeding $25,000 in FY-15 

(b) 5 C.F.R. § 2635.807 

(c) 10U.S.C. §208 

(d) 5 C.F.R. §§ 2635.701 - 705 

(e) DoD 5500.07-R, § 3-305 

1. You have requested approval of outside employment for remuneration relating to your 
prospective authorship of a proposed book for publication by Taylor and Francis Group, LLC, in 
the area of theoretical physics. You are currently a regular employee of the Department of the 
Navy as a Professor in the Physics Department at the United States Naval Academy. You 
currently teach General Physics. You previously worked at the Naval Research Laboratory. 

2. Facts. 

a. You were asked by Dr. Dimitrios Papaconstantopoulos, a professor at George Mason 
University and former colleague of yours while you both worked at the Naval Research 
Laboratory, in mid-2016 to be a co-author on a book about theoretical physics. The book will 
discuss two methods for doing electronic structure calculations, which is your primary field of 
research. 

b. You became an instructor at the Naval Academy in August 2016. 

c. Because the book will be geared toward graduate students, you will not be using the book 
in any of your classes. 

f. Per reference (a), Taylor and Francis Group, LLC is a government contractor. 

3. Law and Discussion. 

a. Reference (b), paragraph (a), prohibits an employee of any agency from receiving 
compensation for... writing that “relates to the employee’s official duties.” The most pertinent 
subsections of paragraph (a) provide that a writing will be considered related to official duties if 
the invitation to engage in the activity was extended to the employee “primarily because of his 
official position rather than his expertise on the particular subject matter,” or if the subject matter 
“deals in significant part with ... ‘[a]ny ongoing or announced policy, program or operation of 
the agency.’” See reference (b), paragraph (a)(2)(i)(B) and (E). 

b. However, reference (b) paragraph (a)(2)(i)(E) does not preclude a regular employee from 
receiving compensation for writing on a subject within the employee’s discipline or inherent area 
of expertise based on his educational background or experience even though the writing deals 
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generally with a subject within the agency’s areas of responsibility. See note following reference 
(b), paragraph (a)(2)(i)(E). 

c. Reference (b), paragraph (a)(2)(iii), defines compensation as any form of consideration, 
remuneration or income, including royalties, received for or in connection with an employee’s 
writing activities. It does not include travel expenses consisting of transportation, lodging, and 
meals incurred in connection with the writing activity. This “travel expense” exception allows 
an employee to accept travel payments related to speaking engagements about the writing, even 
if the writing is related to the employee’s official duties. See reference (b), paragraph 
(a)(2)(iii)(D). However, this “travel expense” exclusion from the definition of compensation is 
narrow, so other types of compensation — such as a speaker’s fee — may not be accepted if the 
book is related to the employee’s duties. See reference (b). Example 1, following paragraph 
(a)(2)(iii)(D). 

d. Under reference (c), an employee who receives royalties for a published book may not 
participate personally and substantially in a particular matter that would directly and predictably 
affect the sales of his book. In addition, if an employee who has a contract with a publisher 
participates personally and substantially in a particular matter that would directly and predictably 
affect the publisher’s ability and willingness to pay what it promised under the contract, his 
participation poses a conflict of interest under reference (c). 

e. Per reference (b), paragraph (a)(2)(iv), an employee is deemed to have “received” 
compensation either actually or constructively when he has the right to exercise dominion and 
control over the compensation and to direct its subsequent use. Compensation received by an 
employee includes that which is paid to another person, including a charitable organization, on 
the basis of designation, recommendation or other specification by the employee; and that which 
is paid with the employee’s knowledge and acquiescence to his parent, sibling, spouse, child, or 
dependent relative. 

f. An employee who is engaged in writing as outside employment or as an outside activity 
shall not, pursuant to references (b) and (d), use or permit the use of his official title or position 
in a manner suggesting that the Government sanctions or endorses his outside writing. There is 
an exception in references (b) and (e), however, permitting an employee to include a reference to 
his title or position in connection with non-Govemment writing as one of several biographical 
details if that reference is given no more prominence than other significant biographical details. 
This limitation also applies to promotional activities such as appearances on various media 
outlets or on promotional book tours. 

g. If publishing an article in a scientific or professional journal, however, reference (b), 
paragraph (b)(2), allows an employee to use or permit the use of his title or position, provided 
that the title or position is accompanied by a reasonably prominent disclaimer stating that the 
views presented are those of the author and do not necessarily represent the views of the 
Government. 
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h. Reference (e) prohibits an employee from misusing his official position. Specifically, this 
subpart of the Standards of Conduct prohibits the use of public office for private gain; the use of 
official time, including a subordinate’s time, to perform non-official duties; the use of 
Government property for unauthorized purposes; and, the use of nonpublic information to further 
a private interest. These limitations apply even when an employee may otherwise receive 
compensation for writing a book unrelated to his official duties. As such, an employee may not 
write a book while on official duty; he may not ask his subordinate to perform tasks on official 
time, such as typing or editing, in connection with this non-Govemment activity; nor may he 
otherwise use Government equipment or supplies for work in connection with a personal writing 
project. 

4. Opinions and Conclusion. 

a. In the instant case, in accordance with the note delineated at the end of paragraph 
(a)(2)(i)(E) in reference (b), it is my opinion that you may receive compensation for writing the 
proposed textbook or treatise. Given your extensive professional experience and expertise in the 
area of theoretical physics prior to your employment at the Naval Academy, and based on the 
timing of the book offer, it is my opinion that the book offer was extended due to your expertise, 
rather than due to your official position at the Naval Academy. 

b. Though compensation to be received may include an advance and/or royalties, to avoid 
running afoul of the criminal conflict of interest concerns delineated in reference (c), it is 
my opinion that any royalties received cannot include royalties from book sales to USNA 
midshipmen for books intended for use in any of your classes. Additionally, reference (b) 
specifically delineates royalties received and donated to a charitable organization as 
compensation. Therefore, unless Taylor and Francis Group, LLC is able to structure your 
publishing contract to exclude royalties for sales to Naval Academy students, to avoid a financial 
conflict of interest contemplated in reference (c), you must not direct the purchase of the 
published textbook or treatise as required reading for your classes. 

c. Per reference (a), Tyler and Francis Group, LLC is a government contractor, and thereby a 
prohibited source. However, given the nature of the book offer as discussed in paragraph 4(a), 
infra, it is my opinion that receiving compensation for writing the proposed textbook or treatise, 
while heeding the royalties caveat outlined in paragraph 4(b), is not likely to involve conduct 
prohibited by statute or regulation. However, Taylor and Francis Group, LLC may have interests 
in conflict with the Department of the Navy or the Naval Academy. Should a matter involving 
Taylor and Francis Group, LLC come before you for official action, you should refrain from 
exercising any action and report the circumstances to your supervisor. Additionally, any future 
collaborative opportunities with Taylor and Francis Group, LLC should be vetted through my 
office. 

d. Per references (b) and (d), you may include your title or position in connection with the 
proposed non-Govemment textbook or treatise as one of several biographical details if that 
reference is given no more prominence than other significant details. 
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e. In keeping with reference (d), employees shall protect and conserve Federal property and 
shall not use it for other than authorized activities. As such, you may not use government 
resources or time to support outside employment. 

f. You should be aware that advice provided to you with respect to these matters is limited to 
the facts that you have presented. Any substantial omissions or changes should be 
communicated to this office for further evaluation. This letter is advisory only and does not 
provide you with "safe harbor" from prosecution. In addition, neither the information you 
furnished to receive this letter, nor the provision of this letter, creates an attorney-client 
relationship between you and me. 


If your review of this memorandum raises any questions, please feel free to contact me at 
A copy of this memorandum has been attached to your Book Offer and 
Publishing Ethics Memorandum Request Form and will be retained in our files. Additionally, I 
strongly encourage you to contact this office at any time in the future should one or more of the 
above prohibitions be implicated. I or my successor will remain at your disposal to discuss the 
application of the rules to your unique situation as new developments occur. 



CAPT, JAGC, USN 


Ethics Counselor 
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31 Aug 15 


From: Staff Judge Advocate, United States Naval Academy 

To: Professor Jeff Kosseff, Cyber Science Department 

Subj: ETHICS OPINION ON CYBERSECURITY LAW BOOK DEAL WITH JOHN 

WILEY AND SONS 


Ref: 


(a) List of DoD Contractors Exceeding $25,000 in FY-14 

(b) 5 C.F.R. § 2635.807 

(c) 10 U.S.C. § 208 

(d) 5 C.F.R. §§ 2635.701 - 705 

(e) DoD 5500.07-R, § 3-305 


1. You have requested approval of outside employment for 
remuneration relating to your prospective authorship of a 
proposed textbook or treatise for publication by John Wiley and 
Sons, Inc., on United States cybersecurity and data security 
law. You are currently a regular employee of the Department of 
the Navy as an Assistant Professor in the Cyber Science 
Department at the United States Naval Academy. You teach 
cybersecurity law and policy, and focus your research efforts on 
cybersecurity evidentiary issues, public-private cybersecurity 
partnerships, cybercrime, cyber-warfare law, and the 
intersection of cybersecurity and free speech. Prior to joining 
the Naval Academy staff, you practiced cybersecurity and privacy 
law at a private law firm, served on the adjunct faculty of 
American University, and were a technology and political 
journalist for The Oregonian newspaper. Your authored works 
have also appeared in various legal and technological 
publications. 

2. Facts. 


a. In October 2014, before you applied for your teaching 
position at the Naval Academy, an editor at John Wiley and Sons 
approached you about writing the first Cybersecurity Law 
textbook/treatise to be published in the United States. You 
completed a book proposal that was peer-reviewed and approved in 
early 2015. The book, which is intended to provide an in-depth 
analysis of U.S. laws that apply to data security and 
cybersecurity, will cover a number of data security and 
cybersecurity topics, including data breach notification laws, 
data security laws and regulations, information sharing, public- 
private cybersecurity partnerships, cyberwarfare law, and 
computer hacking laws. 
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b. As proposed, some of the material in the book will 
overlap material you intend to cover in the Cyber Law class you 
will teach at the Naval Academy in Spring 2016. Your class will 
focus heavily on Department of Defense cyber operations, whereas 
your book will be based on knowledge you gleaned about 
cybersecurity law in the private sector, while practicing at a 
cybersecurity law firm. You intend to use only publicly 
available information, such as statutes and court opinions, in 
your writing efforts. 

c. You will not use any government resources to conduct 
research or write the book. As briefed, all research and 
writing will be accomplished on your own time, from your home 
office. 

d. An editor at John Wiley and Sons has indicated that it 
is not administratively possible for the publisher to withhold 
remittance of royalties related to sales of the book to students 
at the Naval Academy. 

e. Per reference (a), John Wiley and Sons, Inc. is a 
government contractor. 

3. Law and Discussion. 

a. Reference (b), paragraph (a), prohibits an employee of 

any agency from receiving compensation for . . . writing that 

''relates to the employee's official duties." The most pertinent 
subsections of paragraph (a) provide that a writing will be 
considered related to official duties if the invitation to 
engage in the activity was extended to the employee "primarily 
because of his official position rather than his expertise on 
the particular subject matter," or if the subject matter "deals 
in significant part with ... ' [a] ny ongoing or announced policy, 
program or operation of the agency.'" See reference (b), 
paragraph (a)(2)(i)(B) and (E). 

b. However, reference (b) paragraph (a)(2)(i)(E) does not 
preclude a regular employee from receiving compensation for 
writing on a subject within the employee's discipline or 
inherent area of expertise based on his educational background 
or experience even though the writing deals generally with a 
subject within the agency's areas of responsibility. See note 
following reference (b), paragraph (a)(2)(i)(E). 
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c. Reference (b) , paragraph' (a) (2) (iii), defines 
compensation as'any form of consideration, remuneration or 
income, including royalties, received for or in connection with 
an employee's writing activities. It does not include travel 
expenses consisting of transportation, lodging, and meals 
incurred in connection with the writing activity. This "travel 
expense" exception allows an employee to accept travel payments 
related to speaking engagements about the writing, even if the 
writing is related to the employee's official duties. See 
reference (b), paragraph (a) (2) (iii) (D) . However, this "travel 
expense" exclusion from the definition of compensation is 
narrow, so other types of compensation -- such as a speaker's 
fee -- may not be accepted if the book is related to the 
employee's duties. See reference (b), Example 1, following 
paragraph (a)(2)(iii)(D). 

d. Under reference (c), an employee who receives royalties 
for a published book may not participate personally and 
substantially in a particular matter that would directly and 
predictably affect the sales of his book. In addition, if an 
employee who has a contract with a publisher participates 
personally and substantially in a particular matter that would 
directly and predictably affect the publisher's ability and 
willingness to pay what it promised under the contract, his 
participation poses a conflict of interest under reference (c). 

e. Per reference (b), paragraph (a)(2)(iv), an employee is 
deemed to have "received" compensation either actually or 
constructively when he has the right to exercise dominion and 
control over the compensation and to direct its subsequent use. 
Compensation received by an employee includes that which is paid 
to another person, including a charitable organization, on the 
basis of designation, recommendation or other specification by 
the employee; and that which is paid with the employee's 
knowledge and acquiescence to his parent, sibling, spouse 1 , 
child, or dependent relative. 

f. An employee who is engaged in writing as outside 
employment or as an outside activity shall not, pursuant to 
references (b) and (d), use or permit the use of his official 
title or position in a manner suggesting that the Government 
sanctions or endorses his outside writing. There is an 
exception in references (b) and (e), however, permitting an 
employee to include a reference to his title or position in 
connection with non-Government writing as one of several 
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biographical details if that reference is given no more 
prominence than other significant biographical details. This 
limitation also applies to promotional activities such as 
appearances on various media outlets or on promotional book 
tours. 

g. If publishing an article in a scientific or professional 
journal, however, reference (b), paragraph (b)(2), allows an 
employee to use or permit the use of his title or position, 
provided that the title or position is accompanied by a 
reasonably prominent disclaimer stating that the views presented 
are those of the author and do not necessarily represent the 
views of the Government. 

h. Reference (e) prohibits an employee from misusing his 
official position. Specifically, this subpart of the Standards 
of Conduct prohibits the use of public office for private gain; 
the use of official time, including a subordinate's time, to 
perform non-official duties; the use of Government property for 
unauthorized purposes; and, the use of nonpublic information to 
further a private interest. These limitations apply even when 
an employee may otherwise receive compensation for writing a 
book unrelated to his official duties. As such, an employee may 
not write a book while on official duty; he may not ask his 
subordinate to perform tasks on official time, such as typing or 
editing, in connection with this non-Government activity; nor 
may he otherwise use Government equipment or supplies for work 
in connection with a personal writing project. 

4. Opinions and Conclusion. 

a. In the instant case, in accordance with the note 
delineated at the end of paragraph (a)(2)(i)(E) in reference 
(b), it is my opinion that you may receive compensation for 
writing the proposed textbook or treatise. Given your extensive 
professional experience and expertise in the area of 
cybersecurity law prior to your employment at the Naval Academy 
and the timing of the book deal offer from Wiley and Sons prior 
to your employment by the Federal government, it is my opinion 
that the book deal offer was extended due to your expertise, 
rather than due to your official position at the Naval Academy. 

b. Though compensation to-be received may include an 
advance and/or royalties, to avoid running afoul of the criminal 
conflict of interest concerns delineated in reference (c), it is 
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my opinion that any royalties received cannot include royalties 
from book sales to USNA midshipmen for books intended for use in 
any of your classes. Additionally, reference (b) specifically 
delineates royalties received and donated to a charitable 
organization as compensation. Therefore, unless Wiley and Sons 
is able to structure your publishing contract to exclude 
royalties for sales to Naval Academy students, to avoid a 
financial conflict of interest contemplated in reference (c), 
you must not direct the purchase of the published textbook or 
treatise as required reading for your classes. 

c. Per reference (a), Wiley and Sons is a government 
contractor, and thereby a prohibited source. However, given the 
nature of the book deal offer as discussed in paragraph 4.(a), 
infra, it is my opinion that receiving compensation for writing 
the proposed textbook or treatise, while heeding the royalties . 
caveat outlined in paragraph 4.(b), is not likely to involve 
conduct prohibited by statute or regulation. However, Wiley and 
Sons may have interests in conflict with the Department of the 
Navy or the Naval Academy. Should a matter involving Wiley and 
Sons come before you for official action, you should refrain 
from exercising any action and report the circumstances to your 
supervisor. Additionally, any future collaborative 
opportunities with Wiley and Sones should be vetted through my 
office. 

d. Per references (b) and (d), you may include your title 
or position in connection with the proposed non-Government 
textbook or treatise as one of several biographical details if 
that reference is given no more prominence than other 
significant details. 

e. In keeping with reference (d), employees shall protect 
and conserve Federal property and shall not use it for other 
than authorized activities. As such, you may not use government 
resources or time to support outside employment. 

f. You should be aware that advice provided to you with 
respect to these matters is limited to the facts that you have 
presented. Any substantial omissions or changes should be 
communicated to this office for further evaluation. This letter 
is advisory only and does not provide you with "safe harbor" 
from prosecution. In addition, neither the information you 
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furnished to receive this letter, nor the provision of this 
letter, creates an attorney-client relationship between you and 
me. 


g. If your review of this memorandum raises any questions, 
please feel free to contact me at A copy of 

this memorandum has been attached to your Advanced Notification 
forms and will be retained in our files. Additionally, I 
strongly encourage you to contact this office at any time in the 
future should one or more of the above prohibitions be 
implicated. I or my successor will remain at your disposal to 
discuss the application of the rules to your unique situation as 
new developments occur. 



CAPT, JAGC, USN 
Ethics Counselor 
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2 Nov 16 


From: Staff Judge Advocate, United States Naval Academy 
To: Professor Jeff Kosseff, Cyber Science Department 

Subj: ETHICS OPINION ON COMMUNICATIONS DECENCY ACT BOOK CONTRACT 
WITH CORNELL UNIVERSITY PRESS 

Ref: (a) List of DoD Contractors Exceeding $25,000 in FY-15 

(b) 5 C.F.R. § 2635.807 

(c) 10U.S.C. §208 

(d) 5 C.F.R. §§ 2635.701 - 705 

(e) DoD 5500.07-R, § 3-305 

1. You have requested approval of outside employment for remuneration relating to your 
prospective authorship of a proposed book for publication by Cornell University Press, on 
Section 230 of the Communications Decency Act. You are currently a regular employee of the 
Department of the Navy as an Assistant Professor in the Cyber Science Department at the United 
States Naval Academy. You teach cybersecurity law and policy, and focus your research efforts 
on cybersecurity evidentiary issues, public-private cybersecurity partnerships, cybercrime, cyber¬ 
warfare law, and the intersection of cybersecurity and free speech. Prior to joining the Naval 
Academy staff, you practiced cybersecurity and privacy law at a private law firm, served on the 
adjunct faculty of American University, and were a technology and political journalist for The 
Oregonian newspaper. Your authored works have also appeared in various legal and 
technological publications. 

2, Facts. 

a. Recently, you contacted Cornell University Press to discuss their publication of a book 
about Section 230 of the Communications Decency Act. 

b. As proposed, the book would present a narrative history of the development of Section 230, 
the statute’s passage, and how courts have interpreted it since its passage. 

c. You spend one class session on Section 230 for an elective course you teach at the Naval 
Academy, but would not use this book for the class, as most of the class is not centered around 
the subject of the book. 

d. You will not use any government resources to conduct research or write the book. As 
briefed, all research and writing will be accomplished on your own time, from your home office. 

e. You indicated that it is not administratively possible for the publisher to withhold 
remittance of royalties related to sales of the book to students at the Naval Academy. 

f. Per reference (a), Cornell University Press is a government contractor. 
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3. Law and Discussion, 

a. Reference (b), paragraph (a), prohibits an employee of any agency from receiving 
compensation for ... writing that “relates to the employee’s official duties.” The most pertinent 
subsections of paragraph (a) provide that a writing will be considered related to official duties if 
the invitation to engage in the activity was extended to the employee “primarily because of his 
official position rather than his expertise on the particular subject matter,” or if the subject matter 
“deals in significant part with ... ‘ [a]ny ongoing or announced policy, program or operation of 
the agency.’” See reference (b), paragraph (a)(2)(i)(B) and (E). 

b. However, reference (b) paragraph (a)(2)(i)(E) does not preclude a regular employee from 
receiving compensation for writing on a subject within the employee’s discipline or inherent area 
of expertise based on his educational background or experience even though the writing deals 
generally with a subject within the agency’s areas of responsibility. See note following reference 
(b), paragraph (a)(2)(i)(E). 

c. Reference (b), paragraph (a)(2)(iii), defines compensation as any form of consideration, 
remuneration or income, including royalties, received for or in connection with an employee’s 
writing activities. It does not include travel expenses consisting of transportation, lodging, and 
meals incurred in connection with the writing activity. This “travel expense” exception allows 
an employee to accept travel payments related to speaking engagements about the writing, even 
if the writing is related to the employee’s official duties. See reference (b), paragraph 
(a)(2)(iii)(D). However, this “travel expense” exclusion from the definition of compensation is 
narrow, so other types of compensation - such as a speaker’s fee - may not be accepted if the 
book is related to the employee’s duties. See reference (b). Example 1, following paragraph 
(a)(2) (iii)(D). 

d. Under reference (c), an employee who receives royalties for a published book may not 
participate personally and substantially in a particular matter that would directly and predictably 
affect the sales of his book. In addition, if an employee who has a contract with a publisher 
participates personally and substantially in a particular matter that would directly and predictably 
affect the publisher’s ability and willingness to pay what it promised under the contract, his 
participation poses a conflict of interest under reference (c). 

e. Per reference (b), paragraph (a)(2)(iv), an employee is deemed to have “received” 
compensation either actually or constructively when he has the right to exercise dominion and 
control over the compensation and to direct its subsequent use. Compensation received by an 
employee includes that which is paid to another person, including a charitable organization, on 
the basis of designation, recommendation or other specification by the employee; and that which 
is paid with the employee’s knowledge and acquiescence to his parent, sibling, spouse, child, or 
dependent relative. 

f. An employee who is engaged in writing as outside employment or as an outside activity 
shall not, pursuant to references (b) and (d), use or permit the use of his official title or position 
in a manner suggesting that the Government sanctions or endorses his outside writing. There is 
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an exception in references (b) and (e), however, permitting an employee to include a reference to 
his title or position in connection with non-Govemment writing as one of several biographical 
details if that reference is given no more prominence than other significant biographical details. 
This limitation also applies to promotional activities such as appearances on various media 
outlets or on promotional book tours. 

g. If publishing an article in a scientific or professional journal, however, reference (b), 
paragraph (b)(2), allows an employee to use or permit the use of his title or position, provided 
that the title or position is accompanied by a reasonably prominent disclaimer stating that the 
views presented are those of the author and do not necessarily represent the views of the 
Government. 

h. Reference (e) prohibits an employee from misusing his official position. Specifically, this 
subpart of the Standards of Conduct prohibits the use of public office for private gain; the use of 
official time, including a subordinate’s time, to perform non-official duties; the use of 
Government property for unauthorized purposes; and, the use of nonpublic information to further 
a private interest. These limitations apply even when an employee may otherwise receive 
compensation for writing a book unrelated to his official duties. As such, an employee may not 
write a book while on official duty; he may not ask his subordinate to perform tasks on official 
time, such as typing or editing, in connection with this non-Government activity; nor may he 
otherwise use Government equipment or supplies for work in connection with a personal writing 
project. 

4. Opinions and Conclusion. 

a. In the instant case, in accordance with the note delineated at the end of paragraph 
(a)(2)(i)(E) in reference (b), it is my opinion that you may receive compensation for writing the 
proposed textbook or treatise. Given your extensive professional experience and expertise in the 
area of cybersecurity law prior to your employment at the Naval Academy, it is my opinion that 
the book offer was extended due to your expertise, rather than due to your official position at the 
Naval Academy. 

b. Though compensation to be received may include an advance and/or royalties, to avoid 
running afoul of the criminal conflict of interest concerns delineated in reference (c), it is 
my opinion that any royalties received cannot include royalties from book sales to USNA 
midshipmen for books intended for use in any of your classes. Additionally, reference (b) 
specifically delineates royalties received and donated to a charitable organization as 
compensation. Therefore, unless Cornell University Press is able to structure your publishing 
contract to exclude royalties for sales to Naval Academy students, to avoid a financial conflict of 
interest contemplated in reference (c), you must not direct the purchase of the published textbook 
or treatise as required reading for your classes. 

c. Per reference (a), Cornell University Press is a government contractor, and thereby a 
prohibited source. However, given the nature of the book offer as discussed in paragraph 4(a), 
infra , it is my opinion that receiving compensation for writing the proposed textbook or treatise, 
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Subj: ETHICS OPINION ON COMMUNICATIONS DECENCY ACT BOOK CONTRACT 
WITH CORNELL UNIVERSITY PRESS 

while heeding the royalties caveat outlined in paragraph 4(b), is not likely to involve conduct 
prohibited by statute or regulation. However, Cornell University Press may have interests in 
conflict with the Department of the Navy or the Naval Academy. Should a matter involving 
Cornell University press come before you for official action, you should refrain from exercising 
any action and report the circumstances to your supervisor. Additionally, any future 
collaborative opportunities with Cornell University Press should be vetted through my office. 

d. Per references (b) and (d), you may include your title or position in connection with the 
proposed non-Government textbook or treatise as one of several biographical details if that 
reference is given no more prominence than other significant details. 

e. In keeping with reference (d), employees shall protect and conserve Federal property and 
shall not use it for other than authorized activities. As such, you may not use government 
resources or time to support outside employment. 

f. You should be aware that advice provided to you with respect to these matters is limited to 
the facts that you have presented. Any substantial omissions or changes should be 
communicated to this office for further evaluation. This letter is advisory only and does not 
provide you with "safe harbor" from prosecution. In addition, neither the information you 
furnished to receive this letter, nor the provision of this letter, creates an attorney-client 
relationship between you and me. 

^^^^^^Qnjyjgyiew of this memorandum raises any questions, please feel free to contact me at 
A copy of this memorandum has been attached to your Advanced Notification 
forms and will be retained in our files. Additionally, I strongly encourage you to contact this 
office at any time in the future should one or more of the above prohibitions be implicated. I or 
my successor will remain at your disposal to discuss the application of the rules to your unique 
situation as new developments occur. 


CAPT, JAGC, USN 
Ethics Counselor 
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[Non-DoD Source] RE: TASKER: SHORT SUSPENSE: FREEDOM OF INFORMATION ACT 

(FOIA) REQUEST, FOIA CASE NUMBER DON-NAVY-2016-004460 
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Follow Up Flag: 
Flag Status: 


Follow up 
Completed 


Categories: 


Staff, Priority 1 



In accordance with the below tasker, the following is NPS Monterey input. 

This input is based on the clarification received that the requester is 
seeking documents pertaining to "prepublication reviews in their individual 
capacities and not for official purposes." If you require this information 
to be uploaded into Tasker TV5, please advise. Otherwise, we will assume 
this email is adequate to answer the TV5 tasker. 

1. All Echelon M's acknowledge receipt of this tasker NLT April 24th, via 
DONFOIA-PA@navy.mil. A: NPS acknowledged receipt via email on 21 Apr 17 (see 
first attachment) 

2. Sub-components coordinate positive and negative responses via your parent 
commands for their consolidated response. A. This effort was coordinated 
with the relevant NPS offices. 

3. A negative responsive (No documents/records) or positive response is 
required from each of the echelon I and II commands. A: See 4 below. 

4. Locate any responsive documents. A: NPS has the following responsive 
documents which are attached: 

a. NPS Policies/Guidance related to prepublication reviews: 

(1) NAVPGSCOLINST 5370.3E, "Policy Concerning Outside 
Employment and Professional Activities for Faculty, Staff, and Students." It 
is important to note that NPS does not have an instruction that specifically 
addresses personal teaching, speaking, and writing determinations. Instead, 

NPS requires DoD personnel interested in participating in compensated 
personal teaching, speaking, or writing to get an ethics determination that 
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such teaching, speaking or writing does not relate to their official 
position. This is done by having interested personnel fill out the 
enclosure contained in this instruction which has specific questions to 
cultivate facts necessary to make an ethics determination regarding 
teaching, speaking, and writing (Note: an updated tillable request form 
with the added questions is attached). 

(2) NPSINST 5720.IB, "Public Affairs Organization and 
Procedures" (Note: This instruction has limited guidance which I have 
highlighted in yellow) 

b. Existing statistical documents are provided below. Please note 
that NPS has only been tracking outside employment requests since mid-2015. 
Since that time no personal, compensated works of authorship have been 
stopped during legal review or, to our knowledge, by Provost review (there 
is no documentation supporting that this has occurred). NPS does not 
maintain a system of records that relates solely to works of authorship. 

Our current data base could only be manually screened to identify the number 
of honoraria - it does not reflect which outside employment requests are for 
uncompensated or compensated personal writing. As such, the statistics 
below are for the total number of requests for outside employment -- they do 
not reflect "prepublication reviews" and therefore may not be applicable to 
this request. 

The following statistics reflect: 

(1) Number of individuals who have submitted requests for 
outside employment; 

(2) Number of works submitted for review; 

(3) Number of submissions approved without change; 

(4) Number of submissions returned with proposed redactions 
or other modifications. 

FY17 YTD 

29 Total requests 

21 Unique Faculty 

8 Faculty with two or more applications 

1 returned for incomplete information 

1 withdrawn 

14 Compete with Provost approval/employee 

notification 


FY16 

91 Total requests 
81 Unique Faculty 

12 Faculty with two or more applications 
2 Applications returned as unnecessary 
89 Approved 

JAN to MAR 2016 : 30 applications approved APR to 
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JUN 2016: 19 applications approved JUL to SEPT 2016: 25 applications 
approved OCT to DEC 2016: 15 

applications approved 

FY15 

30 Total Requests 
23 Unique Faculty 

4 Faculty that had two or more applications 
1 Application withdrawn 
1 Application denied 
28 Approved 

JAN to MAR 2015 : 0 applications approved APR to JUN 
2015: 4 applications approved JUL to SEPT 2015: 12 applications approved 
OCT to DEC 2015: 14 

applications approved 

c. Log's/Excel tracking documents: We only have excel tracking 
documents used for all outside employment requests; we do not have any used 
specifically for "prepublication review." 

5. Review the responsive records for release and annotate portions, if any, 
which contain sensitive information needs to be withheld under any of the 
nine FOIA exemptions. A: No redaction required. 

6. Email redacted documents and red boxed. A: Not required. 

7. Upon completion please upload DD Form 2086 Processing Cost address. A: 
Attached (professional hours includes meeting with key office personnel to 
determine who had responsive documents) 

If you have any questions regarding the above, please let me know. 

R, 

Pamela C. Ball 
CAPT, JAGC, USN 
Staff Judge Advocate, 

Naval Postgraduate School 

Region Legal Service Office SW, Branch Office Monterey 

@nps.edu> 

PRIVACY SENSITIVE: This email may contain personally identifiable 
information that is privacy sensitive. Any misuse or unauthorized 
disclosure may result in civil and/or criminal penalties. The Privacy Act 
of 1974 (as amended) (5 U.S.C. 552a) and SECNAVINST 5211.5E apply. If you 
have received this message in error or are not the named recipient, please 
immediately notify the sender and delete this message. 

CONFIDENTIALITY: The information in this email message is intended for the 


E-mail: 



@nps.edu<mailtoJ 
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personal and confidential use of the designated recipient(s). The contents 
may constitute an attorney-client communication and, as such, are privileged 
and confidential. 
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DEPARTMENT OF THE NAVY 

NAVAL POSTGRADUATE SCHOOL 
1 UNIVERSITY CIRCLE 
MONTEREY, CA 93943-5000 


NAVPGSCOLINST 5370.3E 
006 

14 Apr 05 

NAVPGSCOL INSTRUCTION 5370.3E 

Subj: POLICY CONCERNING OUTSIDE EMPLOYMENT AND PROFESSIONAL 
ACTIVITIES FOR FACULTY, STAFF, AND STUDENTS 

Ref: (a) DODDIR 5500.7-R of 23 Aug 1993 

Enel: (1) Application and Approval for Off-Duty Employment 

(2) NPS Policy on Consulting 

1. Purpose . To establish policy and institute procedures for 
Naval Postgraduate School (NPS) faculty, staff, and students who 
engage in employment, with or without remuneration, outside of 
their official duties and responsibilities at NPS. 

2. Cancellation . NAVPGSCOLINST 5370.3D. This instruction has 
been revised and should be read in its entirety. 

3. Background . Reference (a) provides a single source for 
standards of ethical conduct and ethics guidance for Federal 
Government employees within the Department of Defense. It is 
recognized that engagement in outside employment or professional 
activity may enhance the professional competence of NPS 
employees. Although participation in outside activities may 
benefit NPS, as well as the individual, such action may give rise 
to conflicts of interest, perceptions of impropriety, and 
interference with primary academic, military, or administrative 
duties. Considerations which govern the actions of employees 
with respect to outside employment and professional activities 
must include the following: 

a. All Federal Government employees have a responsibility to 
the United States government and its citizens to place loyalty to 
the Constitution, laws, and ethical principles above private 
gain. This duty imposes a higher standard than is acceptable in 
the private sector. 

b. Federal Government employees must not engage in outside 
employment or activities that conflict with official Government 
duties and responsibilities. 

c. Military members are additionally constrained by laws and 
regulations related to their military service. 

4. Policy . NPS policy is to allow outside employment and 
professional activities for faculty, staff, and students to the 
extent permitted by reference (a). Approval is valid through the 
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following fiscal year. If the activity is to continue beyond 
that period of time, a new approval must be obtained each year. 

a. Faculty 

(1) Activities which interfere with the faculty member's 
NPS obligations, whether or not involving remuneration, must not 
be undertaken. 

(2) Outside activities are in addition to the 
individual's full-time commitment to NPS, not in lieu of a 
portion thereof. Outside employment and professional activities 
should not normally exceed one day per work week. Individuals 
wishing to engage in outside work in excess of one day per work 
week may do so by taking annual leave during periods when their 
presence at NPS is not required (i.e., quarter breaks). 

(3) Faculty members must obtain approval, using the 
format of enclosure (1), prior to undertaking outside employment 
or professional activities. Faculty members shall forward with 
their request a signed copy of enclosure (2) reflecting their 
understanding of the NPS Policy on Consulting. Failure to report 
outside employment or professional activities as required in this 
instruction may result in administrative or disciplinary action. 

b. Military staff and students 


(1) Activities which interfere with the performance of 
military duties must not be undertaken. 

(2) All military members must obtain approval, using the 
format of enclosure (1), prior to undertaking outside employment 
or professional activities. Failure to report outside employment 
or professional activities as required in this instruction may 
result in administrative or disciplinary action. 

(3) Student requests for outside employment will normally 
not be approved. Due to the accelerated course load and 
significant commitment of study time expected of NPS students, 
outside employment is discouraged, and considered incompatible 
with military duties. Where persuasive extenuating circumstances 
are presented, approval may be given on an individual basis. 

c. Civilian employees 


(1) Aside from faculty, only civilian employees who are 
required to file a financial disclosure report, OGE 450 or SF 
278, are required to obtain approval, using the format of 
enclosure (1). 

(2) Other civilian employees are not required to obtain 
approval for outside employment or activities. However, such 
employees are encouraged to inform their supervisor regarding any 
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outside employment, and in any event are subject to the 
provisions of reference (a). 


//S// 

DAVID A. SMARSH 
Chief of Staff 


Distribution: 

http://intranet.nps.navy.mil/codeOO/Instructions/index2.html 
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Application and Approval for Off-Duty Employment 

AUTHORITY: 10 USC 974 : 10 USC 8013; Executive Order 9397; DoD 5500.7R, Sections 2-206 and 2-303. _ 

PRINCIPLE PURPOSE(S): Provide information for commands to evaluate proposed off-duty employment, grant approval, 
and determine impact on duty performance. 

ROUTINE USES: Records may be disclosed for any of the blanket routine uses published by the Navy. 

DISCLOSURE: Disclosure of SSN is voluntary. Failure to provide the information could result in disapproval of 
request for off-duty employment._ 


Applicant Data and Certification (Completed by Applicant) 


1. Last Name, First Name, Middle Initial 

2. Title/Grade 

3. SSN 

4. Department(no abbreviations)/Code 

5. Duty Phone 

6. Duty Title 

7a. Name of Off-Duty Employer 

7b. Employer Address 

7c. Is employer DOD Contractor? 

YES NO 

7d. Employer Phone Number 

9. Title of position /Off-Duty Employment 

10. Off-duty hours of employment (days/wk hours/day) 

11. Job Description (Continue on back) 

12. Normal hours at Naval Postgraduate School 

I certify that I understand the applicable provision of the Joint Ethics Regulation (DoD 5500.7R). 

I further certify that the off-duty employment for which I am applying (Circle Applicable Answer): 


13. 

Will 

Will Not 

Bring discredit 

upon the Navy, DoD, or U.S. Government. j 

14 . 

Will 

Will Not 

Interfere with or be incompatible with my government duties. 

15. 

Will 

Will Not 

Interfere with the customary or regular employment of local civilians. 

16. 

Will 

Will Not 

Require absences 

during normal work hours. j 

17 . 

Will 

Will Not 

Involve any expense to the Navy or use of government facilities, 
property, or manpower. 

18. 

Will 

Will Not 

Endanger my safety or health. 

19. 

Will 

Will Not 

Involve the use 

of my title or representation before a federal agency. j 

20. 

Will 

Will Not 

Involve employment with an organization now involve in a strike. 

21. 

Will 

Will Not 

Place me in a position that might be incompatible with my rank or position. 

22. 

Will 

Will Not 

Require action at any time as a sales agent for the purpose of personal 
commercial solicitation of DoD personnel junior in grade or rank. 

23. 

Will 

Will Not 

Appear to involve a conflict of interest. 

24. 

Will 

Will Not 

Involve working for a firm or other entity that is engaged, or is 
endeavoring to engage, in business transactions of any sort with an agency 
of the Department of Defense. 

25. 

Will 

Will Not 

Violate any U.S. 
instruction. 

. , state, or local law; ordinance; or Navy regulation or 

26a 

. Date 

Signed 


26b. Signature of Applicant 

Supervisor's Recommendation 


Recommend Approval 

Recommend Disapproval (Explain) 

Printed Name and Grade of Supervisor 


Date Signed 


Signature 


Division Dean's Recommendation 


Recommend Approval 

Recommend Disapproval (Explain) 

Printed Name and Grade of Dean 


Date Signed 


Signature 


Over for Approval Authorities 




Staff Judge Advocate/General Counsel Recommendation 



Approving Authority Action (Chief of Staff or Provost) 



Use this space for continuation of Job Description and/or an explanation of your answers to 
Questions 13 though 25: 
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NPS POLICY ON CONSULTING 


Faculty members, staff, and students of the Naval Postgraduate School may 
be permitted to engage in outside employment or professional activity that 
enhances their professional competence. Any outside activity must be 
limited in scope so as not to interfere with the full and energetic 
execution of the member's primary responsibility in meeting all assigned 
professional duties. In accepting an agreement for extramural 
professional activity, does so as an addition to full-time employment by 
the School and not as a substitute for a portion of it. The outside work 
must not interfere with the efficient performance of Naval Postgraduate 
School duties. Personnel who propose to do consulting work which entails 
travel should make proposed travel requirements known to the Provost or 
Chief of Staff at the time the application for consulting is submitted and 
inform the Provost or Chief of Staff of subsequent changes in travel 
requirements. Personnel must receive advance written approval from the 
Provost or Chief of Staff for international travel. Applicable 
regulations governing outside employment of government employees apply. 
See NAVPGSCOLINST 5370.3E, DoD Directive 5500.7-R, and the Faculty 
Handbook. 

Personnel may not engage in excess of two days in any single bi-weekly 
pay-period of outside employment, when not in a leave status. In order to 
devote more than two days to outside employment in any given pay-period, 
personnel must obtain formal approval from his/her supervisor, and must be 
in a leave status. Outside employment, or consulting, is not a part of a 
person's official duty nor does it substitute for any part of one's 
official duty. Consequently, if a person engages in consulting for any 
part of a pay-period, the official submission of work and leave hours must 
reflect this, using a "flextime" approach. For example, if a faculty 
member devotes two days to consulting in a pay-period, the faculty member 
should work, and report, eight (8) ten-hour days rather than ten (10) 
eight-hour days. Actual duty time plus leave and holiday time must add-up 
to 80-hours in each pay period. There is no authority for the "banking of 
hours", whereby an employee accumulates "unused" consulting hours from one 
80-hour pay period for use in a different pay period. Such banking is 
specifically disallowed. 

I _ (printed name) do hereby 

acknowledge receipt of a copy of the "NPS Policy on Consulting" . I have 
read and understand it. 


Signature: _ Date: 


Enel (2) 




DEPARTMENT OF THE NAVY 

NAVAL POSTGRADUATE SCHOOL 
1 UNIVERSITY CIR 
MONTEREY, CA 93943-5000 


IN REPLY REFER TO: 

NPSINST 5720.IB 
00J 

22 Oct 13 


NPS INSTRUCTION 5720. IB 


From: President, Naval Postgraduate School 


Subj: PUBLIC AFFAIRS ORGANIZATION AND PROCEDURES 


Ref: 


(a) SECNAVINST 5720.44C, Department of the Navy Public 

Affairs Instruction 

(b) SECNAVINST 5720.42F, Department of the Navy Freedom 
of Information Action (FOIA) 

(c) SECNAVINST 5211.5E, Department of the Navy Privacy 
Act {PA) Program 

(d) DoD 5500.7-R, Joint Ethics Regulation 

(e) Directive-Type Memorandum {DTM) 09-026: official 
policy on social media, 25 Feb 2010 

(f) ALNAV 056/10 and 057/10 


1, Purpose 


a. To provide public affairs policy and define the role of 
the Public Affairs Officer (PAO) and Public Affairs (PA) staff 
at the Naval Postgraduate School (NPS) and to issue guidance for 
the release of information in accordance with reference (a). 


b. To outline proper procedures and guidelines relating to 
media operations, community relations, internal information, 
photographic services, publications, public web pages, and 
social media sites. 


2. Cancellation . NAVPGSCOLINST 5720.1A. There are extensive 
changes in content. As such, this directive should be reviewed 
in its entirety. 

3. Policy . PA is a command function at NPS that involves 
students, faculty and staff members. An important aspect of 
fulfilling the mission of NPS is our ability to communicate 
effectively to the student population, faculty, staff, the 
American public, and other audiences. The NPS PA Office is an 
essential component in mission accomplishment, providing 
strategic counsel, operational planning, and tactical execution 
of communication as a function of NPS mission and objectives. 
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4. Public Affairs Office . The PA Office, under the guidance of 
the NPS PAO, directs the NPS PA program. The PAO is a special 
advisor to the NPS President and shall serve as the official 
spokesperson on behalf of NPS. The PAO is responsible for 
planning, coordinating, and executing a vigorous and effective 
PA program in the areas of media operations, community relations 
(including relations with other regional DoD organizations), 
internal & external information, visual information, 
publications, public web page, social networking site content, 
and the NPS Speakers Bureau. The PA office is also responsible 
for the brand strategy for NPS. 

5. Definitions 


a. Official Communication . Official communication includes 
comments, interviews, letters, written or verbal statements, and 
release of photos or videos that state or represent official 
NPS, Department of Navy (DON) or Department of Defense (DoD) 
policy, or could be perceived by a reasonable person as 
representing these institutions. Official communication to the 
public must come from or be coordinated through the PAO. 
Communications which fall outside the scope of these activities, 
i.e., presentations of unclassified research material at a 
professional symposium or convention that will not foster media 
interest and/or the general public interest, do not generally 
require PAO coordination. 

b. Unofficial Communication . Unofficial communication 
includes personal communication in the public domain that 
includes personal comments, interviews, letters, internet posts, 
written or verbal statements, and release of photos or videos 
that are clearly the opinion of the author and would be 
perceived by a reasonable person as a personal view rather than 
articulation of a policy. NPS personnel, including faculty and 
staff, who choose to interact with media must realize their 
public comments, even though personal, can sometimes be 
construed, either intentionally or unintentionally, to represent 
NPS, DON, and/or DoD. Personnel should contact the PA Office as 
a matter of professional courtesy. It is important when 
interacting with media in an unofficial capacity to clearly 
state all opinions are understood to be personal and do not 
represent the views of NPS, DON, or DoD. 

6. Responsibilities 
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a. The PAO is the sole NPS release authority and 
spokesperson for all official written, photographic, and 
electronic information or material intended for release to the 
media on behalf of NPS as an institution. The PAO may, on 
occasion, ask subject matter experts (SMEs) to represent NPS in 
an official capacity; however, any such representation is 
voluntary. 

b. All divisions, departments, duty officers, and offices 
at NPS and Naval Support Activity Monterey {NSAM) will keep the 
PAO informed in a timely manner about any events or issues which 
could affect operation of NPS or could generate public interest. 
Members of the Public Affairs Office shall be offered maximum 
access to information, reports, meetings, and buildings/office 
spaces when performing duties in an official capacity. 

c. All hands shall notify the Public Affairs Office upon 
receipt of a media query, interview request, or request for 
comment in their official capacity as a student, faculty, or 
staff member. The PAO may provide PA guidance that may be 
directed from NPS leadership, DON, DOD or Department of State in 
order to allow for engagement. 

d. The PAO is charged with briefing the President and 
Provost on events and issues which may be the subject of media 
queries. All hands shall assist the PAO by providing copies of 
briefs, or other requested information, to be compiled into the 
President's or Provost's media preparation binder. 

e. Prior to responding to media queries, the PAO shall 
gather facts and background pertaining to the issue. All hands 
shall assist the PAO by providing accurate, timely, and complete 
information as requested, to be used for the purpose of 
preparing an appropriate response. 

f. Students, staff, and faculty fall on a line between 
public and private figures where their actions and words are 
often viewed as representing NPS as an institution. Students, 
faculty, and staff are often viewed as representatives of the 
NPS, DON, and DoD and are held to a high standard by the 
American public. Because of this, great care must be exercised 
in all official and unofficial public communication as defined 
in paragraph 5. 

g. The PA office is responsible for the brand identity and 
strategy for NPS. A Brand Guidelines booklet is available and 
will be referred to for all official department/school products. 
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Adherence to the guidelines established within the guide create 
a uniform message and visual identity for the entire 
organization. To maintain this cohesive brand and enhance 
recognition worldwide, all communications — brochures, 
newsletters, websites, videos, presentations, reports, 
briefings, letterheads and more — should be consistent in their 
visual approach. The PA office is available to assist in 
creation of individual department/school logos in order to keep 
within branding rules/guidelines. For more information about 
the NPS brand, refer to the Brand Guidelines booklet. 

7. Media Operations . The PAO will support a proactive media 
engagement plan to help build and maintain key relationships 
with members of the local, regional, and mass media. The PAO 
will provide timely and accurate information to local and 
national audiences through the news media, ensuring both 
internal and external audiences receive information in 
accordance with applicable laws, and federal, DoD, and DON 
regulations and policies. 

a. Response to Query from Media Representatives . The 
authority to release official information to the media on behalf 
of NPS rests solely with the PAO. Military and civilian 
employees, both faculty and staff, at NPS are directed to refer 
all calls or requests for official information from the media to 
the PAO. All release of information will be in accordance with 
references (a) through (c). 

b. News Releases . News releases about NPS events, 
activities, and personnel will be made only by the PAO. NPS 
departments are encouraged to advise the PAO of newsworthy 
events or breaking news. The PAO will coordinate release with 
the appropriate school, organization, or office involved. The 
PAO also coordinates the Hometown News Release Program for 
military members of the faculty and student body. 

c. Media Access . As a matter of policy, media have the 
same access to Navy facilities as do members of the general 
public. Although media are required to coordinate with PAO in 
advance for requests for NPS access or interviews, it is 
important to realize NPS personnel may be quoted or photographed 
at any event open to the public. 

(1) Any facility or building which is off-limits to the 
general public is off limits to media. Exceptions may be 
authorized by the PAO in consultation with cognizant NPS staff 
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members; in these cases media will be escorted while in the 
facility. 


(2) When approved for media access to public events, 
photographers will not be blocked from taking photos of 
injuries; however, to ensure privacy and Health Insurance 
Portability and Accountability Act (HIPAA) regulations are 
followed, all media must receive written consent from NPS Public 
Affairs to use the photos. 

d. Publicity for Personal Projects . Staff and faculty 
desiring to publicize their personal projects, books, or other 
non-work related material must adhere to reference (d) for 
consideration of requests by non-federal entities (NFE). Per 
reference (d), non-federal entities are prohibited from using 
DoD personnel in their official capacities, DoD resources that 
may be identified as a DoD resource, or any images of such 
personnel and resources, in commercial advertising, marketing, 
or promotional activities. DoD resources include any DoD images 
of DoD personnel in their military uniform or any distinctive 
part of a military uniform, and DoD materiel, medals, logos, or 
any similar items. NFEs should not use images of identifiable 
persons, including DoD personnel, without obtaining permission 
from those persons for use of their image in commercial, 
advertising, marketing, or promotional activities. Such images 
include DoD imagery that is publicly available, such as on any 
DoD website. When NFEs use any images that may appear to be 
identified with the DoD or any of its Components in commercial, 
advertising, marketing, or promotional activities, they should 
include, in a reasonably prominent position and easily readable 
type size, a disclaimer that neither the DoD nor any of its 
components endorse the NFE or the product, service, or event. 

e. Unsolicited Media Queries 


(1) At public events . During events open to the public, 
the media is free to ask questions of any participant or guest, 
even when unescorted by a PAO. If students, faculty, and/or 
staff are asked for a comment during a public event, it is 
entirely a personal decision whether to answer or not. NPS 
personnel who choose to comment must follow the guidelines for 
public communication and or ethical limitations for certain 
specialties. If one does not desire to comment, it is always 
appropriate to say "I'd rather not comment, but please call the 
Public Affairs Officer at (831)656-3567 or email them at 
PAO@nps.edu." 
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(2) Via phone, letter, or email . The NPS PA office is 
available to offer assistance and advice to students, faculty, 
or staff when they are contacted by news media. This assistance 
and advice is particularly important for individuals who do not 
routinely communicate with media, do not wish to respond to 
media, or may lack perspective on issues of potential media 
interest. Additionally, those personnel who do not wish to 
engage with media should refer all media requests to the NPS PA 
office. 

8. Proactive personal communication 

a. Communication is a team effort, and members of NPS have 
a role in telling the NPS story from their unique perspective. 

b. To continue to attract the best and brightest students, 
faculty, and staff, NPS must proactively articulate the school's 
mission with civilian, government, and academic organizations, 
both domestic and international, which may have little or no 
historic connection to the military or NPS. 


(1) Written and visual information products produced by 
NPS Departments and organizations should be re-purposed for the 
benefit of NPS, DON, and DoD, and, as such, message alignment 
through robust collaboration, cooperation, and communication is 
essential. 

c. In most situations, individual students, faculty, and 
staff are free to address news media in a personal capacity in 
accordance with paragraph 5 of this instruction - either 
initiating or returning contact with reporters - and can do so 
without approval from their chain of command. However, there 
are specific situations, such as an ongoing official 
investigation or judicial proceeding, classified information, 
and political activity, where Navy policy specifically limits 
public comment. It is imperative during such situations to 
obtain the assistance of the Public Affairs Office when 
contacted by reporters. 

d. Students, faculty, or staff may interact with news 
media, but are strongly encouraged to contact the Public Affairs 
Office prior to doing so. Individuals are responsible for their 
comments in all public forums and interaction with the media. 
Posting one's opinion online is the same as speaking to a 
reporter; and if those opinions violate the law. Uniform Code of 
Military Justice (UCMJ), DON policy, and/or DoD policy, the 
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initiator can be held accountable. 


e. Specific personal communication guidelines from 
references (a) and (e) through (f): 

(1) If an individual’s communication identifies them as 
a member of the United States military, it should clearly state 
the opinions are theirs as an individual and do not represent 
NPS, DON, or DoD and its policies. The following is an example 
of an appropriate disclaimer: "All views expressed and comments 
provided today are my own thoughts and opinions based on my 
professional and academic experience and expertise, and do not 
constitute, nor should they be construed, as reflecting DoD, 

DON, or Naval Postgraduate School policy or endorsement." 

(2) Per DoD Directive 1344.10 of 19 February 2008, 
members of the Armed Forces who are on active duty are permitted 
to express their personal opinions on political candidates, sign 
petitions to place a candidate's name on the ballot and attend a 
political event as a spectator, provided they are not in 
uniform. They, however, may not participate in partisan 
political activities, e.g., solicit or engage in partisan 
fundraising activities, serve as the sponsor for a partisan club 
or speak before a partisan gathering. 

(3) Per Article 88 of the UCMJ, Commissioned officers 
from the United States military must avoid contemptuous remarks 
against their chain of command. The chain of command consists 
of other officers and civilian officials, including the 
President, Vice President, Secretary of Defense, and Governor 
and Legislature of any state in which the officer resides or 
visits. 


(4) Do not express or imply DON or DoD endorsement of 
any opinion, product, or causes. 

9. Special relationships 

a. Naval Postgraduate School Foundation (NPSF). NPSF is 
responsible for its own public affairs operations. While NPSF 
is often given access to events where the lines between personal 
and official communication may be difficult to discern, it is 
important that students, faculty, and staff assigned to NPS 
avoid addressing NPS policy, mission, academics, or admissions 
on behalf of NPSF. 
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(1) For an event or interview where NPSF has the same 
access as credentialed media, approval to post information is 
not required from the PAO. This includes times when students, 
faculty, and/or staff are speaking about their experiences, 
opinions, or views outside of official NPS functions. 

(2) For events where NPSF has access to personnel, 
proceedings, or locations not normally offered to media, the PAO 
must approve release of the information gathered. This includes 
events where student, faculty, or staff participation is 
scripted or staged as part of promotion, and when students, 
faculty, and/or staff are speaking or acting in an official 
capacity as representatives of NPS, DON, or DoD. 

b. Contracted vendors, photographers, and videographers 
must follow guidelines set forth by the PAO and shall not 
release information unless approved or previously released by 
the PAO. 

10. Community Relations . Community relations include all 
programs designed to create and maintain a positive image of 
NPS, DON, and DoD in the local community, and in specific 
targeted national and international regions. This may include 
NPS tours; public speaking by NPS students, faculty, and staff; 
community action projects; public concerts hosted by NPS liaison 
with chambers of commerce and other civic and community 
organizations; schools; centers of influence, business, and 
government organizations. Effective community relations occur 
through a coordinated effort on the part of all NPS officials to 
ensure the public is addressed in a consistent manner. 
Consultation with the NPS PAO is required for all community 
relation activities. 

a. Speakers Bureau . The PAO shall manage a Speakers Bureau 
by determining eligibility and scheduling on a variety of 
subjects. Speakers address clubs and organizations primarily in 
the local area. Individuals who receive a request for a speaker 
or those who wish to support requests for speaking engagements 
should contact the NPS PAO for assistance and coordination. 

b. Community Action Projects . Community action projects 
provide benefits to the community and emphasize the importance 
of service to participating students, faculty, and staff. These 
projects may generate a great deal of good will, often maximized 
with attending publicity. Project originators should coordinate 
with the NPS PAO to best align media coverage as appropriate. 
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11. Internal Information . The PAO will assist NPS leadership in 
maintaining morale and esprit de corps of students, faculty, and 
staff through an internal information program designed to 
increase awareness of NPS policies and programs, as well as 
policies and programs of DON and DoD. Publications include, but 
are not limited to, periodic intranet and other electronic 
communications on behalf of the NPS President, periodic written 
communications on behalf of the NPS President, or any other 
communication efforts as required by NPS leadership. All 
internal communications will be synchronized with PA for message 
alignment and potential reciprocal use of products. 

12. Photography . The PAO will help promote the NPS story to the 
American people and the media through an accurate and timely 
visual information program. 

a. Current imagery will be made available to a variety of 
users in support of the NPS mission. The PA photography staff 
will provide photographic services to official NPS events and 
activities, including official portraits and official government 
passports photos. All visual products, including video products 
intended for public dissemination, will be cleared for release 
by the NPS PAO. 

b. Photography by visitors, guests, and contractors. When 
in areas open to the general public, e.g., graduation 
ceremonies, visitors, guests, and contractors may take photos 
for use as they desire. However, when granted special access by 
virtue of their position as a guest or contractor (e.g., food 
service/maintenance workers and guests allowed into classroom or 
lab areas), all photos taken in areas not open to the public 
must be approved by the PAO if desired for public release. 

13. Publications . Publications are a significant means to 
communicate mission-essential information to a number of 
audiences. All publications used to recruit students or to 
provide information about NPS to the public, other academic 
institutions, other government agencies, foreign governments, 
and commercial enterprises will be coordinated with PA. The PAO 
will incorporate NPS, DON, and DoD strategic communication 
objectives into all programs, brochures, and catalogs designed 
to increase awareness and convey command information. The PAO 
will ensure all NPS publications for public dissemination 
reflect quality, contain a consistent message, and support the 
public's understanding of the NPS mission. On a limited, not- 
to-interfere basis, the PAO may provide design consultation to 
other NPS organizations upon request, but use of branding 
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guidelines will be strictly followed. For more information 
refer to the Branding Guidelines booklet. 

14. Internet. NPS internet policy is dependent upon the 
specific website in use: official NPS websites, supplemental NPS 
websites, and personal websites. 

a. Official NPS Websites . The PAO will manage and oversee 
all content on the NPS publicly accessible web site, ensuring 
timely and accurate information is available to the public. NPS 
organizations shall obtain approval from the PAO before posting 
any official communication or NPS material on external NPS web 
sites or the World Wide Web. NPS Information Technology 
provides technical support and maintenance of all websites and 
manages content for NPS internal web sites. 

(1) Official sites include, but are not limited to: 

(a) www.nps.edu 

(b) www.facebook.com/NPS 

(c) NPS Twitter account 

(d) NPS Flickr account 

(2) In accordance with reference (e), official use of 
social media is a public affairs function; thus any official 
command use of social media must remain in compliance with Navy 
public affairs policy. In accordance with reference (f), 
official internet posts involve content that has been released 
in an official capacity by DON public affairs personnel or 
commanders designated as releasing authorities. Individuals may 
repost this information to other social media sites as desired. 

b. Supplemental NPS websites maintained in an official 
capacity . The expansion and ease of social media makes it 
impossible for the Public Affairs Staff to monitor, review, and 
approve all websites and posts by groups within the NPS 
lifelines. As such, groups such as club and intramural sports, 
advocacy groups, musical, and other performing groups, will be 
defined as "Supplemental NPS websites maintained in an official 
capacity." 

(1) Official uses of internet-based capabilities, 
unrelated to public affairs, are permitted. However, because 
these interactions take place in a public venue, personnel 


10 



NPSINST 5720.IB 
22 Oct 13 


(2) These groups do not require PAO approval for posting 
news, calendars, photos, and videos; however, they are required 
to abide by DoD and DON guidance for official internet 
publications, including: 

(a) Ensuring that the information posted is relevant 
and accurate, and does not include sensitive or internal 
information not approved for public release, including 
personally identifiable information (PII), internal NPS 
policies, for official use only (FOUO) information, and internal 
business practices. 

(b) Providing links to official DoD content hosted 
on official DoD references and websites where applicable. 

(c) Including a disclaimer when personal opinions 
are expressed, e.g., "This statement is my own and does not 
constitute an endorsement by or opinion of the Naval 
Postgraduate School, DON, or DoD"). 

c. Personal websites and individual posts in a personal 
capacity . Per the guidelines provided in reference (f), 
uniformed personnel are encouraged to responsibly engage in 
unofficial internet posting about NPS, Department of Navy, and 
Department of Defense. "Unofficial internet posts" are defined 
as any content about NPS, DON, and/or DoD that is posted on any 
internet site by uniformed personnel in an unofficial and 
personal capacity. Content includes, but is not limited to, 
personal comments, photographs, video, and graphics. Internet 
sites include working sites, blogs, forums, photo- and video¬ 
sharing sites, and other sites, to include sites not owned, 
operated, or controlled by NPs, DON, and/or DoD. Unofficial 
internet posts are not endorsed by any part of NPS, DON, and/or 
DoD and are not reviewed within any official approval process, 
but must still follow applicable UCMJ regulations, NPS 
instructions, and all other provisions of this instruction. 



Distribution: 

http://intranet.nps.edu/CodeOO/Instructions/IndexNew.html 
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Application and Approval for Off-Duty Employment 

AUTHORITY: 10 USC 974: 10 USC 8013; Executive Order 9397; DoD 5500.7R, Sections 2-206 and 2-303. _ 

PRINCIPLE PURPOSE(S): Provide information for commands to evaluate proposed off-duty employment, grant approval, 
and determine impact on duty performance and/or potential conflicts. 

ROUTINE USES: Records may be disclosed for any of the blanket routine uses published by the Navy. 


Applicant Data and Certification (Completed by Applicant) 


1. Last Name, First Name, Middle Initial 

2. Title/Grade 

3. E-mail Address 

4. Department(no abbreviations)/Code 

5. Duty Phone 

6. Duty Title 

7. Normal hours at Naval Postgraduate School 

8a. Name of Off-Duty Employer 

8b. Employer Address 

8c. Is employer a DOD, DON, or NPS Contractor? 

YES □ NO □ 

8d. Employer Phone Number 

9. Title of position /Off-Duty Employment 

10. Off-duty hours of employment (days/wk hours/day) 

11. Job Description (Continue on back) 

12. Will the activity, position include: 

• Compensation? YES □ NO □ ^Teaching, Speaking, Writing? YES □ NO □ 

• Officer or Director Position? YES [jj NO [jj Go to #13a Go to #14 


NOTE 

In order to complete the teaching, speaking, or writing (TSW) Questions, 13a- 
training PowerPoint presentation, available on the NPS OOC intranet site, may 

h, NPS OOC 
be helpful 

TSW 

13a. 

Is the teaching, speaking, or writing activity being undertaken as part of 
your official duties? 

YES □ 

NO □ 

13b. 

Does the teaching or instructing involve a regularly established curriculum 
leading at least to a bachelor's degree by an accredited institution of 
higher education, or a regular curricula of an elementary school or 
secondary school? 

YES □ 

NO □ 

13c. 

Is the teaching or instructing part of a non-NPS program of education or 
training sponsored and funded by the Federal Government or by a State or 
local government organization other than those described in question 13b 
above? 

YES □ 

NO □ 

13d. 

Will the information conveyed draw substantially from any duties or tasks 
that you are presently assigned or have been assigned during the previous 
one-year period? 

YES □ 

NO □ 

13e . 

Is the opportunity being extended to you primarily because of your official 

NPS position? 

YES □ 

NO □ 

13f . 

Is the opportunity being extended to you primarily based on your expertise 
in the particular subject area? 

YES □ 

NO □ 

13g. 

Will the information conveyed draw substantially on data or nonpublic 
information that you have access to by virtue of your official NPS position? 

YES □ 

NO □ 

13h. 

Is the opportunity being extended by a person or organization that has 
interests which may be affected substantially by performance or 
nonperformance of your official duties? 

YES □ 

NO □ 


Over for Certification and Approval Authorities 

































I 

I 

certify 

further 

that I understand the applicable provision of the Joint Ethics Regulation (DoD 5500.7R). 
certify that the off-duty employment for which I am applying (Check Applicable Answer): 

14 

. Will□ 

Will 

Not □ 

Bring discredit 

upon the Navy, DoD, or U.S. Government. 

15 

. WillC 

Will 

Not □ 

Interfere with or be incompatible with my government duties. 

16 

. Will□ 

Will 

Not □ 

Interfere with the customary or regular employment of local civilians. 

17 

. Will□ 

Will 

Not □ 

Require absences 

during normal work hours. 

18 

. Will□ 

Will 

Not □ 

Involve any expense to the Navy or use of government facilities, 
property, or manpower. 

19 

. Will□ 

Will 

Not □ 

Endanger my safety or health. 

20 

. Will □ 

Will 

Not □ 

Involve the use 

of my title or representation before a federal agency. 

21 

. Will \Z 

Will 

Not □ 

Involve employment with an organization now involved in a strike. 

22 

. Will □ 

Will 

Not □ 

Place me in a position that might be incompatible with my rank or position. 

23 

. Will □ 

Will 

Not □ 

Require action at any time as a sales agent for the purpose of personal 
commercial solicitation of DoD personnel junior in grade or rank. 

24 

. Will□ 

Will 

Not □ 

Appear to involve a conflict of interest. 

25 

. Will□ 

Will 

Not □ 

Involve working for a firm or other entity that is engaged, or is 
endeavoring to engage, in business transactions of any sort with an agency 
of the Department of Defense. 

26 

. Will □ 

Will 

Not □ 

Violate any U.S. 
instruction. 

, state, or local law; ordinance; or Navy regulation or 

27a. Date 

Signed 



27b. Certification of Applicant 


Supervisor's Certification 



Use this space for continuation of Job Description and/or an explanation of your answers to 
Questions 14 though 26: 
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NAVSEA INSTRUCTION 5230.12A 


From: Commander, Naval Sea Systems Command 


Subj: RELEASE OF INFORMATION TO THE PUBLIC 


Enel: 


(1) List of Applicable References 

(2) Definitions 

{3} Procedures for Requesting Public Release of 
Naval Sea Systems Command (NAVSEA) Information 
{4} Responsibilities of NAVSEA/PEO Authors/Presenters 
(5) NAVSEA Public Release Form 


1. Purpose . To provide updated policy and procedures for 
reviewing technical data and information under the cognizance 
and/or control of the Naval Sea Systems Command (NAVSEA) 
claimancy and NAVSEA affiliated Program Executive Offices (PEOs) 
that is intended for public release. Governing instructions and 
guidance documents, references (a) through (n), are listed in 
enclosure (1). Terms used in this instruction are defined in 
enclosure (2). 


2. Cancellation. NAVSEAINST 5230.12 


3. Applicability and Scope 

a. This instruction applies to official information and 
technical data intended for public release prepared by the 
following individuals/organizations, as the information pertains 
to military matters, national security issues, naval nuclear 
propulsion information (NNPI), and subjects of significant 
concern under the cognizance of the NAVSEA claimancy and NAVSEA 
affiliated PEOs. The following individuals/organizations shall 
adhere to the policies and procedures set forth in this 
instruction: 


(1) NAVSEA Headquarters and field activity employees; 

(2) NAVSEA affiliated PEOs and their staffs; 


(3) NAVSEA contractors. 
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b. Department of Defense (DoD) or non-DoD personnel acting 
in a private capacity, retired DoD personnel, former DoD 
employees and non-active duty members of Reserve components have 
the option to voluntarily submit information for review for 
technical accuracy, and to ensure that classified information is 
not divulged and that information proposed for public release 
does not compromise national security. 

c. The Director, Naval Nuclear Propulsion Program (SEA 08) 
ensures that disclosure of any information pertaining to naval 
nuclear propulsion matters is made on a strict need-to-know 
basis. For information which is to be made public, special care 
is required to ensure that it contains nothing prohibited from 
public dissemination for security reasons and that it contains 
the proper perspective, recognizing overall public sensitivity 
to nuclear issues. Further details are provided in references 
(a) and (b). 

d. Individuals/organizations requesting release of 
information (i.e., abstracts, technical papers, fact sheets, 
articles, photographs, CD-ROMs, DVDs/videos, brochures, 
booklets, briefings, graphics for displays, etc.) may release 
only information that has been approved for release by an 
official letter from the Office of Corporate Communications (SEA 
00D), The official SEA 00D letter will indicate the applicable 
distribution statement that identifies the extent of 
releasability of the information (i.e., the audience authorized 
to receive the information). Details on distribution statements 
are contained in reference (c) and summarized in enclosure (2). 

e. This instruction does not apply under the following 
conditions: 

(1) The NAVSEA Freedom of Information Act (FOIA) release 
authority is responsible for public dissemination of NAVSEA 
information requested under the FOIA according to reference (d). 

(2) As an independent and objective official, the NAVSEA 
Inspector General (SEA OON) is exempt from the provisions of 
this instruction, unless the information proposed for release 
includes NNPI. Such information must undergo a review by the 
Naval Nuclear Propulsion Program office (SEA 08) before release. 


(3) Photographs taken in conjunction with inspections 
and investigations of workplaces by federal/state Occupational 
Safety and Health officials for which public release is not 
required must be fully screened and censored, as appropriate, 
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per reference (e). Such photos should be sent via first class 
or express mail to the Environmental Protection, Occupational 
Safety and Health Office (SEA 00T), which will coordinate 
required reviews and approve limited release, as warranted. 

(4) The Navy's policy and procedures for the release of 
coordinated, consistent and authoritative information to the 
media is provided in reference (f>. 

4. Policy 


a. NAVSEA's policy is to: 

(1) Ensure accurate and timely information is made 
available to Congress, the media and the public, to educate them 
regarding NAVSEA programs and related issues in accordance with 
this instruction. 

(2) Ensure NAVSEA directorates, field activities and 
NAVSEA affiliated PEOs limit public release to information that 
does not compromise national security information, controlled 
unclassified information (CUI) or other legitimate governmental 
interest. 

(3) Promote academic freedom and encourage intellectual 
expression without compromising national security information or 
CUI. 

(4) Ensure that SEA 08 reviews and recommends release of 

information related to the technical aspects of nuclear reactor 
work, safety of reactors and associated nuclear propulsion 
plants, the control of radiation and radioactivity associated 
with NNPI and overall administration of the Naval Nuclear 
Propulsion Program (NNPP), including areas such as security, 
transportation, public information, procurement, logistics and 
financial management. References (a), (b), (e), (g) through (h) 

provide further guidance. 

b. Information submitted for public release must be treated 
as CUI or For Official Use Only (FOUO) until a release 
determination is completed. Unauthorized release can lead to 

a loss or compromise of national security information or the 
inadvertent release of classified information. Unauthorized 
release of information before a release determination is made 
must be reported to the cognizant NAVSEA field activity Security 
Office and to the NAVSEA Office of Security Programs and 
Continuity Planning (SEA 09P), as appropriate. SEA 09P will 
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report the release to higher authority, as warranted, per 
reference (c). 

c. Information submitted for public release should be hand- 
carried or forwarded via US Postal Service first class, 
registered or express mail. Until public release approval is 
secured, proposed public releases may not be transmitted via 
electronic mail unless encrypted to current information security 
standards per reference <h >. 

d. Only federal government civilian employees or active 
duty/reserve military members assigned or detailed to NAVSEA 
and/or its affiliated PEOs are authorized to recommend release 
of information under their cognizance. NAVSEA/PEO support 
contractors are not authorized to recommend release of 
information. 

5. Procedures . The procedures for requesting public release of 
information are provided in enclosure (3). Enclosure (4) 
provides guidance regarding individual responsibilities for 
preparing and safeguarding information. Enclosure (5) is the 
NAVSEA form used to initiate a review and to record the 
applicable distribution statement assigned to the information 
reviewed for release. 

6. Responsibilities . The individuals/organizations below 
fulfill the following responsibilities in conjunction with 
public release of information: 

a. Congressional and Public Affairs (SEA 00D): 

(1} Ensures information proposed for public release 
receives proper review and approval for release according to 
reference (f). Coordinates reviews among NAVSEA directorates, 
PEOs, SEA 09P and other DoD components of requests for public 
release of information. 

(2) Publicly releases reviewed information per 

references (f), (j), (k) and (1), and ensures the appropriate 

distribution statement is identified per reference (c). 

(3) Maintains the Public Release (PR) database that 
supports the policies and procedures outlined in this 
instruction. 

(4) Issues an official letter to the requester, 
providing approval for public release of information, or limited 
release if warranted, when the review is complete. 
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b. SEA 08 reviews and makes recommendations regarding 
public release of naval nuclear propulsion related information. 

c. SEA 09P performs a security review to ensure information 
intended for public release does not contain classified 
information or CUI. The SEA 09P review is completed after 
review and approval by NAVSEA directorates and affiliated PEOs 
per references (a) and (g) through (i). 

d. NAVSEA directorates and affiliated PEOs: 

(1J Review material intended for public release for 
technical accuracy, checking technical information against the 
original classification authority, and ensuring the entire scope 
of information does not present a threat to national security. 

(2) Ensure information proposed for public release 
represents NAVSEA in a professional manner. 

(3) Assist SEA 00D in identifying individuals 
responsible for conducting reviews of information under their 
cognizance. 

e. NAVSEA's Command Information Officer (SEA 001} ensures 

information under the cognizance of the NAVSEA claimancy and 
affiliated PEOs that is displayed on the Internet and NAVSEA's 
Intranet website is reviewed and approved for public release 
according to references (f), {j) and {k) 

f. SEA 0ON reviews the public release process at NAVSEA 
field activities, detachments and remote sites in conjunction 
with Command performance inspections, audits, evaluations and 
special reviews, and investigations. 

g. NAVSEA field activities, detachments or remote 
sites/offices must ensure information intended for public 
release is sent to SEA 00D for processing and approval unless 
they have been provided delegated local approval authority by 
SEA 00D. If granted local approval authority by SEA 00D, public 
releases must be processed in accordance with this instruction 
and references (a), {b), (h) and (1). 

h. NAVSEA contractors must ensure that information intended 
for public release is provided to SEA OOD for processing and 
approval. To avoid premature, unauthorized release of 
information to the public domain, NAVSEA contractors must follow 
the procedures in enclosure (3) and ensure information is 
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safeguarded until completion of the public release process and 
an approval letter from SEA 00D is received. 


7. Effective Date. 


This instruction 


ective immediately. 



W. H. 


Distribution: 

SNDL C84B COMNAVSEASYSCOM Shore Based Detachments {less C84J) 

FKP COMNAVSEASYSCOM Shore Activities (less FKP6B & FKP24) 

A1J1L PEO INTEGRATED WARFARE SYSTEMS 

A1J1M PEO LITTORAL COMBAT SHIP 

A1J1N PEO SUBMARINES 

A1J1P PEO SHIPS 

A1J1Q PEO CARRIERS 

Copy to: 

SNDL FKM22 NAVICP (100) 

FLl COMNAVDAC (Code 82) 

FT88 EDOSCOL 
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(g) DoDD 5230.25, Withholding of Unclassified 
Technical Data from Public Disclosure, 6 Nov 84, Ch. 
1, 18 Aug 95. 

(h) NAVSEAINST 3432.1, Operations Security (OPSEC) 

Program Instruction, 28 Oct 08 

(i) DoDD 5230.09, Clearance of DoD Information for Public 
Release, 22 Aug 08 

{j) NAVSEAINST 5239.2A, Naval Sea Systems Command 
Information Assurance Program, 15 Dec 08 

(k) DODINST 8550.01, DoD Internet Services and Internet 
Based Capabilities 11 Sep 12 

(l) DODINST 5230.29, Security and Policy Review of DoD 
Information for Public Release, 8 Jan 09 

(m) DODINST 5230.27, Presentation of DoD-Related 
Scientific and Technical Papers at Meetings, 6 
Oct 87 

(n) DEARS 204.404-70(a) Defense Federal Acquisition 
Regulation Supplement 23 Jan 06 
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DEFINITIONS 


1. Critical Technology - technologies that consist of (a) 
arrays of design and manufacturing know-how (including technical 
data); (b) keystone manufacturing, inspection and test 
equipment; (c) keystone materials; and (d) goods accompanied by 
sophisticated operation, application or maintenance know-how 
that would make a significant contribution to the military 
potential of any country or combination of countries and that 
may prove detrimental to the security of the United States (also 
referred to as a military critical technology). 

2. Distribution Statements - a Distribution Statement 
identifies the releasability of the information contained in a 
document. The following statements are also identified in 
reference (c) and the reasons are summarized below: 

Statement A - Approved for Public Release; Distribution 
is unlimited. 

This statement shall be used only on unclassified technical 
documents that have been cleared for public release by competent 
authority. 

Statement B - Distribution authorized to U.S. Government 
Agencies only; Other requests must be referred to COMNAVSEA or 
the cognizant NAVSEA code. 

This statement shall be used on unclassified or classified 
technical documents if necessary to ensure distribution 
limitation in addition to need-to-know requirements or in the 
event the document is declassified. 

Reasons for assigning Statement B: 

Foreign Government Information (FGI) - to protect and limit 
information distribution per the desires of the foreign 
government that furnished the technical information. 

Information of this type is normally classified at the 
confidential level or higher. 

Proprietary Information - to protect information not owned 
by the U.S. Government and protected by a contractor's "limited 
rights" statement or received with the understanding that it may 
not be routinely transmitted outside the U.S. Government. 

Critical Technology - to protect information and technical 
data that advance current technology or describe new technology 
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in an area of significant or potentially significant military 
application or that relate to a specific military deficiency of 
a potential adversary. Information of this type may be 
classified or unclassified; when unclassified, it is export- 
controlled and subject to the provisions of reference (g). 

Test and Evaluation - to protect results of test and 
evaluation of commercial products or military hardware when 
disclosure may cause unfair advantage or disadvantage to the 
manufacturer of the product. 

Contractor Performance Evaluation - to protect information 
in management reviews, records of contract performance eval¬ 
uation, or other advisory documents evaluating programs of 
contractors. 

Premature Dissemination - to protect patentable information 
on systems or processes in the developmental or concept stage 
from premature dissemination. 

Administrative/Operational Use - to protect technical or 
operational information from automatic dissemination under the 
International Exchange Program or by other means. This 
protection covers publications required solely for official use 
or strictly for administrative or operational purposes. This 
statement shall be applied to manuals, pamphlets, technical 
orders, technical reports, and other publications containing 
valuable technical or operational data. 

Software Documentation - releasable only per the provisions 
of DoD Instruction 7930.2 of 31 December 1979. 

Specific Authority - to protect information not specifically 
included in the above reasons and discussions, but which 
requires protection per valid documented authority such as 
Executive Orders, classification guidelines, DoD or DoN 
regulations, or policy guidance. When filling in the reason, 
cite "specific authority" (identification of valid documented 
authority). 

Statement C - Distribution authorized to U.S. Government 
agencies and their contractors; Other requests must be referred 
to COMNAVSEA or the cognizant NAVSEA code. 

May be used on unclassified or classified technical 
documents if necessary to ensure distribution limitation in 
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addition to need-to-know requirements or in the event the 
document is declassified. 

Reasons for assigning Statement C: 

FGI - Same as in Statement B. 

Critical Technology - Same as in Statement B. 

Software Documentation - Same as in Statement B. 
Administrative or Operational Use - Same as in Statement B. 
Specific Authority - Same as in Statement B. 


Statement D - Distribution authorized to DoD and DoD 
Contractors only; Other requests must be referred to COMNAVSEA 
or the cognizant NAVSEA code. 

May be used on unclassified or classified technical 
documents if necessary to ensure distribution limitation in 
addition to need-to-know requirements or in the event the 
document is declassified. 

Reasons for assigning Statement D: 

FGI - Same as in Statement B. 

Administrative or Operational Use - Same as in Statement B. 

Software Documentation - Same as in Statement B. 

Critical Technology - Same as in Statement B. 

Specific Authority - Same as in Statement B. 

Statement E - Distribution authorized to DoD Components; 
Other requests must be referred to COMNAVSEA or the cognizant 
NAVSEA code. 

May be used on unclassified or classified technical 
documents if necessary to ensure distribution limitation in 
addition to need-to-know requirements or in the event the 
document is declassified. 
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Reasons for assigning Statement E: 

Direct Military Support - Document contains export- 
controlled technical data of such military significance that 
release for purposes other than direct support of DoD-approved 
activities may jeopardize an important technological or opera¬ 
tional military advantage of the U.S. Designation of such data 
is made by competent authority per reference (g). 

FGI - Same as in Statement B. 

Proprietary Information - Same as in Statement B. 

Premature Dissemination - Same as in Statement B. 

Test and Evaluation - Same as in Statement B. 

Software Documentation - Same as in Statement B. 

Contractor Performance and Evaluation - Same as in Statement 

B. 


Critical Technology - Same as in Statement B. 
Administrative/Operational Use - Same as in Statement B. 
Specific Authority - Same as in Statement B. 


Statement F - Release is not authorized; Further 
dissemination as only directed by COMNAVSEA or higher authority. 

Reasons for assigning Statement F: 

(1) Normally used only on classified technical documents, 
but may be used on unclassified technical documents when 
specific authority exists. 

(2) Distribution Statement F is used when the originator 
determines that the information is subject to the special 
dissemination limitation as specified in reference (c), 
chapter 6. 

(3) When a classified document assigned Distribution 
Statement F is declassified, the statement shall be retained 
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until specifically changed or removed by the originating 
command, 

3. Case Types - the information submitted for review, e.g., 
abstracts, technical papers, fact sheets, articles, photographs, 
CD-ROMs, DVDs/videos, brochures, booklets, briefings, graphics 
for displays, etc. 

4. Employee - any civilian, military (active or reserve), 
temporary hire or consultant, supporting the NAVSEA claimancy or 
its affiliated Program Executive Offices. The term employee 
also applies to individuals who are assigned to the Defense 
Personnel Exchange Program (DPEP), Foreign Liaison Officer 
(FLO), Cooperative Program Personnel (CPP), or Engineer and 
Scientific Exchange Program (ESEP). 

5. Naval Nuclear Propulsion Information (NNPI) - information, 
classified or unclassified, concerning the design, arrangement, 
development, manufacture, testing, operation, administration, 
training, maintenance and repair of the propulsion plants of 
naval nuclear powered ships and prototypes, including the 
associated shipboard and shore-based nuclear support facilities. 
Guidance on disclosure of information pertaining to naval 
nuclear propulsion matters is provided in reference (f). 

6. NAVSEA Information - any communication or representation of 
knowledge such as facts, data, or opinions in any medium or form 
that is derived from NAVSEA or the affiliated PEOs. 

7. Public - the public includes, but is not limited to, family, 
friends, private individuals, open forum, business affiliates, 
meetings with vendors, or technical counterparts from various 
countries/companies (not under NAVSEA contract). 

8. Public Release - process by which information is reviewed in 
order to ascertain whether information is releasable to the 
public. 

9. Security Review - an independent and objective review to 
provide oversight and ensure information has been properly 
identified as releasable to the public and documentation does 
not contain classified or controlled unclassified information. 

10. Technical Data with Military Application or Technical Data - 
any blueprints, drawings, plans, instructions, computer software 
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and documentation, or other technical information that can be 
used or be adapted for use to design, engineer, produce, 
manufacture, operate, repair, overhaul, or reproduce any 
military or space equipment or technology concerning such 
equipment. 

11. Technical Review - official procedure for approving or 
disapproving the release of technical information proposed for 
release outside the Department of Defense but not to the public. 

12. Unclassified Technical Data - unclassified data that 
contains or discloses critical technology with military or space 
application in the possession of or under the control of the 
Department of the Navy, which may not be exported lawfully 
without an approval authorization or license, See reference (g) 
and (m) for further information concerning unclassified 
technical data. 
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PROCEDURES FOR REQUESTING PUBLIC RELEASE OF 
NAVAL SEA SYSTEMS COMMAND (NAVSEA) INFORMATION 


1, Overall approval of public release shall be granted by the 
Office of Congressional and Public Affairs, SEA 00D. 

2. Procedures for clearing documents/media for public release 
within NAVSEA Headquarters are described below. NAVSEA 
directorates or affiliated PEOs must review the information 
before it may be released. Requesters must forward two (2) 
copies of the information (e.g., abstracts, technical papers, 
fact sheets, articles, photographs, CD-ROMs, DVDs/videos, 
brochures, booklets, briefings, graphics for displays, etc.) to 
the following address: 

COMMANDER 

NAVAL SEA SYSTEMS COMMAND 

ATTENTION SEA 00D BUILDING 197 ROOM 2E2200 

1333 ISAAC HULL AVENUE SE 

WASHINGTON NAVY YARD DC 20376 

a. Information proposed for public release shall be 
provided to SEA 00D not later than fifteen to thirty working 
days in advance of the required due date to allow sufficient 
time for the conduct of proper reviews. 

b. Press releases must be reviewed by cognizant NAVSEA 
directorates and/or affiliated PEOs and approved for release by 
SEA 00D, but do not need to be approved by the NAVSEA Office of 
Security Programs and Continuity Planning, SEA 09P, unless the 
proposed press release contains technical information or 
specific capabilities. Press releases take priority over other 
information submitted to SEA 00D for review and release to the 
public. SEA OOD's goal is to approve press releases within 
three to five days of receipt. Proposed sub-contractor press 
releases must be submitted to SEA 00D via the prime contractor 
and will not be processed for release without the applicable 
directorate, PEO and prime contractor's approval. 

c. Documents/media submitted for release are treated as 
Controlled Unclassified Information (CUI) or For Official Use 
Only (FOUO) until approved for public release. ‘ Information 
submitted for public release should be hand-carried or forwarded 
via US Postal Service first class, registered or express mail. 
Until public release approval is secured, proposed public 
releases may not be transmitted via electronic mail (email) 
unless encrypted to current information security standards per 
reference (j). 
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d. Any and all information such as briefs, papers, etc., 
intended for public release must be clearly marked as FOUO until 
such time as approval for public release is granted by SEA 00D. 
After SEA 00D approves the information for public release, the 
FOUO marking should be deleted. 

e. When submitting material for review, a public release 
form, enclosure (5), will be filled out. This form will be used 
as the official record for approval by SEA 00D for public 
release. 


f. SEA 00D enters information about the document/media into 
the Public Release (PR) Database, which automatically assigns a 
tracking number to the case. This tracking number will be used 
to track the item through the review process. 

g. The document/medium along with the public release form 
is forwarded to the NAVSEA directorate or PEO focal point and 
evaluated for technical accuracy and to ensure that classified 
information is not contained in the material. After completion 
of the technical review, the reviewer shall return the 
document/media to SEA 00D, annotating the recommended 
Distribution Statement on the public release form. Once the 
reviews are complete, the cognizant NAVSEA directorate or PEO 
should retain a copy of the NAVSEA public release form for proof 
of technical accuracy and use as a tracking system for requests 
for public release. 

h. The document/medium is forwarded with the public release 
form to SEA 08 for reviev; if (Naval Nuclear Propulsion 
Information (NNPI) is proposed for release. 

i. SEA 08 is responsible for the protection of NNPI. It is 
SEA 08 policy not to disclose information concerning naval 
nuclear propulsion, classified or unclassified, to foreign 
nations, unless such disclosure is made under an approved NNPI 
government-to-government agreement. SEA 08 must review 
documents and media that might contain NNPI prior to public 
release. NNPI public release requests must be submitted in time 
to allow SEA 08 a minimum of five working days for review. 

j. Information or photography proposed for public release 
from naval shipyards must be processed per reference (b) prior 
to forwarding to SEA 00D for public release approval. 

Photographs may be transmitted to SEA 00D via first class mail, 
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express mail, or digitally via the Naval Nuclear Propulsion 
Program Network (NNPPNet). 

k. Photography proposed for public release that depicts an 
area that has a restricted area designation for NNPI, is allowed 
some flexibility but must be processed per reference (b). Local 
release authority is approved for specific types of photographs 
taken within the Controlled Industrial Area (CIA). Examples 
include photography for events of a general nature such as 
pictures of employees or U.S. Navy personnel participating in 
award or promotion ceremonies, local celebrations, partnerships 
with local governments, and photos of non-sensitive subjects 
where no sensitive information is revealed in any part. Areas 
within the CIA where local release authority may be utilized are 
office spaces, outsides of buildings, topside on vessels 
alongside piers or topside on vessels in drydocks where no 
sensitive or classified information is revealed in any part. 

Also allowed are posed group photos in front of submarines or 
carriers in dry dock from pre-determined angles or line-of- 
sights to preclude propellers, towed arrays and other sensitive 
equipment, and external photos of submarines/carriers in flooded 
or partially flooded dry-docks from pre-authorized line-of- 
sights to ensure sensitive information is not in the background. 
Local reviews shall preclude public release of sensitive 
information, classified information, occupational safety and 
health issues, poor work practices, inappropriate signs (i.e., 
RADCON signs), potential security vulnerabilities and any other 
photographs considered politically sensitive or convey an 
adverse liability to the Navy. Photographs of this nature must 
be submitted to SEA 00D for review. 

l. After SEA 08 completes its review, the document/media 
is forwarded to SEA 09P via SEA 00D for a security review. 

m. SEA 09P performs a security review to ensure material 
intended for public release does not contain classified 
information or CUI. Upon conclusion of the SEA 09P review, the 
material is forwarded to SEA 00D for review and release. 

SEA 00D will mail an official letter to the requester along 
with email or fax notification that the review is complete 
and advise as to the distribution statement assigned. 

3. NAVSEA Headquarters Initiated Requests . Each office 
creating documents/media for public release is responsible for 
its technical accuracy and ensuring it has received all 
appropriate technical reviews. The overall responsibility for 
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technical accuracy will remain with the author or originating 
office responsible for maintaining proof of technical reviews. 

4. NAVSEA Field Activities Requesting Public Release 

a. NAVSEA field activities, detachments or remote 
sites/offices must ensure any NAVSEA information defined in 
enclosure (2) above intended for public release is sent to SEA 
00D for processing and approval unless they have been provided 
delegated local approval authority by SEA 00D. An internal 
review may be completed for technical accuracy prior to 
submission to SEA 00D, if necessary. 

b. Procedures for special handling of NNPI are identified 
in reference (a). 

c. When sending requests for approval, the field activity 
should provide a letter addressing the purpose for public 
release, date required, point of contact, and the PEO/ 

Directorate Sponsor(s) who need to review the information for 
technical accuracy. 

5. NAVSEA Contractors Requesting Public Release 

a. Contractors requesting public release of NAVSEA 
sponsored work will send their requests to SEA 00D in accordance 
with the guidelines below. Each request must indicate the 
following: 

(1) Cognizant technical sponsor. 

(2) Point of contact's name, phone number, mailing 
address and email address. 

(3) The approximate date intended for release of the 
information. 

(4) Purpose for requesting the release. 

(5) Contract number. 

b. Per reference (n), 

(1) The contractor shall not release to anyone outside 
the Contractor’s organization any unclassified information, 
regardless of medium (e.g., film, tape, document), pertaining to 
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any part of a NAVSEA contract or any program related to this 
contract, unless 

(a) The Contracting Officer has given prior written 

approval; or 

(b) The information is otherwise in the public 
domain before the date of release. 

(2) Requests for approval shall identify the specific 
information to be released, the medium to be used, and the 
purpose for the release. The contractor shall submit its 
request to the Contracting Officer at least 45 days before the 
proposed date for release. 

(3) The contractor agrees to include a similar 
requirement in each subcontract under this contract. Sub¬ 
contractors shall submit requests for authorization to release 
through the prime contractor to the Contracting Officer. 

c. As prescribed in the National Industrial Security 
Program Operating Manual: 

(1) Contractors shall not disclose classified or 
unclassified information pertaining to a classified contract 
to the public without prior review and clearance as specified 
in the Contract Security Classification Specification for the 
contract or as otherwise specified by the Cognizant Security 
Agency (CSA) or Government Contracting Activity (GCA). 

(2) Requests for approval shall be submitted through the 
activity specified in the GCA-provided classification guidance 
for the contract involved. Each request shall indicate the 
approximate date the contractor intends to release the 
information for public disclosure and identify the media to be 
used for the initial release. A copy of each approved request 
for release shall be retained for a period of one inspection 
cycle for review by the CSA. All information developed 
subsequent to the initial approval shall also be cleared by the 
appropriate office prior to public disclosure. 

(3) The following information need not be submitted for 
approval unless specifically prohibited by the CSA or GCA: 

(a) The fact that a contract has been received, 
including the subject matter of the contract and/or type of item 
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in general terms provided the name or description of the subject 
matter is not classified. 

(b) The method or type of contract; such as, bid, 
negotiated, or letter. 

(c) Total dollar amount of the contract unless that 
information equates to, (a) A level of effort in a sensitive 
research area or <b) Quantities of stocks of certain weapons 
and equipment that are classified. 

(d) Whether the contract will require the hiring or 
termination of employees. 

(e) Other information that from time-to-time may be 
authorized on a case-by-case basis in a specific agreement with 
the contractor. 

(f) Information previously officially approved for 
public disclosure. 

(4) These procedures also apply to information 
pertaining to classified contracts intended for use in 
unclassified brochures, promotional sales literature, reports to 
stock-holders, or similar type material. 

(5) Information that has been declassified is not 
automatically authorized for public disclosure. Contractors 
shall request approval for public disclosure of declassified 
information, in accordance with the procedures described above. 

6. NAVSEA does not have the authority to release information 
belonging to outside agencies, the other Systems Commands or 
Military Services. Release approval must be received from the 
approving official identified in source documents. If material 
requires a NAVSEA review in addition to an outside agency, it 
must be forwarded to SEA 00D for public release of NAVSEA 
information only. Release approval from the outside agency must 
be separately obtained. 

7. When information approved for public release (Distribution 
Statement A) is for foreign unclassified briefings, NAVSEA does 
not want to create a false impression that additional 
information related to that item may be released. In these 
cases, the following statement must be added to the briefing 
package on the title page and in the oral presentation: 
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"This brief is provided for information only and 
does not constitute a commitment on behalf of the 
U.S. Government to provide additional information on 
the program and/or sale of the equipment or system." 

8. Material to be presented to foreign governments or 
international organizations requires a foreign disclosure review 
and does not need to go through the public review process. 
Foreign disclosure reviews are completed by SEA 09P. 

9. Once an item is approved for public release (Distribution 
Statement A), it can be used for unlimited distribution. 
Administrative or grammatical changes to the item do not require 
further approval for public release. If the item is technically 
being changed, then it must go through the review process again 
for official approval. 
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RESPONSIBILITIES OF NAVSEA/PEO AUTHORS/PRESENTERS 


Authors and/or presenters are responsible for ensuring technical 
accuracy and receiving approval prior to presentation. The 
author or presenter is also responsible for the following: 

• Forwarding the paper, presentation, or brief to SEA 00D for 
public release approval at least 15-30 days prior to the 
actual date of the presentation. 

• Communicating to SEA 00D and SEA 09P the intention to 
present a foreign unclassified briefing to foreign 
nationals during submission of the document for approval. 

As NAVSEA does not want to create a false impression that 
additional information related to that item may be 
released, the briefer must annotate the following statement 
on the brief and indicates during the presentation: 

"This brief is provided for information only and does not 
constitute a commitment on behalf of the U.S. Government 
to provide additional information and/or sale of the 
system ." 

• Resubmitting the paper or presentation if any technical 
changes are made. 
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NAVSEA Public Release Form 


Activity: 

POC: 

Email/Phone: 


Please review the enclosed material for technical accuracy 
and complete the form below. Please do not put in mail. 

. Distribution is unlimited. 


1. Classification 

TopSec_Sec_Conf_Unclass_ 

2. Is this material intended for electronic dissemination? 

Yes_ No_ 

If yes, what form of electronic dissemination will be used? 
World Wide Web_ Olher_ 

3. How will release of this material benefit the Navy? 
(SECNAVINST 5510.36) 


Distribution Statements: 

Statement A: Approved for Public Release; 

Statement B; Distribution authorized to U.S. 
Government Agencies only; Other requests 
must be referred to COMNAVSEA arthB 
cognizant NAVSEA code. 

Statement C; Distribution authorized to US 
Government Agencies and thatr contractors; 
Other requests must be referred to 
COMNAVSEA or the cognizant NAVSEA 
code. 

Statement D: Distribution authorized to DoD 
and DoD Contractors only; Other requests 
must be referred to COMNAVSEA or the 
cognizant NAVSEA code. 

Statement E: Distribution authorized to DoD 
Components; Other requests must be 
referred to COMNAVSEA or the cognizant 
NAVSEA code. 

Statement F: Release is not authorized; Further 
dissemination as only directed by 
COMNAVSEA or higher authority. 


Reviewer:_.Phone:__Code: 

Recommended Distribution Statement (A-F):_ Date__ Initials 

Comments: 


Reviewer: 

_Phone:_ 


Code: 

Recommended Distribution Statement (A-F):_ 

Comments: 


Date 

Initials 


Reviewer:_Phone:__Code: 

Recommended Distribution Statement (A-F): _ Date_ Initials 

Comments: 
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From: Commandant, Naval District Washington 

Subj: GUIDANCE FOR THE USE OF OFFICIAL EXTERNAL SOCIAL MEDIA 

Ref: (a) SECNAVINST 5720.44C 

(b) DOD 5040.6-M-1 

(c) CNICNOTE 5720 of 16 Jul 13 

(d) Navy Office of Information (OI-5) Facebook Basics for 
Navy Commands 

(e) Navy Command Social Media Handbook 

(f) Social Media Disclaimer Text 


Enel: 


(1) Sample Social Media Developer/Maintainer Appointment 
Letter 


1- Purpose . To advise Naval District Washington's (NDW) 
employees of established regional policy regarding the use of 
internet-based Capabilities (IBCs) and social networking 
websites as a means to communicate command information on Region 
legacy networks. Navy and Marine Corps Internet (NMCI), and 
stand-alone computers. This instruction is a complete revision 
and should be reviewed in its entirety. 

2. Cancellation . NDWINST 5720.1 

3- Background . Per Reference (a), service members are 
encouraged to tell their stories within the confines of 
operational security (OPSEC). With fewer Americans having 
served in the military themselves, it is important for service 
members to share their stories with the American people. Social 
networking web sites have led to significant changes in the way 
people communicate and share information and are useful for that 
purpose. Twitter, Facebook, YouTube, and Flickr are examples of 
social networking sites that are authorized for use on the NMCI 
network. NDW may use any of these social networking sites as a 
means to communicate command information, but must responsibly 
manage them in order to weigh the impacts of OPSEC. Social 
media applications must not compromise the integrity of 
computers, computing systems, or networks. Social media 
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a PPli ca tion must not compromise confidential information or 
adversely affect the Region's mission. 

4. Policy 

a. Only authorized public affairs personnel or personnel 
designated by a commanding officer are permitted to establish 
command pages on social networking web sites such as Twitter, 
Facebook, YouTube, and Flickr. Individual personnel are 
prohibited from establishing pages representing NDW commands and 
installations on Facebook, Twitter, YouTube, Flickr, Adobe 
Connect Now, or any other IBC's identified as a social 
networking tool using government equipment and/or a government's 
network including NMCI. Access to Defense Knowledge Online 
(DKO), Defense Connect Online (DCO), e-Collaboration, Navy 
Knowledge Online (NKO), OGC Online, and MAX.gov are all 
permitted for such use. 

b. Commanding officers may establish one official command 
presence, or page, for each social media site used. Additional 
social media accounts for regional or installation program 
directorates (e.g. NDW N9, Housing, NDW MWR, N3, etc.) will be 
at the discretion of the Commanding Officer. 


c. Commanding officers (or appointed representatives) and 
the Region Public Affairs Officer (PAO) are responsible for the 
content, page management, and monitoring of their command's 
sponsored sites. Furthermore, the installation PAO, region PAO 
or a Commanding Officer designated command representative will 
approve all content to be included on sponsored pages prior to 
posting. 

d. Reference (b) governs the release of command information 
and the content of publicly accessible websites and how it is to 
be used when developing and managing installation and region's 
social media pages. 

e. Images published to social media sites will be assigned 
a Visual Information Record Identification Number (VIRIN), 
properly captioned, and cleared for public release. Reference 
(b) provides instructions for handling and properly captioning 
visual information and obtaining a VIRIN. 

f. Reference (c) governs Facebook basics for Navy commands 
and reference (d) provides guidelines for Sailors and Department 
of Navy personnel using social networking sites. 
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g. Reference (e) includes social media disclaimer text that 
each command must include in their social media sites and 
reference (f) is a memorandum for the responsible and effective 
use of social media sites. 

h. Reference (g) governs official internet posts and 
reference (h) governs unofficial internet posts. 

5. Responsibilities 

a. Region Program Director for Information Technology (N6) 
maintains overall cognizance and administrative authority over 
the Region's computer assets and network connectivity. Region 
N6 is charged with monitoring, directing, and controlling access 
to computing equipment, networks, and program applications. 

This is done under current directives and guidance provided by 
the Department of Defense (DoD), the Secretary of the Navy 
(SECNAV), the Department of the Navy (DON), Commander, Navy 
Network Warfare Command, and Commander, Navy Installations 
Command (CNIC). Region and installation IT personnel will not 
be provided to assist in the development, management, or 
monitoring of any installation social networking page. 

b. Per reference (b), the Public Affairs Regional Director 
maintains overall cognizance and authority for content release 
and postings for all web-based communication tools. 

c. Commanding officers will designate in writing, the 
Commands' Social Network Page Developers, Administrators, and 
Content Managers. The letter of designation template is 
contained as enclosure (1). While some commands may find it 
useful to have one person serve as their Developer, 
Administrator, and Content Manager of their social media sites, 
it is strongly recommended that a Command's social media 
presence be managed by a small team to eliminate the potential 
of single point failures and appropriately manage information. 

d. The Social Network Page Developer will develop the 
command's official social media site. Developers must be aware 
that use of social networking tools can expose defense computer 
networks to malicious software and viruses, and create possible 
cyber-security problems. Additionally, it is highly-recommended 
that developers and content approvers are well-educated in 
current operational security directives. 
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e. The Administrator will manage social media activity on a 
daily basis by reviewing, maintaining, and monitoring social 
media presence of the command's official social media site; 
administering all official posts and responding to queries as 
necessary. 

f. The Developer or the Administrator is required to 
register the page by sending the Uniform Resource Locator (URL) 
address and associated Noun Page Name to the Region Information 
Assurance Manager, Region N6, Region PAO, and IT Installation 
Program Director (IPD) via electronic mail prior to publishing 
the page to public access. Additionally, each social networking 
page will be registered with Navy.mil Social Media Directory at 
http://www.navy.mil/media/smd.asp . 

g. The Content Manager will update and provide regular 
content (photos, events, articles) on the command's official 
social media site. 

6. Per reference (a), the command's release authority for 
public information (usually the Commanding Officer or PAO) must 
approve items posted on any public web site. Installation 
staffs and IPDs will coordinate with the designated release 
authority to establish local procedures for posting command 
information to the social media sites to ensure timely, 
accurate, and expeditious flow of information to the target 
audience. 

7. Records Management . Records created as a result of this 
instruction, regardless of media and format, shall be managed by 
SECNAV Manual 5210.1. 



Chief of Staff 


Distribution: 

Electronic only, via CNIC Gateway Directives 
https://g2,cnic.navy.mil/CNRNDW/Pages/Default.aspx 
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5720 Ser 
Date 


From: Commanding Officer/Regional Program Director 

To: Commandant, Naval District Washington 

Subj: SOCIAL MEDIA APPOINTMENT ASSIGNMENT AS (SELECT ONE - PAGE DEVELOPER, PAGE 

ADMINISTRATOR, CONTENT MANAGER) 

1. The following individuals and/or team are appointed and designated to serve 
as administrators, developers, and/or content managers for the [command name]. 

Social Media Site: 

a. PRIMARY ■ 

Full name: 

Rate/Rank/Title: 

E-Mail Address: Phone Number: 

DSN: 

b. ALTERNATE #1 
Full name: 

Rate/Rank/Title: 

E-Mail Address: Phone Number: 

DSN: 

c. ALTERNATE #2 
Full name: 

Rate/Rank/Title: 

E-Mail Address: Phone Number: 

DSN: 

2. The individuals named above shall have access to, and be familiar with, 
current, applicable instructions and notices regulating content on Department of 
Defense Publicly-accessible Social Media Sites. 

3. The content managers will ensure that the passwords for assigned user 
accounts will not be shared or given to any other individual. 

4. This assignment will remain in effect until rescinded in writing by the 
Installation Commanding Officer or upon departure of the individual from the 
command/program. 


SIGNATURE BLOCK 


Copy to: 

COMNAVREG NDW (N00P, N6, Installation IT) 


Enclosure (1) 





DEPARTMENT OF THE NAVY 
OFFICE OF NAVAL INTELLIGENCE 
4261 SUITLAND ROAD 
WASHINGTON, DC 20396-2000 


IN REPLY REFER TO 

ONIINST 5870.1C 
00J 

23 Mar 2017 


ONI INSTRUCTION 5870.1C 

From: Commander, Office of Naval Intelligence 

Subj: APPROVAL PROCESS FOR THE PUBLICATION OF ORIGINAL WORKS 

Ref: (a) SECNAVINST 5720.44C 

(b) DoD Manual 5105.21 Vol. 3, of 19 October 2012 

(c) SECNAV M-5510.36 

(d) 5 CFR 3601.108 

(e) 5 CFR 2635.807 

(f) 5 CFR 2635.301 

(g) DoD 5570.7-R, Joint Ethics Regulation of August 1993 

(h) SECNAV M-5210.1 

1. Purpose . To provide policy and procedures governing the approval process for the public 
dissemination or publication of original manuscripts authored in a private capacity. 

2. Cancellation . ONIINST 5870. IB. 

3. Applicability . This instruction applies to ONI, its echelon 4 commands, and their subordinate 
commands and detachments; hereafter referred to as the ONI Enterprise. 

4. Definition . A manuscript is defined as any original product, which includes, but is not limited to, 
books, free-lance stories (factual or fictional), professional papers, notes, speeches, briefs, articles and 
training material. 

5. Policy 

a. References (a) through (c) require personnel to submit, for review through the chain of command, 
draft manuscripts which discuss, concern or affect the plans, policy or operations programs of DoD, may 
contain Sensitive Compartmented Information (SCI) or SCI-derived information, or deal with special 
categories of information or critical military technology listed in Exhibit 8B of reference (c). 

b. The ONI chain of command for the review of original works for publication includes, at a 
minimum, the Mission Support (N4) Public Affairs Officer (PAO) (N42), Staff Judge Advocate (SJA) 
(00J), and the Security and Law Enforcement (N7) Command Security Division (N75). 

c. The Form 4414 SCI Non-Disclosure Statement signed by indoctrinated personnel provides for 
federal penalties when a manuscript is published without prior review. 
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a. Prior to drafting a manuscript, the employee will submit the idea for a manuscript to their chain of 
command for consent to proceed. This will avoid wasted effort or unexpected problems upon completion 
of the work. 

b. As per paragraphs 6b( 1) through (4) of this instruction, the employee will submit draft 
manuscripts for review, comment, and approval via their chain of command to the ONI PAO (N42) and 
SJA (00J). The manuscript will include a memorandum from the author’s department head stating the 
manuscript contains no classified information. 

(1) The manuscript will have a cover sheet that includes the author’s name, department, work 
phone number, manuscript title, a distribution list of where the manuscript will be submitted and a 
statement from the author that the manuscript contains no classified material. If appropriate, note the 
intended date(s) or time frame(s) for publication. 

(2) The manuscript should be properly footnoted and referenced when appropriate and should 
contain a list of sources or a bibliography. 

(3) Per reference (d), the manuscript must contain a disclaimer statement on the title page 
regarding the views expressed by the author. The suggested disclaimer statement is: “The views and 
opinions expressed herein by the author do not represent the policies or position of the U.S. Department 
of Defense or the U.S. Navy, and are the sole responsibility of the author.” 

(4) The manuscript may contain a short biography of the author including the author’s official 
title or position. However, the author’s title or position should be given no more prominence than other 
significant biographical details. 

c. Recommended edits will be returned to the author for editing. The author will resubmit the 
product through the chain of command with an Action Memo requesting final command approval. 

(1) The Action Memo will contain a specific statement that the document is unclassified and 
approved for publication by the author’s immediate chain of command (pending a final security review). 

(2) The Action Memo will include the name, title, work phone number and signature of the 
author’s chain of command approving the manuscript for publication. 

d. The command approved manuscript will be returned to the author who will submit three copies to 
the Command Security Division (N75) for security review upon consultation with the ONI SJA and ONI 
PAO. The Command Security Division (N75) will forward the manuscript for security review and 
publication and dissemination approval to the Chief of Naval Operations, Special Assistant for Navy 
Investigative Matters and Security (OPNAV N09N) in appropriate circumstances. 

e. If applicable, OPNAV N09N will return recommendations, comments and information regarding 
additional routing of the document to ONI N75. After all security reviews are completed and required 
edits made by N7, the Cognizant Approval Authority for the Deputy Chief of Naval Operations for 
Information Warfare (N2N6) will grant final approval to publish. 

f. After receiving final approval the author may submit the manuscript for publication and 
dissemination. The author must provide two copies to the ONI PAO (N42) who will keep one copy and 
forward the other copy to the DON Chief of Information. 
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7. gQns&matwn 

a. Per references (e) through (g), in roost cases, an employee of the Federal Government cannot seek 
or accept payment from a source other than the Federal Government for any teaching, speaking, or 
writing activities (including original manuscripts) whose subject is clearly related to the employee’s 
official duties. 

b. Even if the activity is not related to the employee's official duties, payment may not be accepted 
if the employee used government materials or resources to conduct the activity, or if the employee 
conducted the activity during working hours. References (e) and (f) further address the issue of 
compensation for teaching, speaking, or writing activities, 

c. Per reference (g), certain restrictions on the acceptance of honoraria (e.g., payments of money or 
anything of value for appearances, speeches, or articles) may apply. 

d. References (e) through (g) are not mutually exclusive. Taken together, they provide a guide to 
the acceptance of compensation (money or otherwise) for appearances, speeches, or articles. However, 
due to the wide variety of exceptional circumstances that can arise, all personnel are strongly advised to 
consult the SJ A and the ONI PAO before agreeing to accept compensation or honoraria for any outside 
activities. 


8. Legal Matters . Additional questions regarding legal matters related to the publication of manuscripts 
(such as the use of copyrighted information in a manuscript or the ownership of copyright in works 
prepared by DON employees while on duty) should be referred to the SJA and the ONI PAO. 

9. Records Management . Records created as a result of this instruction, regardless of media and format, 
will be managed as per reference (h). 


10. Review and Effective Date. The SJA Office (00J) will review this instruction annually on the 
anniversary of the effective date to ensure applicability, currency, and consistency with Federal, DoD, 
SECNAV, and Navy policy and statutory authority using OPNAV 5215/40 Review of Instruction. This 
instruction will automatically expire 5 years after effective date unless reissued or otherwise canceled 
prior to the 5-year anniversary date, or an extension has been granted. 



JNALD P. DARNELL, JR. 
Chief of Staff 


Releasability and Distribution: 

This directive is not cleared for public release and is available electronically only via the classified ONI 
Directi ves Library SharePoint site at: 

httn://oni.oni. nmic.ic.gov/Admin/SitePages/QNl%20Directives%20Library f %20and%2QCiuid3nce,gspjE. 



DEPARTMENT OF THE NAVY 
OFFICE OF NAVAL INTELLIGENCE 
4251 SUITLAND ROAD 
WASHINGTON, DC 20395-2000 


IN REPLY REFER TO 
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9 Jun 10 


ONI INSTRUCTION 5870.IB 


Subj: APPROVAL PROCESS FOR PUBLICATION OF ORIGINAL WORKS 


Ref: 


(a) 

SECNAVINST 5720.44B 

(b) 

DOD 5105.21-M-l 

(c) 

SECNAV M-5510.36 

(d) 

5 CFR 3601.108 

(e) 

5 CFR 2635.807 

(f) 

5 CFR 2635.301 

(g) 

DOD 5570.7-R 

(h) 

SECNAV M-5210.1 

Purpos 

e. To provide policy 


1 . 

approval process for the public dissemination or publication of 
original manuscripts authored in a private capacity. 


2. Cancellation . ONIINST 5870.1A. 

3. Applicability . This instruction applies to all military, 
civilian, and contractor personnel employed by the Office of 
Naval Intelligence (ONI) and its Echelon III commands, including 
personnel on rotational and/or temporary duty assignments. 

4. Definition . A manuscript is defined as any original product 
including books, free-lance stories (factual or fictional), 
professional papers, notes, speeches, briefs, articles and 
training material. 


5. Background 

a. References (a) through (c) require personnel to submit, 
for review through the chain of command, draft manuscripts that 
discuss, concern or affect the plans, policy or operations 
programs of DoD; may contain SCI or SCI-derived information; or 
deal with special categories of information or critical military 
technology listed in Exhibit 8B of reference (c). 
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b. The ONI chain of command for the review of original 
works for publication includes, at a minimum, the Public Affairs 
Officer (PAO), Staff Judge Advocate (SJA), and Mission Support 
Directorate (MSD), Command Security Division (MSD-12). The SCI 
Non-Disclosure Statement signed by indoctrinated personnel 
provides for federal penalties when a manuscript is published 
without prior review. 

6. Procedures 


a. Prior to drafting a manuscript, the employee will submit 
the idea for a manuscript to their chain of command for consent 
to proceed. This will avoid wasted effort or unexpected 
problems upon completion of the work. 

b. In accordance with paragraphs (1) through (4) listed 
below, the employee will submit draft manuscripts for review, 
comment, and approval via their chain of command to the PAO and 
SJA. The manuscript will include a memorandum from the 
department head stating that the manuscript contains no 
classified information. 

(1) The manuscript will have a cover sheet that includes 
the author's name, department, work phone number, manuscript 
title, a distribution list of where the manuscript will be 
submitted and a statement from the author that the manuscript 
contains no classified material. If appropriate, note the 
intended date(s) or time frame(s) for publication. 

(2) The manuscript should be properly footnoted and 
referenced when appropriate and should contain a list of sources 
or a bibliography. 

(3) Per reference (d), the manuscript must contain a 
disclaimer statement on the title page regarding the views 
expressed by the author. The suggested disclaimer statement is: 
"The views and opinions expressed herein by the author do not 
represent the policies or position of the U.S. Department of 
Defense or the U.S. Navy, and are the sole responsibility of the 
author ." 


(4) The manuscript may contain a short biography of the 
author including the author's official title or position. 
However, the author's title or position should be given no more 
prominence than other significant biographical details. 
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c. Recommended edits will be returned to the author for 
editing. The author will resubmit the product through the chain 
of command with an Action Memo requesting final command 
approval. 

{1) The Action Memo will contain a specific statement 
that the document is unclassified and approved for publication 
by the author's immediate chain of command (pending a final 
security review). 

(2) The Action Memo will include the name, title, work 
phone number and signature of the author's chain of command 
approving the manuscript for publication. 

d. The command approved manuscript will be returned to the 
author who will submit three copies to the MSD-12 for security 
review. MSD-12 will forward the manuscript for security review 
and publication/dissemination approval to the Chief of Naval 
Operations and Special Assistant for Navy Investigative Matters 
and Security (N09N). 

e. If applicable, N09N will return recommendations, 
comments and information regarding additional routing of the 
document to MSD-12. After all security reviews are completed 
and required edits made MSD-12, as the Cognizant Approval 
Authority for the Deputy Chief of Naval Operations for 
information Dominance (N2/N6), will grant final approval to 
publish. 

f. After receiving final approval the author may submit the 
manuscript for publication and dissemination. The author will 
provide two copies to the ONI PAO who will keep one copy and 
forward the other copy to the Navy's Chief of Information. 

7. Compensation 

a. In accordance with references (e) through (g), in most 
cases, an employee of the Federal Government cannot seek or 
accept payment from a source other than the Federal Government 
for any teaching, speaking, or writing activities (including 
original manuscripts) whose subject is clearly related to the 
employee's official duties. 

b. Even if the activity is not related to the employee's 
official duties, payment may not be accepted if the employee 
used government materials or resources to conduct the activity. 


3 





ONIINST 5870. IB 
9 Jun 10 

or if the employee conducted the activity during working hours. 
References {e) and (f) further address the issue of compensation 
for teaching, speaking, or writing activities. 


c. Per reference (g), certain restrictions on the 


acceptance of honoraria (paymen 
for appearances, speeches, or a. 


d. References {e) through 
Taken together, they provide a 
compensation (money or otherwise 


s of money or anything of value 
tides) may apply. 


(g) are not mutually exclusive, 
guide to the acceptance of 

for appearances, speeches, or 


articles. However, due to the wide variety of exceptional 
circumstances that can arise, all personnel are strongly advised 
to consult the SJA and the ONI PAO before agreeing to accept 
compensation or honoraria for any outside activities. 


8. Legal Matters . Additional questions regarding legal matters 
related to the publication of manuscripts (such as the use of 
copyrighted information in a manuscript or the ownership of 
copyright in works prepared by DON employees while on duty) 
should be referred to the SJA and the ONI PAO. 


9. Records Management . Records created as a result of this 
instruction, regardless of media and format, shall be managed in 
accordance with reference (h). 


//S// 

J. TODD ROSS 


Distribution: 

Electronic, via Northstar web site 
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DEPARTMENT OF THE NAVY 
OFFICE OF NAVAL RESEARCH 
STS NORTH RANDOLPH STREET 
SUITE 1425 

ARLINGTON VA 22203-1995 _“ ’S, 

ONRINST 5570.2A 

BD043 

10 October 2006 


ONR INSTRUCTION 5570.2A 


From: Chief of Naval Research 


Sub j: PROCESSING OF UNCLASSIFIED TECHNICAL INFORMATION 


Ref: 


(a) DoD Directive 5230.25 

(b) OPNAVINST 5510.161 

(c) ONRINST 5570.1A 

(dj National Security Decision Directive 189 of 
21 September 1985 
(e) OCNRINST 5728.1 


1. Purpose . To revise the policy, procedures and guidance for 
processing unclassified technical information under the 
cognizance of the Office of Naval Research (ONR) prior to public 
release or other dissemination, and to implement the policy on 
withholding unclassified technical data from public disclosure 
per references (a) and (b). 


2. Cancellation . ONR Instruction 5570.2. This directive is a 
complete revision and should be read in its entirety. 

3 - Scope . This instruction applies to unclassified technical 
information only. Classified information is not authorized for 
public release. The provisions of this instruction apply to 
information generated by or for the ONR. ONR field activities 
shall develop compatible procedures for processing unclassified 
technical information in offices under their jurisdiction subject 
to local conditions. 


4. Definitions 


a. Technical Information . Technical information includes 
information or data which is related to research, development, 
engineering, test, evaluation, production, operation, use, or 
maintenance of hardware, software, or technology which advances 
the state-of-the-art or establishes a new art in an area of 
significant military application. For purposes of this 
instruction, technical information includes, but is not 
necessarily limited to: original papers, articles, abstracts, 
press releases, speeches, oral presentations, brochures, 
technical reports, technical documents, technical notes, letters 
to the editor, contractor reports, information summaries and 
compilations, invention disclosures, photographs, films, 
videotapes, slides, charts, graphs, drawings, and similar 
materials. 
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b. Distribution Statements . Distribution statements are 
those statements required for marking all scientific and 
technical documents generated by DoD funded Research, 

Development, Test and Evaluation (RDT&E) programs to denote the 
conditions of availability for distribution, release, or 
disclosure. Reference (c) issues procedures for assignment of 
distribution statements to classified and unclassified technical 
documents at ONR. 

c. Militarily Critical Technology . The term "militarily 
critical technology" refers to technologies that consist of (1) 
arrays of design and manufacturing know-how (including technical 
data); (2) keystone manufacturing, inspection, and test 
equipment; (3) keystone materials; and (4) goods accompanied by 
sophisticated operation, application, or maintenance know-how 
that would make a significant contribution to the military 
potential of any country or combination of countries and that may 
prove detrimental to the security of the United States. 

Protecting unclassified militarily critical technology is 
discussed in reference (b). 

d. Public Release . The term “public release" refers to the 
appearance of technical information in any type of media or forum 
open to the public. Information afforded public release must be 
regarded lost to DoD control and available not only to the U.S. 
public but also to foreign governments and interests. 

5. Policy . The Secretary of the Navy and others in the chain of 
command have expressed the need for accurate and timely reporting 
to the public of matters which it is entitled to know. Such 
information must be carefully reviewed with respect to security, 
authenticity, and Navy and DoD policies. All unclassified 
technical information resulting from fundamental research 
performed by universities and non-goverment laboratories under 
6.1 funding, and unclassified technical information resulting 
from research performed on-campus by universities under 6.2 
funding does not require review or approval prior to publication. 

a. ONR personnel are encouraged to report their findings 
orally before professional groups, in writing to professional 
journals, and through other means, but this must be done in 
consonance with the procedures outlined in this instruction. All 
unclassified technical information authored or co-authored by ONR 
personnel and intended for public release, except fundamental 
research co-authored with personnel of universities and non¬ 
government laboratories, shall undergo Command review and 
clearance. Information in any of the subjects outlined in 
paragraph 6g of this instruction must be approved by the 
Assistant Secretary of Defense (Public Affairs) (ASD(PA)) for 
public release. 
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b. All unclassified technical information generated by ONR 
contractors under classified contracts and intended for public 
release is subject to review and approval as described in this 
instruction. 

c. As indicated in reference (d), restrictions on the 
conduct and reporting of the results of unclassified 6.1-funded 
research and on-campus 6.2-funded university research are 
prohibited. However, when the results of this research are 
submitted to ONR contract monitors, it should be reviewed to 
determine if it contains data subject to export control 
regulations. Should that be the case, the principal research 
investigators should be informed so they can decide concerning 
the final publication of the research results. The exercise of 
sound judgement by all concerned is essential. 

d. For those rare exceptions where there is a high 
likelihood of disclosing performance characteristics of military 
systems, or of manufacturing technologies that are unique and 
critical to defense, 6.1-funded research and 6.2-funded on-campus 
university research may be reviewed providing agreement has been 
reached between the contracting parties prior to effecting a 
contract. 

e. When a request for approval to publish or present 
unclassified technical information in media available to the 
public is received, a decision shall be made by the Command 
regarding its releasability within 20 working days of receipt of 
the request. 

f. Unclassified press releases, brochures, and other 
promotional material, and technical material proposed for release 
to news media or publication in media open to the public, shall 
be reviewed for security, accuracy, and appropriateness prior to 
official release. 

g. Reference (b) addresses the need to protect unclassified 
technical data that disclose critical technology that may not be 
exported lawfully. It also establishes procedures for sharing 
export-controlled DoD technical data with qualified individuals 
and enterprises. 

6. Procedures . This section deals with material prepared by ONR 
Headquarters personnel and contractors. Other ONR activities 
shall develop compatible procedures for offices under their 
jurisdiction, using the headquarters procedures for guidance. 

All questions relative to this instruction shall be referred to 
ONR BD043. 

a. Unclassified technical information that requires review 
and approval for public release shall be submitted in the 
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following manner: 

(1) Professional Papers and Presentations by OMR 
Personnel. Two copies of all material prepared by ONR 
Headquarters employees and proposed for public release shall be 
attached to NAVONR 5510/7, Clearance Request for Public Release 
of DoD Information, and forwarded to the Director, Security 
Division, ONR BD043, via the review chain shown in Section V on 
the form. Material to be submitted must be doubled-spaced, on 
one side of the sheet only, and include all supplemental graphics 
such as photographs, charts, slides, graphs, and drawings. All 
proposed material submitted for public release shall be in final 
format. NAVONR 5510/7 is also required when submitting abstracts 
of professional papers and presentations requiring public release 
approval. 

(2) Contractor Submitted Material . The material must be 
typewritten or printed, double-spaced, on one side of the sheet 
only, and include all supplemental graphic materials. 

(3) Technical Publication . Unclassified technical 
reports, working papers, and - other materials prepared in house 
and intended for distribution outside of ONR shall be submitted 
in the same manner as described above for professional papers and 
presentations. Processing of contractor reports prepared under 
contract should begin the chain of review with the ONR 
headquarters code cognizant of the contract. 

b. The review chain for unclassified technical information 
generated in-house by ONR employees is as follows: 

(1) Author . The author shall complete all information 
required in Sections I through IV of the NAVONR 5510/7 except 
Items 19 and 20. 

(2} Immediate Supervisor or Division Director . The 
author's immediate supervisor or division director shall review 
the material to ensure that it is unclassified, and for technical 
accuracy and appropriateness of the proposed release, and 
indicate approval or disapproval on NAVONR 5510/7. 

(3) Department Director . The Director of the author's 
Department or Staff Office also shall review the material for 
security, quality, and appropriateness for release, determine 
whether or not the material contains militarily critical 
technology or export controlled data, assign an appropriate 
distribution statement to be applied to the material, and 
indicate approval or disapproval on the NAVONR 5510/7. 

Fundamental research will normally be marked "Approved for Public 
Release. Distribution is Unlimited." Exceptions must be 
accompanied by a written explanation. 
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(4) Patent Adviser, ONR BDCC . Material which may contain 
patentable subject matter shall be submitted to ONR BDCC, for 
review. 


(5) Public Affairs Office, ONR BDPA . Review material for 
public release in accordance with reference {e). 

(6) Head, Security Division, ONR BDQ43 . ONR BD042 shall 
review the material for compliance with the prescribed review 
process and with existing classification and security 
regulations, determine whether or not the material requires 
submission to Chief of Naval Operations (CNO) for approval and, 
if so, submit, indicate approval or disapproval for public 
release on the NAVONR 5510/7, and inform the author concerning 
the final determination. For papers co-authored with personnel 
of other U.S. Government and non-government activities, ONR BD043 
shall ensure that the activity or activities have participated in 
the clearance action. ONR BD043 shall maintain copies of all 
completed NAVONR 5510/7's as a record of actions taken on 
materials submitted by ONR Headquarters employees for public 
release review and approval. Any modification or revision to the 
proposed materal after final determination shall require 
resubmission in the same manner as stated in paragraph 6a(1). 

c. Material Submitted by Contractors 

(1) Author . Contractors are responsible for ensuring 
that their material contains only unclassified information, if 
the material is intended for public release, the author's letter 
to ONR BD043 shall contain information concerning the proposed 
media for public release, the date and location of publication or 
presentation, the identity of the sponsor and whether or not the 
sponsor is aware of the proposed release, the deadline date by 
which approval for public release must be obtained and the ONR 
contract number, and any other information useful for expediting 
the review and approval such as a copy of other agencies approval 
of the public release. Contractors must be aware that if the 
material being submitted contains a subject requiring review and 
approval by higher command, 30 or more working days following 
receipt of the material to be reviewed may be required for 
completion of the action depending on the amount of material to 
be reviewed and the number of agencies which must participate in 
the action. However, the results of unclassified research 
developed under contract and not specifically generated for the 
purpose of a public release shall be submitted directly to the 
contract monitor cognizant of the contract. 


5 



ONRINST 5570.2A 
10 October 2006 

(2) Head Security Division, ONE BD043 . Shall review 
contractor technical material submitted for public release on the 
basis of available guidance to ensure that it is unclassified, 
does not contain militarily critical technology or export 
controlled data, has not been previously approved for public 
release under like or similar conditions, and is appropriate for 
the proposed presentation or publication. If review and approval 
for public release by other activities or agencies, or by 
ASD(PA), is required, BD043 shall obtain review. Following 
determination of releasability of the material for the proposed 
presentation or publication, ONR BD043 shall inform the 
contractor concerning the results of the review, including any 
required changes, and shall assign a distribution statement to be 
applied to the material. If the material is approved for public 
release, the contractor shall be required to apply distribution 
statement A to all copies of the material in his or her 
possession. However, if the material is not approved for public 
release and distribution statement B, C, D, E, or X is assigned 
to the material, the contractor shall be instructed to retrieve 
and destroy all copies of the material or forward the copies to 
ONR BD043 for marking and disposition. ONR BD043 shall maintain 
records of all action taken on contractor materials submitted for 
public release review and approval. 

(3) Contract Monitor . Contract monitors shall be 
informed by ONR BD043 concerning all technical material submitted 
by contractors for public release approval under contracts for 
which they are responsible, including contracts which are no 
longer active. When ONR BD043 is unable to determine the 
classification and releasability of the material, or assignment 
of an appropriate distribution statement, BD043 may request 
assistance from the contract monitor. Unclassified contractor 
technical reports submitted directly to the contract monitor in 
accordance with contract provisions are to be reviewed for 
security, accuracy, quality, propriety, compliance with contract 
requirements, militarily critical techno ogy or export controlled 
data, distribution, and assigned an appropriate distribution 
statement. The contract monitor shall inform the contractor 
regarding any changes, approval, distribution, and markings 
applicable to the technical report prior to publication. Matters 
of security, accuracy, policy, etc., which cannot be resolved by 
the contract monitor, may be cleared through the review chain 
indicated above. 

d. Publi c Af fairs Matters. All matters having public 
affairs Implications snail be submitted to ONR Public Affairs, 

ONR BDPA, for coordination and processing in accordance with 
reference (e), except promotional materials submitted by 
contractors having classified contracts shall be processed by ONR 
BD043. 

e. Submission to Publisher or Conference Sponsor. Following 
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final clearance for public release, the author is responsible for 
submitting the material to the publisher or conference sponsor. 
The author must include, in a covering letter or on the material, 
the following statement: "This material is submitted with the 
understanding that right of reproduction for governmental 
purposes is reserved for the Office of Naval Research, Arlington, 
Virginia 22203-1995." 

f. Matters in Question . In any cases where there are 
questions of security, accuracy, propriety, militarily critical 
technology or export controlled data, and/or existing law and 
policy which cannot be resolved at the Command level, the 
material will be submitted by ONR BD043 to the Chief of Naval 
Operations (N09N2) for resolution. Papers submitted to CNO 
require at least four weeks lead time prior to date of 
presentation. 

g. Approval by DoD . Information proposed for open 
publication or other public release that concerns or affects the 
plans, policies, programs, or operations of the DoD or the U.S. 
Government prepared by DoD personnel either in an official or 
private capacity, or by DoD contractors, shall be submitted by 
ONR BDD43 via the Chief of Naval Operations (N09N2) to the 
ASD(PA) for review and clearance prior to disclosure if the 
information: 

(1) Originates or is proposed for public release in the 
Washington, DC area. This requirement applies only to senior 
level personnel, e.g., flag officers and SES, on a politically or 
militarily sensitive topic; 

(2) Meets any of the following criteria (if in doubt, 

submit): 


(a) Is or has the potential to become an item of 
national or international interest or has foreign policy or 
foreign relations implications. 

(b) Concerns high-level military or DoD policy or 
U.S. Government policy. 

(c) Concerns subjects of potential controversy among 
DoD components or with other Federal agencies. 

(d) Concerns the following subject areas: 

1 New weapons or weapons systems or significant 
modifications or~improvements to existing weapons or systems, 
equipment, or techniques. 

2 Military operations, operations security, 
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potential operations, and significant exercises. 

3 National command authorities and command posts. 

£ Military applications in space; nuclear 
weapons, including nuclear weapons effects research; chemical 
warfare; defensive biological and toxin research; and high-energy 
lasers and particle beam technology. 

5 Material, including that submitted by Defense 
contractors, involving militarily critical technology. 

6 Communications, security, signals intelligence, 
and computer security. 

7 others as the ASD(PA) may designate. This 
includes the special review requirements prescribed in the 
security classification guidance issued in connection with many 
Navy, DoD, and other O.S. Government programs. 

h. Abstracts . Notes, abstracts, or outlines shall not be 
cleared as substitutes for a complete text. Abstracts to be 
offered or published in advance require clearance, although 
clearance of an abstract does not obviate submission of the full 
text for its clearance. If an abstract is cleared in advance, 
that fact shall be noted on the transmittal when the full text is 
submitted. 

i. Reuse of Cleared Material . Once material has been 
cleared, authors normally may submit the material to more than 
one publisher or present the material at more than one meeting. 
However, ONR BD043 must be notified prior to each subsequent 
presentation or publication to assess the security implications. 
If any significant change in information to be released is made 
after clearance, or to make previously disapproved material 
suitable for clearance, the material must be reviewed and cleared 
by the same authorities who approved or disapproved the original 
clearance. 

j. Clearance for Closed Conferences . Only unclassified 
technical material prepared by contractors in connection with or 
related to classified contracts requires review and approval for 
presentation at closed conferences or for publication in 
classified literature. Approval by the contract monitor normally 
is all that is required in this situation. 

7. Inquiries . All inquiries concerning processing of 
unclassified technical information for public release or for 
other purposes, including determination of the proper channels 
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for review and approval or other action, shall be referred to the 
Director, Security Division. 

8. Forms ■ NAVONR 5510/7 (Rev. 5/06), Clearance Request for 
Public Release of DOD Information, is available electronically 



Distribution: 

SNDL: C20 (Shore Based Detachments, CNR) 

E3A (Laboratory, Research (Codes 1000, 1006.5) 

E3B (Research Office) 

PMR-51 

ONR All Hands (via electronic distribution 
Copy to: 

SNDL A3 (Chief of Naval Operations (0P-09N only)) 

BIB (Secretary of Defense, Offices of the)(ASD(PA) only) 
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DEPARTMENT OF THE NAVY 

STRATEGIC SYSTEMS PROGRAMS 
1931 JEFFERSON DAVIS HIGHWAY 

ARLINGTON VA 22202-3518 in reply refer to 

SSPINST 5540.2D 
162 

18 Feb 1999 

SSP INSTRUCTION 5540.2D 

From: Director, Strategic Systems Projects 

Subj: POLICY AND PROCEDURES FOR SECURITY REVIEW REQUESTS FOR THE 

PUBLIC RELEASE OF UNCLASSIFIED INFORMATION GENERATED UNDER 
THE DIRECTOR STRATEGIC SYSTEMS PROGRAMS 

Ref: (a) SECNAVINST 5510.34 

(b) OPNAVINST 5510.161 
(C) OPNAVINST 5510.1H 

(d) DoD 5220.22-M (NISPOM) of January 1995 

Enel: (1) Sample Request Letter 

(2) SSP Headquarters Review Procedures 

(3) SSP Internal Security Review Record 

1. Purpose . This instruction defines SSP policy and procedures 
for subject requests in accordance with Department of the Navy 
(DON) requirements listed in references (a),(b) and (c). This 
instruction does not apply to the following: 

a. Requests to publish or distribute brochures, promotional 
literature, or similar material containing classified information 
which shall be processed in accordance with references (c) 

and (d). 

b. Requests to disclose classified information at a 
conference, seminar, symposium, exhibit, convention, or other 
gathering which shall be processed in accordance with references 
(c) and (d) . 

c. Requests made under the Freedom of Information Act and 
implementing regulations. 

2. Cancellation . SSP instruction 5540.2C is cancelled. This 
instruction is a complete revision and should be reviewed in its 
entirety. 

3. Policy . An important DON objective is protection of the 
United States' lead in military application of technology. To 
further this and other DON objectives, the Strategic Systems 
Programs (SSP) shall follow security review procedures that 
enable its personnel to make determinations and recommendations 
on the proposed releases of unclassified information that are 
consistent with law, regulation and policy. 
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18 Feb 1999 

4. Distribution Statements . The following distribution 
statements are authorized for use on technical documents 
(summarized from reference (c), Annex 12B): 

a. DISTRIBUTION STATEMENT A: Approved for public release; 
distribution is unlimited. 

b. DISTRIBUTION STATEMENT B: Distribution authorized to 
U.S. Government agencies only; (reason/date). Other requests for 
this document must be referred to SSP. 

c. DISTRIBUTION STATEMENT C: Distribution authorized to 
U.S. Government agencies and their contractors; (reason/date). 
Other requests for this document must be referred to SSP. 

d. DISTRIBUTION STATEMENT D: Distribution authorized to DoD 
and DoD contractors only; (reason/date). Other U.S. requests 
shall be referred to SSP. 

e. DISTRIBUTION STATEMENT X: Distribution authorized to 
U.S. Government agencies and private individuals and enterprises 
eligible to obtain export-controlled technical data in accordance 
with OPNAVINST 5510.161. Other requests must be referred to SSP. 

5. Review Processing 

a. Applicability . These procedures are binding on all 
programs over which the DIRSSP exercises technical direction. 

b. Submissions 


(1) Unsecured electronic transfer (fax, internet) of the 
document including draft preparation is prohibited prior to SSP 
Headquarters review. Transfer on a secured system is authorized. 

(2) Subcontractors shall forward their requests for 
review via the cognizant prime contractor. The prime 
contractor's endorsement is required prior to SSP commencing its 
review process. 

(3) Prime contractors shall forward their requests for 
review to DIRSSP (SP-162) as detailed in Item 12 of DD Form 254 
for the cognizant contract. 

(4) Government agencies shall forward their review 
requests directly to SSP Headquarters, Security Office (SP-162). 
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c. Timeliness 


(1) Routine Requests. The SSP Program Management Office 
(PMO) will complete its review within 30 days, and SSP 
Headquarters will normally complete its review within 45 working 
days from date of receipt at Headquarters. Enclosure (2) 
provides the normal SSP Headquarters review process. 

(2) Priority Requests. Priority review may be requested 
if extenuating circumstances exist, but such review is at the 

discretion of the cognizant branch head. Request for priority 
attention will also include the written concurrence of the 
Project Manager, Division Manager and the Senior SSP Program 
Management Officer. 

No guarantee is given that a request for priority review 
will be honored. "Extenuating circumstances" refer to unforeseen 
circumstances beyond the author's control. 

d. Other Authority Review . If a request must be forwarded 
to higher or other authority for release, the originating 
agency/prime contractor will receive a copy of the forwarding 
letter. 

6. Action 


a. The Originating Agency will: 

(1) Include all information as listed in enclosure (1) 
in accordance with the security classification guidance detailed 
in item 13 of DD Form 254 for the prime contract. The author is 
responsible for ensuring the final paper is in the clearance 
process with sufficient time for the complete review by his/her 
agency, cognizant PMO and SSP Headquarters. 

(2) Submit two copies of each proposed release for the 
review process. Actual photographs and slides must be submitted 
and properly cross-referenced to related narrative material. 
Photocopies of photographs and slides will not be accepted and 
will delay the review. 

(3) Forward via the cognizant SSP PMO. 

b. SSP Program Management Office will: 

(1) Require that papers conform to the specifications 
contained in subparagraph 6a2 above. The PMO will return to the 
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prime contractor all submissions which do not satisfy these 
requirements. 

(2) Forward the request with its endorsement to DIRSSP 
(SP162). This endorsement should make an explicit statement as 
to the technical accuracy, security classification, and benefit 
to the U.S. Government if released. 

(3) Provide specific guidance on SSP public release 
policy and procedures in accordance with this instruction to its 
cognizant contractor(s). 

c. SSP Security Manager (SP-162) will: 

(1) Ensure all requests received in SSP Headquarters are 
reviewed in accordance with requirements of this instruction. 

(2) Coordinate the processing of the request and ensure 
enclosure (3) is completed. 

(3) Prepare endorsement to other authority for further 
review, if required, or decision letter to the originator, or to 
prime contractor, with copy to cognizant PMOSSP. 

d. Branch Heads or Assistant Branch Heads will: 

(1) Ensure requests are completely reviewed with respect 
to all relevant categories of information, including critical 
technology and export-controlled information, and sign enclosure 
(3). As needed, SP28 is ready to provide policy interpretation 
for critical technology to the branch. 

(2) Forward entire package to next review official or 
return to SP162. 

7. Forms . SSP 5540/2 (Rev 9/98) will be stocked in Room 823, 

SSP Security Office. 



Distribution: (See next page) 
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Distribution: 

SP2 

SP3 

SP5 

SP9 


This directive is stocked by: 

Director, Strategic Systems Programs (SP-161) 
1931 Jefferson Davis Highway 
Arlington, VA 22202-3518 
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SAMPLE REQUEST 

To: Director, Strategic Systems Programs 

Attn: Security Manager, SP-162 
1931 Jefferson Davis Highway 
Arlington, VA 22202-3518 

Subj: Request for Clearance of Material for Public Release 

Contract No.: 

Enel: (1) Title of Material 

(two copies of enclosure(s)) 


1. The author(s) seeks permission 
material for: 


Event/Publication: 

Meeting Sponsor: 

Location: 

Date of Meeting: 

Date due at Sponsor/Publisher: 
SSP Cognizant Branch 


to present (publish) this 


(as appropriate) 
(as appropriate) 
(as appropriate) 
(as appropriate) 
(as appropriate) 


2. Request enclosure (1) be approved for public release in 
accordance with the security classification guidance detailed in 
item 13 of DD Form 254 for the above contract number. This 
material was reviewed by the (agency name) security 
classification, legal, and program office (as appropriate). The 
information is unclassified and recommended for public release. 

3. Point(s) of contact information (name/telephone number). 


Enclosure (1) 
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SSP HEADQUARTERS REVIEW PROCEDURES 


SP-162 

Receives, reviews, 
logs and forwards request 
to Cognizant Branch 

I 

Branch Review 

Including Critical Technology/ 
Export Control 

i 

Branch Head or Assistant 
Completes review and 
forwards package to SP-200 
or returns to SP-162 

I 


I 

SP-162 
Returns to 
originator/ 
prime contractor 

I 

SP-20 

Final policy review 
and comments; 
returns to SP-162 

i 

SP-162 

Prepares response or 
forwarding endorsement 


SP-200 

Technical review 
and comment; 
forwards to SP-20 



Enclosure (2) 
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SSP INTERNAL SECURITY REVIEW RECORD 

Date: 


From: SP- 162 / 

To: SP- / 

Internal Branch Staffing: 

SP- _ /_ , SP- _____ /_ , SP- _ /_ , SP- _ /__ 

SP- _ /_ , SP- _ /_ 

If critical technology or export-controlled data identified, 

Branch POC must review: SP- _ / _ 

Branch Head/Asst SP- _ /_ , SP-200 _ , SP-20 _ , SP-162 

Subj : REQUEST FOR INTERNAL SECURITY REVIEW, CASE NO. _ 

Ref: (a) SSPINST 5540.2D 

(b) SSPINST S5513.5, enclosure (27) 

Enel: (1) _ 


SSP Contract Data Subcontract Data (w/Prime's comments) 


Contract Number: N00030- 

Corporate Promotional Item 


1. Request you review enclosure (1) for technical accuracy, 
correctness of security classification, and whether release of the 
material is within DIRSSP's authority in accordance with references 
(a) and (b). Your comments and recommendation must be recorded on the 
reverse side of this request. 

2. Enclosure (1) and the first endorsement (on reverse) should 

be returned to the Security Office by COB _ 

If you have any questions on this matter, please contact SP-1622, 
607-2689. 


SSP 5540/2 (9/98) 


Enclosure (3) 
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FIRST ENDORSEMENT 

From: SP- _ 

To: SP- 162 

1. Returned. Enclosure (1) : 

a. Contains accurate technical information 
Contains inaccurate technical information 
(Return to originator, see Comments.) 

b. Correctly classified 

Incorrectly classified (Return to originator, see Comments.) 


c. Within DIRSSP's authority to release 

Not within DIRSSP's authority (Forward to higher authority 
for review and release.) 

d. Contains no critical military technology 
Contains critical military technology (See Comments) 

e. Contains no export or sensitive technology or information 
Contains export or sensitive technology or information (See 
Comments) 


2. Based on the above criteria, the following release 
recommendation is: (Justification provided in Comments.) 

_ DO NOT RELEASE 

_ RELEASE FOR PUBLIC DISTRIBUTION (STATEMENT A) 

RELEASE WITH LIMITED DISTRIBUTION (and mark appropriate 

_ statement below) 

STATEMENT B (U.S. Government agencies only) 
STATEMENT C (U.S. Government agencies and their 
qualified contractors only) 

STATEMENT D (DoD and DoD contractors only) 
STATEMENT X (U.S. Government agencies, private 
individuals/enterprises—EXPORT CONTROLLED) 

COMMENTS: (Attach additional sheets, if necessary) 


Signature 


Enclosure (3) 
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DEPARTMENT OF THE NAVY 

NAVAL RESEARCH LABORATORY 
4555 OVERLOOK AVE SW 
WASHINGTON DC 20375-5320 


26 May 17 


From: Commanding Officer, Naval Research Laboratory 

To: Head, SECNAV/CNO FOIA/PA Program Office (DNS-36) 

Subj: FREEDOM OF INFORMATION CASE #: DON-NAVY-2016-004460 

Ref: (a) Email: TASKER: SHORT SUSPENSE: FREEDOM OF INFORMATION ACT 

(FOIA) REQUEST, FOIA CASE NUMBER DON-NAVY-2016-004460 
(b) FOIA NRLINST 5720.5F, 21 Nov 97 


1. In response to reference (a), the following is provided: 

a. The Naval Research Laboratory (NRL) does not provide pre-publication reviews for non- 
official works, or work product not owned or controlled by the NRL, and as such, does not have local 
policy or instructions concerning the review and/or release of private works of current or former NRL 
employees. Hence, the NRL does not record this type of data. Although the NRL does not perform this 
type of pre-publication review, the data, if collected, would be as follows: 

(1) Total number of individuals who submitted works for review: 0 

(2) Total number of works submitted for review: 0 

(3) Total number of submissions approved without change: 0 

(4) Total number of submission returned with proposed redactions or other modifications: 0 

b. Although the NRL has no information to provide in response to the request concerning pre¬ 
publication reviews of private works, it does perform reviews on official NRL-owned works (i.e. 
materials outside of the scope of this FOIA request). The NRL instructions pertaining to pre-publication 
review of official NRL released (internal or external) publications are as follows (and are attached to this 
response): 


(1) Public Affairs Program NRLINST 5720.2F, 8 Feb 94 

(2) Establishment of Strategic Communications Office (NRLNOTE), 27 Mar 15 

(3) Publications Program NRLINST 5600.2, 14 Mar 96 


2. If you require additional i nformation reg arding this matter, please contact the NRL FOIA Office at 

Pl ease refer the FOIA case number DON-NAVY-2016- 

004460. 



M.C. BRUI 




NAVAL RESEARCH LABORATORY 
Washington, D.C. 


NRLINST 5600.2 
Code 5230 
14 March 1996 

NRL INSTRUCTION 5600.2 

From: Commanding Officer 

To: Distribution List D 

Subj: PUBLICATIONS PROGRAM 

Ref: (a) SECNAVINST 3900.35C, Dissemination of Department of 

Defense Technical Information 

(b) SECNAVINST 3900.43A, Navy Scientific and Technical In¬ 
formation Program 

(c) NCCOSC TD 2210, STI Handbook 

(d) NAVSO P-35, Department of the Navy Publications and 
Printing Regulations 

(e) SECNAVINST 5600.16A, Review of Department of the Navy 
Publications; procedures governing 

(f) ANSI Z39.1B-1987, American National Standard for 
Information Sciences: Scientific and Technical Reports 
- Organization, Preparation, and Production 

(g) ANSI/NISO Z39.23-1990, Standard Technical Report 
Number (STRN) Format and Creation 

(h) SECNAVINST 5600.20, Department of the Navy Graphic De¬ 
sign Standards 

(i) NRL Report Formats , NRL Publication NRL/PU/5230-93- 
0241 

(j) NRLINST 5720.2F, Public Affairs Program 

(k) NRLINST 5070.1G, Procurement of Published Material 

Enel: (1) Matrix of Site-Specific Administrative Responsibili¬ 
ties 

(2) Matrix of Site-Specific Review Responsibilities 

(3) NRL Publication Numbering System 

(4) Publication Approval (HQ-NRL 5219/1) 

(5) Publication or Presentation Release Request (HQ-NRL 
5511/6) 

(6) Publications Log (HQ-NRL 5600/3) 

(7) Report Documentation Page (SF 298) 

1. Purpose . To provide policies and procedures regarding the 

preparation, review, certification, and production of official 

publications or presentations by or for NRL. 
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2. Scope . This instruction applies to all NRL sites. Site-spe¬ 
cific functions and codes are identified in enclosures (1) and 
(2). The term "Site Technical Information Office" (STIO) as 
used in this instruction refers to the offices at each site 
(Washington, Stennis, and Monterey) that perform the publica¬ 
tions processing function. 

3. Cancellation . This instruction cancels and supersedes 
NRLINST 5600.3B, NRLINST 5600.1A, and NOARLINST 5219.1. It is a 
complete revision and should be reviewed in its entirety. 

4. Information . References (a) and (b) authorize NRL to publish 
information necessary to carry out its mission. References (b) 
and (c) also describe the Department of the Navy (DON) 

Scientific and Technical Information Program (STIP) . References 
(d) and (e) establish policy, regulations, and guidelines for 
DON publications and mandate that the Defense Printing Service 
(DPS) serve as the central printing and publications management 
organization responsible for a coordinated publications and 
printing program. References (f) and (g) provide directions for 
preparing scientific and technical reports. Reference (h) 
establishes graphic design stan-dards for a uniform DON identity 
in printed material. Because the guidance contained in 
references (f) through (h) and in this in-struction is 
necessarily general, consult reference (i) for spe-cific 
guidelines. Copies may be obtained from any STIO. 

5. Policy . Publications are vital to NRL's research efforts be¬ 
cause they document NRL's work and provide the essential commu¬ 
nication link and technology transfer medium for research and 
development. NRL's productivity as a research organization is 
visibly measured by its publications. Its research results are 
disseminated internationally to sponsors, to the scientific and 
technical research communities, and to the public. It is NRL's 
policy to ensure the complete and timely exchange of all tech¬ 
nical information generated by or relevant to the pursuit of DON 
programs to appropriate audiences, in full consideration of na¬ 
tional security and in accordance with current export control 
and public release guidelines, by: 

a. making information about NRL scientific and technical 
work available in various publications that can be referenced 
through libraries, systems of data storage and retrieval, and 
data repositories; and 

b. providing descriptions of facilities, research, and 
results to sponsors and others qualified to receive them. 
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6. Procedures . NRL disseminates the results of its research 
through internally and externally published documents. 

a . Internally Published Documents 


(1) NRL Reports (or Formal Reports) are NRL's most care¬ 
fully prepared scientific and technical publications. They are 
used to report substantial and significant NRL research that has 
been completed or has reached a conclusive point. All NRL 
Reports are edited by the STIO; however, they are not restricted 
by the space and graphic limitations often found in journals. 

NRL Reports can range from amplifications of journal articles to 
lengthy books. They may use complex typography, elaborate 
graphic elements, and other unusual materials that explain the 
project. NRL Reports are submitted to the Defense Technical In¬ 
formation Center (DTIC) (see enclosure (1)). 

(2) NRL Memorandum Reports (called Memo Reports or Infor¬ 
mal Reports) describe NRL research that is less complete, less 
definitive, or of more limited interest than that documented in 
NRL Reports. NRL Memorandum Reports can be status reports or 
periodic progress reports on specific research programs or 
proposals for research projects. They also can contain prelimi¬ 
nary sets of findings or information, planning documents, infor¬ 
mal data collections, or results of a special experiment 
designed to solve a specific urgent problem posed by the fleet. 

These reports have a more limited audience and a shorter period 
of interest than do NRL Reports due to their informal nature. 

They generally are not edited by the STIO. NRL Memorandum 
Reports are submitted to DTIC. 

Either the originating research office or the STIO can prepare 
the final manuscript for NRL Reports or NRL Memorandum Reports. 

In either case, authors submit their reports to the STIO for 
report numbering, proofreading or editing (as required), 
reproduction, and distribution. 

(3) NRL Publications are general-purpose publications 
that cover a wide variety of subject material. This category 
includes the broad spectrum of publications originated by NRL 
that are not appropriate for publication as NRL Reports or NRL 
Memorandum Reports; these NRL Publications do require official 
approval and/or retrievability. NRL Publications may include 
but are not limited to: 

(a) descriptions of research programs and projects 
(may be specific or all-encompassing, such as the NRL Review ); 
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(b) descriptions of matters related to NRL functions 
and operations (such as the NRL Fact Book ); 

(c) proceedings of such activities as meetings, con¬ 
ferences, and symposia; 

(d) descriptions of research facilities (such as spe¬ 
cial reports and facilities brochures) ; 

(e) letter reports that are distributed as enclosures 
to correspondence; and 

(f) descriptions of NRL-developed or -modified equip¬ 
ment, instruction manuals, or procedures that result from re¬ 
search efforts. 

b. Externally Published Documents by NRL authors include the 
results of research disseminated through the following 
categories: 

(1) Journal Article 

(2) Journal Other 

(3) Abstract 

(4) Book (Author) 

(5) Book (Editor) 

(6) Book Chapter 

(7) Proceedings of Professional Society Conferences 

(8) Proceedings of Other than Professional Society Con¬ 
ferences 

(9) Oral Presentation, Transcript, Outline, Summary, or 

Abstract 

c. Contractor-Prepared Documents and Presentations are pre¬ 
pared for NRL by private firms or universities and must meet the 
requirements of this instruction and of reference (j), paragraph 
4(a)(7). 

d. Preprints and Page Charges are covered by reference (k). 

7. Expediting Unclassified Internally Published Documents . 

After division head approval, forward one copy of the division- 
approved document to the STIO for preliminary editing and/or 
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production only; forward another copy through the regular 
approval channels as described. The STIO shall ensure that all 
proper publication release and approval authorizations have been 
obtained before releasing the document for printing or 
reproduction. 

8. Numbering System . All internally and externally published 
documents must be entered into the official numbering system, 
based on the Standard Technical Report Number (see reference 

(g)). Enclosure (3) gives instructions and examples for issuing 
numbers and maintaining a Publications Log (HQ-NRL 5600/3) 
(enclosure (6)). All internally published documents are 
assigned numbers by the STIO; authoring codes are responsible 
for assigning numbers to externally published documents. 

9. Review and Approval . All material processed for printing, 
reproduction, or release from NRL must receive official approval 
on Publication Approval (HQ-NRL 5219/1) (enclosure (4)) or 
Publication or Presentation Release Request (HQ-NRL 5511/6) 
(enclosure (5)). Review and final approval responsibilities are 
discussed in paragraph 10 below. 

a. Internally Published Documents (i.e., NRL Reports, NRL 
Memorandum Reports, and NRL Publications) are reviewed for 
necessity, accuracy, applicability, adequacy, judiciousness of 
purpose, good taste, and compliance with existing law and 
national and DON policy (in accordance with reference (e)) 
before official release. If, after review, the proposed 
internally published document does not meet these requirements, 
it will be withdrawn and modified as necessary before publica¬ 
tion. Internally published documents are approved via enclosure 
(4). 


b. Externally Published Documents are approved for release 
via enclosure (5), using the criteria specified above. 

c. Contractor-Prepared Documents are approved on either 
enclosure (4) or (5), as applicable. If the author is a non-NRL 
employee, the Contracting Officer's Representative (COR) also 
signs the appropriate form. If the paper has one or more NRL 
authors, any NRL author may sign. Also see appropriate contract 
regulations and reference (j) for any other requirements regard¬ 
ing contractor-prepared documents. 

10 . Responsibilities 


a. Commanding Officer (Code 1000) and Director of Research 
(Code 1001) are the final approval authorities when more than 


(R 
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one directorate is involved and when NRL is affected as a whole. 

b. Associate Directors of Research; Director, Naval Center 
for Space Technology; and Division Heads shall: 

(1) ensure that all personnel within their organizations 
comply with the contents of this instruction; 

(2) ensure that all publications, whether internal or ex¬ 
ternal and whether prepared by NRL personnel or their contrac¬ 
tors, carry an official NRL number and are reviewed and approved 
in accordance with this instruction; 

(3) ensure that all reviews have been conducted for all 
publications and presentations before their official release; 

(4) track progress of all externally published documents 
that have been approved for release and, immediately upon publi¬ 
cation , forward a copy of all published material to the Research 
Library Branch (Code 5220) for retention; 

(5) maintain bibliographic records of all papers once 
they are actually published; 

(6) at the end of each calendar year, provide Code 5220 
with a list of externally published documents - including 
journal articles, conference papers, books, and book chapters - 
providing a full bibliographic citation (author(s), title, 
publication, volume, pages (s), date, etc.); and 

(7) in the case of official internal publications, such 
as NRL Reports or NRL Memorandum Reports, that are issued only 
in electronic format, ensure that Code 5220 receives an elec¬ 
tronic copy of the publication in a format appropriate for 
archiving. 

NOTE : Responsibilities listed above may be delegated, in whole 

or in part, to the STIO at the discretion of the responsible 
authority. 

c. Branch Heads shall: 

(1) review manuscripts for technical accuracy and obvious 

flaws; 

(2) check the material for possible sensitive (i.e., 
classified or export controlled) material; 


6 



NRLINST 5600.2 
14 March 1996 


(3) ensure that the submitted material is complete (in¬ 
cluding, text, tables, illustrations, appendices, and the prop¬ 
erly completed draft Report Documentation Page (SF 298) (enclo¬ 
sure (7)), if required; and 

(4) forward properly completed enclosure (4) or (5) . 

d. Local Security Review shall: 

(1) Review for approval all material, including distribu¬ 
tion lists, prior to official release with regard to security 
matters; and obtain approvals from external sources when 
required. For unclassified, unlimited-distribution material 
only, forward approved package for local Public Affairs Review. 

NOTE : Approval of an abstract by Security Review does not imply 
approval of the paper. The paper or published version of the 
presentation must be approved in its entirety by the Classifica¬ 
tion Management and Review Section (Code 1221) before its 
official release. 

(2) IMMEDIATELY notify originating divisions of approval. 

(3) Assign a release number to all approved publications 
and presentations. 

(4) Enter data regarding outside release of publications 
into the Code 5220 database (Code 1221) or provide data in ma¬ 
chine-readable form on a monthly or more frequent basis. 

(5) Retain a copy of all approved releases. 

e. Local Public Affairs shall, prior to their official re¬ 
lease, review all publications and presentations prepared as un¬ 
classified/unlimited-distribution with regard to public dis¬ 
tribution, and shall return them to the author for resolution if 
any discrepancies are noted. 

f. Local Legal Counsel shall, prior to their official 
release, review all publications and presentations with regard 
to invention disclosures and patent protection, and shall return 
them to the author for resolution if any discrepancies are 
noted. 

g. Research Library Branch (Code 5220) is responsible for 
archiving all NRL internal research publications (NRL Reports, 

NRL Memorandum Reports, and NRL Publications) regardless of 
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format. Code 5220 shall: 

(1) permanently retain two copies of NRL Reports and NRL 
Memorandum Reports to ensure that the results of NRL research 
are readily available to NRL researchers and others with a 
legitimate interest or need to know; in the case of publications 
issued only in electronic format, maintain an archival copy to 
provide convenient and immediate accessibility as well as future 
access to NRL data and research results; and migrate electronic 
publications forward as technologies develop to ensure future 
availability; 

(2) provide overall maintenance of the publications data¬ 
base and provide written status reports to Code 1001, as 
required; 

(3) compile an annual bibliography of publications; 

(4) indefinitely retain records of publications/presenta¬ 
tions that have been approved for release; indefinitely retain 
records of those materials that have been published; and 

(5) permanently retain one copy of each published paper, 
h. STIOs shall: 

(1) manage NRL's publications program in accordance with 
applicable regulations and instructions on a unified NRL-wide 
basis; 

(2) interpret printing and publication regulations as 
well as issue guidelines for the publications program; 

(3) provide publication editing and production support 
services as required to meet NRL's publishing needs; 

(4) review publications for format adherence and quality 
assurance before printing; 

(5) ensure that all publication release and approval sig¬ 
natures have been obtained before releasing the document for 
printing or reproduction; 

(6) prepare final covers and SF 298s for all NRL Reports 
and NRL Memorandum Reports; 

(7) prepare DOD Printing Requisition/Order Forms (DD-282, 
DD-283, or other DPS requisition as locally specified) for 
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printing/reproducing all approved reports and publications 
( NOTE : Only STIOs are authorized to procure printing and repro¬ 
duction of reports and publications); and 

(8) provide two copies of NRL Reports and NRL Memorandum 
Reports to Code 5220 for permanent retention. 

i. Site-specific administrative and review responsibilities 
are provided in enclosures (1) and (2) . 

11. Forms Availability . DOD Printing Requisition/Order (DD 282 
(4-71)), Defense Printing Service Requisition - Short Form (DD 
283 (3-51)), Publication Approval (HQ-NRL 5219/1 (Rev. 1-96), 
Publication or Presentation Release Request (HQ-NRL 5511/6 (Rev. 
1-96)), Publications Log (HQ-NRL 5600/3 (Rev. 12-95)), and 
Report Documentation Page (SF 298 (Rev. 2-89)) are available 
from the NRL-DC Forms Supply Store (Code 5261.2), Building 222, 
Room 174; NRL-MRY (Code 7502); and NRL-SSC (Code 7033.2). 
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Matrix of Site-Specific Administrative Responsibilities 



NRL-DC 

NRL-SSC 

NRL-MRY 

Responsibility 

Washinqton 

Stennis 

Monterey 

Site Technical Information 

Office 1 

Publications 
Branch 
(Code 5230) 

Tech Info 
(Code 7032) 

Publications 
(Code 7502.3) 

Assign publication numbers: 

Internal 

External 

Publications 

Branch 

Divisions 

Tech Info 

Tech Info 

Publications 

Publications 

Track publications: 

Internal 

Publications 

Branch 

Tech Info 

Publications 

External 

Divisions 

Tech Info 

Publications 

Enter data regarding outside releaj 
into NRL Research 

Library database 

Security 
(Code 1221) 

Tech Info 

Publications 

Branch 

Maintain publications database: 




Internal 

External 

Research 

Library 

Tech Info 

Research 

Library 

Forward publications, 
bibliographic data, and required 
published copies to NRL Research 
Library 

Research 

Library 

Tech Info 

Publications 

Compile hardcopy list of 

publications: 

forward to Divisions for 

verification/corrections (each 

January) 

Research 

Library 

Research 

Library 

Research 

Library 

Compile annual bibliography of 
publications 

Research 

Library 

Research 

Library 

Research 

Library 

Retain (indefinitely) records 
in publications database of 
publications/presentations 
approved for release 

Research 

Library 

(for all sites) 

Tech Info 
(Local Only) 

Publications 
(Local Only) 

Retain (indefinitely) records 
in publications database of 
publications/presentations publish* 

Research 

Library 

(for all sites) 

Tech Info 
(Local Only) 

Publications 
(Local Only) 






1 Site Technical Information Office codes are listed on this line and not repeated in the rest of 
the matrix to improve clarity. 
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Submit reports to DTIC 

Publications 

NRL-SSC Site 



Branch 

(via distribution) 

Library 

Publications 


Enclosure 


( 1 ) 
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Matrix of Site-Specific Review Responsibilities 


Responsibility 

NRL-DC 

NRL-SSC 

NRL-MRY 

Washinqton 

Stennis 

Monterey 

Site Technical Information 

Office 2 

Publications 

Branch 
(Code 5230) 

Tech Info 
(Code 7032) 

Publications 
(Code 7502.3) 

Review Publication Submission 
Package; ensure package is 
complete: 

Text, disks, tables, figures, 
appendices, draft SF 298, 
proper approval form 

Branch Head 

Branch Head 

Publications 

Review for Technical Accuracy 

Branch Head 

Security 
(Code 7031) 

Section Head 

Militarily Critical Technology 
Review 

Division Head 

Security 
(Code 7031) 

Branch Head 

Classification Review: 3 

Obtain external review when 
required. 

Retain copy of approval form. 
Forward for Public Release 
review. 4 

Security 
(Code 1221) 

Security 
(Code 7031) 

Branch Head 

Public Release Review 

Public Affairs 
(Code 1230) 

Security 
(Code 7031) 

Security 
(Code 7031) 

Patents/Invention Disclosure 
Review 

Associate 
Counsel, Patents 
(Code 3008.2) 

Office of 
Counsel 
(Code 3008.3) 

Office of 
Counsel 
(Code 3008.3) 

Review accuracy of 
bibliographic information 

Research 

Library 

Tech Info 

Publications 


2 Site Technical Information Office codes are listed on this line and not repeated in 
the rest of the matrix to improve clarity. 

3 Approval of an abstract does NOT imply approval of its paper or presentation; they 
are reviewed separately before release. 

4 Unclassified, unlimited-distribution only. 
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NRL Publication Numbering System 


Internally Published Documents 


When an internally published document is received in the STIO 
for processing, it is assigned a number according to its 
publication type. Examples are as follows: 

NRL Report (FR): NRL/FR/5160—92-9143 

NRL Memorandum Report (MR): NRL/MR/4440--92-6544 

NRL Publication (PU) : NRL/PU/4830 — 92-0123 

Activity _| I I I I 

Pub Type _ | | | | 

Originating Code* _| | | 

Calendar Year __| | 

Sequential Number _| 


*Branch code or above 
Externally Published Documents 


Originating divisions must assign standard identification 
numbers to each document prior to submitting it for routing and 
approval for release. Each division will maintain its own logs 
of sequential numbers for each type of publication. This is the 
same numbering system used for internally published documents. 

Categories are as follows: 

Journal Article (JA): 

Journal Other (JO): 

Abstract (AB): 

Book (Author) (BA): 

Book (Editor) (BE): 

Proceedings of Professional 
Society Conference (PP): 

Proceedings of Other than a 
Professional Society 
Conference (PO): 

Oral Presentation (OP): 

Activity _ 

Pub Type _ 

Originating Code* _ 

Calendar Year _ 

Sequential Number _ 


See enclosure (6) for a sample Publications Log for tracking 


NRL/JA/4400—90-0001 
NRL/JO/4400—90-0015 
NRL/AB/6300—89-0057 
NRL/BA/4100—90-0072 
NRL/BE/5310—90-0005 

NRL/PP/5710—90-0112 


NRL/PO/5150—90-0046 
NRL/OP/617 0 — 90-0 4 57 
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& DISTRIBUTION STATEMENTS (Author to check appropriate atatement and rill In reason as required) 


[ ] A - Approved for public release, distribution is unlimited. 


[ ] B- Distribution authorized to U.S. Government agencies only (check reason below): 
l ] Foreign Government Information [ ] Contractor Performance Evaluation 

[ ] Proprietary Information [ ] Administrative/Operational Use 

[ ] Test and Evaluation [ ] Software Documentation 

Date statement applied_ 

Other requests for this document shall be referred to_ 


[ ] Critical Technology 
[ ] Premature Dissemination 
[ ] Cite "Specific Authority_ 


(Identification of valid documented authority) 


(Ineert Controlling DOD Office’) 


[ ] C - Distribution authorized to U.S. Government agencies and their contractors (cheek reason below): 

[ ] Foreign Government Information [ ] Software Documentation 

[ ] Administrative/Operational Use [ ] Critical Technology [ ] Cite "Specific Authority _ 

Date statement applied_ 


(Identification of valid documented authority) 


Other requests for this document shall be referred to _ 


(Insert Controlling DOD Office’) 


[ ] D- Distribution authorized to DOD and DOD contractors only (check reason below): 
[ ] Foreign Government Information [ ] Critical Technology 

[ ] Software Documentation [ ] Cite "Specific Authority_ 

[ ] Administrative/Operational Use (Identification ot 


(Identification of valid documented authority) 


i statement applied_ 

Other requests for this document shall be referred to _ 


[ ] E- Distribution authorized to DOD components only (check reason below): 


[ ] Proprietary Information 


[ ] Premature Dissemination 


[ ] Foreign Government Information [ ] Software Documentation 


[ ] Administrative/Operational Use 


[ ] Contractor Performance Evaluation 


Date statement applied_ 

Other requests for this document shall be referred to _ 


(Insert Controlling DOD Office ’) 


[ ] Critical Technology 
[ ] Direct Military Support 
[ ] Test and Evaluation 
[ ] Cite "Specific Authority _ 


(Identification of valid documented authority) 


(Insert Controlling DOD OfUca') 


[ ] F - Further dissemination only as directed by_ 


Date statement applied. 


(Insert Controlling DOD Office*) 

_ or higher DOD authority_ 


[ ] X - Distribution authorized to U. S. government agencies and private individuals or enterprises eligible to obtain export-controlled 
technical data in accordance with regulations implementing 10 U.S.C. 140c. 


Date statement applied_ 

Other requests for this document shall be referred to _ 


(Insert Controlling DOD Office’) 


’For NRL publications, this is usually the Commanding Officer, Naval Research Laboratory, Washington, DC 20375-5320 


7. OTHER LIMITATION 


[ ] Classification only 


NOFORN [ ] DTIC exempt (explain) _ 


Classification Review 
(Initial/Date) 


Substantive changes made in this document after approval by Classification Review and Public Release invalidate these reviews. 
Therefore, if any substantive changes are made by the author, Technical Information, or anyone else, the document must be returned for 
another Classification Review andPublic Release. 


8. INSTRUCTIONS 


Author completes and submits this form with the manuscript via line channels to the division head for review and approval according to the routing 
in Section 4. 

1. NRL Reports.Submit the diskette (if available), manuscript, typed double-spaced, complete with 

tables, illustrations, references, draft SF 298, and proposed distribution list. 

2. NRL Memorandum Reports.Submit a copy of the original, typed manuscript complete with tables, illustrations, 

references, draft SF 298, and proposed distribution list. 

3. NRL Publications or other books, brochures, pamphlets, 

proceedings, or any other printed publications.Handled on a per case basis by Site Technical Information Office. 
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THIS FORM CANCELS AND SUPERSEDES ALL PREVIOUS VERSIONS 



PUBLICATIONS LOG 


PUBLICATION TYPE: 

JA - Journal Article 
JO - Journal Other 
AB - Abstract 
BA - Book Author 


BE - Book Editor 

PP - Proceedings of Professional Society Conference 

PO - Proceedings of Other Than a Professional Society Conference 

OP - Oral Presentation 

Example: NRL/JA/4404--90 - 0001 


DATE REQUESTOR ACTIVITY PUB TYPE CODE CY SEQUENTIAL# 

(2 Digits) (2 Digits) (4 Digits) 



HQ-NRL 5600/3 (REV. 12-95) 
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OMB No. 0704-0188 


... Durden ‘or this collection of information 15 estimated to average 1 hour oer response, including the time for reviewing instructions, searching existing data sources. 

natherira and maintaining T ne data needed and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this 
collection 0 ^ 4 ^ 17111 ^ 0 ^,^nciudmg suggestions for r^uanl this burden ?o Washmgton Headquarter, Services, Directorate for information Operations and Reportsv 1215 refferson 
Davis High way. Suite 12C4 Arlington, 74 22202-4302. and to the Office of Management and Budget. Paperwork Reduction Proiect ( 0704-0188), Washington, DC 20503 


1. AGENCY USE ONLY (Leave blank) I 2. REPORT DATE 


3. REPORT TYPE AND DATES COVERED 



7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 


8. PERFORMING ORGANIZATION 
REPORT NUMBER 


9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 


10. SPONSORING/MONITORING 
AGENCY REPORT NUMBER 



12a. DISTRIBUTION/AVAILABILITY STATEMENT 


12b. DISTRIBUTION CODE 


13. ABSTRACT (Maximum 200 words) 


14. SUBJECT TERMS 


15. NUMBER OF PAGES 


16. PRICE CODE 

17 SECURITY CLASSIFICATION 18. SECURITY CLASSIFICATION 19. SECURITY CLASSIFICATION 20. LIMITATION OF ABSTRACT 
OF REPORT OF THIS PAGE OF ABSTRACT 


NSN 7540-01-280-5500 


Standard Form 298 (Rev 2-89) 

Prescribed by ANSI Std Z39-18 
298-102 

Enclosure (7) 
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T^e' Report Documentation Page (RDP) is used in announcing and cataloging reports. It is important 
that this information be consistent with the rest of the report, particularly the cover and title page. 
Instructions for filling in each block of the form follow. It is important to stay within the lines to meet 
optical scanning requirements 
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Block 1. Aqencv Use Only (Leave blank). 


Block 2. Report Date . Full publication date 
including day, month, and year, if available (e.g. 1 
Jan 88). Must cite at least the year. 

Block 3. Type of Report and Dates Covered. 


State whether report is interim, final, etc. If 
applicable, enter inclusive report dates (e.g. 10 
Jun 87 - 30 Jun 88). 

Block 4. Title and Subtitle. A title is taken from 


the part of the report that provides the most 
meaningful and complete information. When a 
report is prepared in more than one volume, 
repeat the primary title, add volume number, and 
include subtitle for the specific volume. On 
classified documents enter the title classification 
in parentheses. 

Block 5. Funding Numbers. To include contract 


and grant numbers; may include program 
element number(s), project number(s), task 
number(s), and work unit number(s). Use the 
following labels: 


Contract 

PR - 

Project 

Grant 

TA - 

Task 

Program 

WU - 

Work Unit 

Element 


Accession No. 


Block 6. Author(s) . Name(s) of person(s) 
responsible for writing the report, performing 
the research, or credited with the content of the 
report. If editor or compiler, this should follow 
the name(s). 

Block 7. Performing Organization Name(s) and 


Address(es) . Self-explanatory. 

Block 8. Performing Organization Report 


Number . Enter the unique alphanumeric report 
number(s) assigned by the organization 
performing the report. 

Block 9. Soonsorinq/Monitoring Aqencv Name(s 


and Address(es). Self-explanatory. 


Block 10. Sponsorinq/Monitorinq Aqenc 


Report Number . (If known) 

Block 11. Supplementary Notes . Enter 
information not included elsewhere such as: 
Prepared in cooperation with...; Trans, of...; To be 
published in.... When a report is revised, include 
a statement whether the new report supersedes 
or supplements the older report. 


Block 12a. Distribution/Avail ability Statement . 
Denotes public availability or limitations. Cite any 
availability to the public. Enter additional 
limitations or special markings in all capitals (e.g. 
NOFORN, REL, ITAR). 


See DoDD 5230.24, "Distribution 
Statements on Technical 
Documents." 

See authorities. 

See Handbook NHB 2200.2. 
Leave blank. 


DOE 

NASA 

NTIS 


Block 12b. Distribution Code. 


NASA- 
NTIS - 


Leave blank. 

Enter DOE distribution categories 
from the Standard Distribution for 
Unclassified Scientific and Technical 
Reports. 

Leave blank. 

Leave blank. 


Block 13. Abstract . Include a brief (Maximum 
200 words) factual summary of the most 
significant information contained in the report. 

Block 14. Subject Terms . Keywords or phrases 
identifying major subjects in the report. 

Block 15. Number of Pages. Enter the total 


number of pages. 

Block 16. Price Code . Enter appropriate price 
code (NTIS only). 

Blocks 17.-19. Security Classifications. Self- 


explanatory. Enter U.S. Security Classification in 
accordance with U.S. Security Regulations (i.e., 
UNCLASSIFIED). If form contains classified 
information, stamp classification on the top and 
bottom of the page. 

Block 20. Limitation of Abstract. This block must 


be completed to assign a limitation to the 
abstract. Enter either UL (unlimited) orSAR(same 
as report). An entry in this block is necessary if 
the abstract is to be limited. If blank, the abstract 
is assumed to be unlimited. 


Standard Form 298 Back (Rev. 2*89) 
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NAVAL RESEARCH LABORATORY 
Washington, D.C. 

NRLINST 5720.2F 
Code 1230 
8 February 1994 

NRL INSTRUCTION 5720.2F 

From: Commanding Officer 
To: Distribution List D 

Subj: PUBLIC AFFAIRS PROGRAM 

Ref: (a) SECNAVINST 5720.44A, Department of the Navy Public 

Affairs Policy and Regulations 

(b) OPNAVINST 5750.13, Historical Properties of the Navy 

(c) NRLINST 5402.IB, Delegation of Authorities to 
Underwater Sound Reference Detachment (USRD), Orlando, 
FL 

(d) NRLINST 5450.2, Delegation of Authorities to the 
Director, NRL Detachment, Stennis Space Center, MS 
(SSC) 

(e) NRLINST 5450.3, Delegation of Authorities to the 
Director, NRL Detachment, Monterey, CA (MRY) 

Enel: (1) Release of Unclassified Information to the Public 

(2) Release of Information on Emergency Incidents and/or 
Disasters 

(3) Exhibits and Displays 

(4) Community Outreach Program 

(5) History Program 

1. Purpose . To reissue policy, responsibilities, and procedures 
regarding public affairs matters. 

2. Cancellation . NRLINST 5720.2E is canceled and superseded by 
this instruction. It is being reissued in its entirety to 
include information on the NRL History Program. 

3. Policy 

a. Consistent with the Navy policies stated in references 
(a) and (b) , it is NRL policy to support an effective public 
affairs program which: 
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(1) recognizes the public's interest in and right to know 
about NRL and its personnel, and responds to these public inter¬ 
ests within the bounds of security and statute; 

(2) employs appropriate means to help build awareness of 
and confidence in NRL as the Navy's corporate laboratory; 

(3) encourages the preparation and timely release of 
appropriately cleared unclassified information concerning NRL's 
operations, major programs, administration, personnel, 
accomplishments, and significant events which are held at NRL 
sites; 


(4) encourages maximum disclosure of information on emer¬ 
gency incidents and/or disasters except that which would be 
harmful to national defense; 

(5) creates and displays technical exhibits for 
disseminating information on NRL's research accomplishments; and 

(6) maintains a positive relationship with communities 
adjacent to NRL sites. 

b. It is also NRL policy that all NRL personnel receiving 
requests for information concerning the Laboratory and its mis¬ 
sion, policies, or operations from news media representatives 
(either oral or written) shall immediately refer the representa¬ 
tive to the NRL Public Affairs Officer (PAO) (Code 1230). 

(Queries received at NRL-SSC should be referred to the NRL-SCC 
PAO, Code 7032.) 

4. Responsibilities 


a. Code 1230 shall serve as the coordination point for 
public affairs activities and is responsible for: 

(1) serving as advisor to the Commanding Officer (Code 
1000) and Director of Research (Code 1001) for public affairs 
matters; 


(2) ensuring that appropriate clearances are obtained for 
information on NRL directed to the public (such as news 
releases, press interviews or conferences, radio and television 
appearances, brochures, exhibits and displays, still and motion 
picture photography, and videotapes); 

(3) developing coordinated responses to public inquiries, 
received at NRL-DC, NRL-CBD, and NRL-MRY (responses to public 
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inquiries received at NRL-SSC are processed by Code 7032, and 
responses to public inquiries received at NRL-USRD are processed 
in accordance with reference (c)) ; 

(4) obtaining approvals for the release of public informa¬ 
tion, responding to news media representatives, and alerting Code 
1000, the Office of Naval Research (ONR), and the Navy Chief of 
Information (CHINFO), if deemed necessary, when requests for 
information are received from the news media; 

(5) handling news media relations and the release of 
information to the public in the event of an emergency or dis¬ 
aster at NRL-DC; 

(6) establishing and conducting an aggressive and 
imaginative internal relations program for NRL employees; 

(7) coordinating the NRL-DC Community Outreach Program; 

(8) monitoring and coordinating the proper clearance of 
press releases, abstracts, and papers produced by contractors 
working on NRL problems; 

(9) coordinating the preparation, scheduling, 
maintenance, and shipment of NRL-DC exhibits for display (the 
coordination of NRL-SSC exhibits is performed by Code 7032); and 

(10) conducting a History Program for the Laboratory. 

b. The Head, Security Branch (Code 1220) , or the delegated 
authority, is responsible for: 

(1) reviewing all information prior to release to the 
public and news media; 

(2) reviewing all information prior to its use in 
exhibits and displays; and 

(3) informing the PAO without delay when an emergency or 
disaster occurs at NRL-DC during duty hours; and providing, or 
assisting in providing, additional information about the 
incident. 

c. The Command Duty Officer (CDO) , when an emergency or 
disaster occurs at NRL-DC outside regular duty hours, is 
responsible for immediately informing the PAO of the nature of 
the emergency (fire, explosion, etc.) and of any aspects that 
are known or apparent. 


3 



NRLINST 5720.2F 
8 February 1994 


d. Division Heads are responsible for: 

(1) ensuring that all personnel in their organizations 
are aware of and comply with the contents of this instruction, 

(2) informing the PAO of all plans and operations having 
possible public relations aspects or public information 
interest, and 

(3) ensuring that all proposed public information (e.g., 
press interviews, news releases, brochures) is cleared in 
advance with the PAO. 

e. The Facilities Manager, NRL-CBD (Code 3520) shall 
immediately notify the Director, Research and Development 
Services Division (Code 3500) of any incident that may result in 
news media or public interest. Code 3500 will then contact Code 
1230 immediately. 

f. The Superintendent, USRD (Code 5900); the Head, SSC (Code 

7030); and the Superintendent, MRY (Code 7500) will follow the 
public affairs guidance contained in references (c), (d), and 

(e) respectively. 

5. Procedures . The procedures for handling public affairs 
matters are contained in enclosures (1) through (5). 

6. Reports . The reporting requirements contained in paragraph 4 
and enclosure (2), paragraphs 1 and 2, are exempt from reports 
control by SECNAVINST 5214.4B. 
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RELEASE OF UNCLASSIFIED INFORMATION TO THE PUBLIC 
Procedures 

1. NRL-DC/MRY personnel wishing to release unclassified 
information to the public (either directly or through the news 
media) shall forward the information to the Public Affairs 
Officer (PAO) (Code 1230) for release approval. 

2. NRL-SSC personnel shall forward unclassified information 
for public release approval to the Head, Technical Information 
Section (Code 7035.3). 

3. Codes 1230 and 7035.3 shall: 

a. promptly prepare the material for public release in 
final form; 

b. coordinate the necessary reviews of the material; and 

c. coordinate the gathering of necessary concurrences, 
including those of the Director of Research (Code 1001) and the 
Commanding Officer (Code 1000) (via Code 1230). 

d. obtain external clearances as determined necessary in 
accordance with reference (a) . 
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RELEASE OF INFORMATION ON EMERGENCY INCIDENTS AND/OR DISASTERS 
1. Procedures 


a. The Head, Security Branch (Code 1220) (or delegated author 
ity) shall inform the Public Affairs Officer (PAO) (Code 1030) 
without delay when an emergency or disaster occurs at NRL-DC 
during duty hours and provide, or assist in providing, 
additional information about the incident. 

b. NRL-SSC is a resident agency of the National Aeronautics 
and Space Administration (NASA), Stennis Space Center. In the 
event of an emergency or disaster at NRL-SSC, management and 
Code 7032 must interface with NASA officials according to the 
terms of the Host-Tenant Agreement and other applicable NASA 
Management Instructions. Code 7032 will notify the PAO of any 
emergency incidents and will serve as local liaison for any 
statements released to the news media. 

c. The Command Duty Officer (CDO) (or delegated authority) 
shall: 


(1) inform the PAO as designated on the after-hours 
checksheet maintained in the CDO's folder and in the Security 
Operations Office; 

(2) record the names and telephone numbers of news 
reporters when they call and inform them that they will be 
contacted by the PAO (or delegated authority) as soon as 
possible; 

(3) keep news reporters outside NRL grounds or facilities 
until they are met and escorted by the PAO (or delegated author¬ 
ity) ; and 

(4) provide assistance to the PAO (or delegated authority), 
as required. 

d. The PAO (or delegated authority) shall act as liaison with 
the news media and shall be the focal point for the release of 
all disaster-related information to them. 

2. Required Information . The amount and kinds of information 
included in any statement to the news media will be determined 
by the nature of the incident, the constraints of security, and 
the provisions of reference (a). The information gathered for 
and by the PAO, whether it is to be disseminated to the news 
media or not, should include: 
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a. nature and exact location of the disaster or incident; 

b. present condition of the emergency (e.g., fire contained 
or likely to spread, radiation hazard). In an emergency of more 
than local interest or when a local emergency increases in 
magnitude, the procedures specified in reference (a) will apply; 

c. cause and time of the incident; 

d. extent of physical property damage including dollar cost 
where available; 

e. number and extent of personal injuries including identity 
(full name), age, home address, job title, nature of injury, 
hospital taken to, and condition of each victim, once 
confirmation has been obtained that next-of-kin have been 
notified; 

f. identity of the outside fire department(s) or other 
unit(s) called in to assist; and 

g. within security limitations and other pertinent 
considerations, facts regarding the mission of the involved 
personnel, equipment, or facilities. 
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EXHIBITS AND DISPLAYS 


1. General 


a. In accordance with the provisions of reference (a), major 
exhibits will be designed and constructed for display at 
technical or scientific meetings of national or international 
importance. As long as the subjects continue to be of interest, 
exhibits will be scheduled and displayed at military commands, 
public events, and events sponsored by elements of the Depart¬ 
ment of Defense (DOD). 

b. When NRL-DC exhibits are not in use at meetings or 
special events, they will be displayed in the Exhibit Room in 
Building 222 for the purpose of briefing visitors and NRL 
employees on NRL research programs. 

c. Additional permanent exhibits, mainly of an organi¬ 
zational, awards, or historical nature, will be displayed in 
NRL-DC Buildings 43, 72, and 222. 

2. Procedures 


a. The superintendent of each NRL-DC research division and 
the chief scientists of individual laboratories will suggest 
suitable subjects for new exhibits, forward subject suggestions 
to the NRL Public Affairs Officer (PAO) (Code 1230), and 
designate a scientific officer to work with Code 1230 in the 
generation of the subject material required for the exhibits. 
(NRL-SSC organizations will forward their subjects to the NRL- 
SSC PAO (Code 7032).) The scientific officer will also be 
responsible for reviewing the technical accuracy of all material 
used in the exhibit. 

b. Codes 1230 and 7032 will: 

(1) select and obtain visual aids, models, and other 
materials; 

(2) prepare written material to be used in the display; 

(3) obtain the concurrences of the originator/principal 
investigator; the cognizant branch and division head; the cog¬ 
nizant Associate Director of Research or the Deputy for Space 
Systems (Code 1010); the Head, Security Branch (Code 1220); the 
Director of Research (Code 1001); and the Commanding Officer 
(Code 1000); 
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(4) obtain external clearances as determined to be neces¬ 
sary in accordance with reference (a) ; 

(5) provide an exhibit design; 

(6) arrange for and monitor the construction of the 
exhibit; and 

(7) coordinate the shipping and display of exhibits. 

c. The services of the Research and Development Services 
Division (Code 3500) will be used, as appropriate, in the con¬ 
struction of NRL-DC exhibits, or when required, the services of 
an outside contractor will be engaged. The Supply Division 
(Code 3400) will furnish such services as may be necessary in 
contract procurement and in the shipment of NRL-DC displays. 

d. All external requests for the display or loan of NRL-DC 
exhibits will be referred to Code 1230. All external requests 
for NRL-SSC exhibits will be referred to Code 7032. 

e. Cognizant NRL-DC and NRL-SSC technical or scientific 
representatives will, when practical, be in attendance when 
exhibits are shown at major scientific meetings to answer 
questions on the research projects depicted. 
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COMMUNITY OUTREACH PROGRAM 

1. General . The NRL Community Outreach Program comprises a 
combination of programs developed to support local communities. 
These efforts, which have been in existence for a number of 
years, are primarily supported by the participation of NRL 
employee volunteers. 

The goal of the Community Outreach Program is to enhance the 
quality of life for those residing in the various communities 
adjacent to NRL sites and to foster a positive relationship 
between these local communities and the Laboratory. 

In its DOD "Partners in Education Program," established in 1985 
by Presidential Order to support local schools, NRL has 
initiated formal cooperative agreements with four Washington, 
D.C. schools and 12 schools in Mississippi and Louisiana. 
Outreach support under this program is not limited to these 
schools, and can be provided to other local schools on a case- 
by-case basis. 

2. Procedures 


a. The Public Affairs Branch (Code 1230) is responsible for 
coordinating the Community Outreach Program for NRL-DC. The 
Support Services Office (Code 7035) is responsible for 
coordinating the NRL-SSC Partners in Education Program. 

b. NRL Community Outreach activities include, but are not 
limited to: 

(1) partnerships with local schools, 

(2) annual holiday party for neighborhood children, 

(3) Black History Month art and essay contest, 

(4) annual donation to Children's Hospital, 

(5) tutoring program, 

(6) science fair judging, 

(7) tours, 

(8) Youth Leadership Program, 

(9) lending library. 
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(10) Naval Personal Excellence Program, and 

(11) equipment transfers. 


c. Codes 1230 and 7035 will: 

(1) oversee program activities; 

(2) manage the respective program budgets; 

(3) act as advisors to the Commanding Officer (Code 1000); 

(4) process internal and external requests for NRL's par¬ 
ticipation in community outreach activities; 

(5) publicize outreach efforts through press releases, 
etc., to inform the local community of support available through 
NRL's Community Outreach Program; and 

(6) recruit volunteers from the Laboratory, as 
appropriate, to meet program objectives without adversely 
affecting mission requirements. 

d. The services of the Research and Development Services 
Division (Code 3500) will be used, as required, to provide 
transportation to support NRL-DC program efforts, and services 
to support the annual Children's Holiday Party, which is an 
integral part of the Community Outreach program. 


(4) 
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HISTORY PROGRAM 

1. General . The NRL History Office (Code 1232) is a combina¬ 
tion research and service organization. The NRL historian 
carries out historical research and publication on NRL's history 
and provides historical services to NRL's administrative and 
scientific personnel. The historian also provides historical 
information on the Laboratory to outside researchers; conducts 
an ongoing oral history program; organizes historical colloquia; 
and arranges for the proper collection, storage, or transfer of 
NRL historical materials. 

2. Historical Materials . In accordance with reference (b), NRL 
historical artifacts will be collected, catalogued, and stored 
in safe locations to facilitate museums or other depositories. 

3. Procedures 

a. NRL organizations holding artifacts or historically 
significant materials no longer required for ongoing research 
shall contact the Public Affairs Branch (Code 1230). Code 1230 
and the NRL historian are responsible for promptly identifying 
such items, cataloguing them, and arranging for their transfer 
to safe storage. 

b. Codes 1230 and 1232 will review all outside requests for 
the loan of NRL artifacts and will forward them with a 
recommendation for approval/disapproval to the Commanding 
Officer (Code 1000). 

c. NRL items or equipment of historical interest shall not 
be donated to other activities or disposed of without the 
approval of Code 1000 and the Curator for the Navy. 
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NRL NOTICE 5400 

From: Commanding Officer 

Subj: ESTABLISHMENT OF THE STRATEGIC COMMUNICATIONS OFFICE 
(CODE 1030) 

Ref: (a) NRLINST 5400.14Q, NRL Organization Manual 

1. Information . Effective the date of this notice, the Public 
Affairs Office (Code 1030) is renamed the Strategic Communications 
Office (Code 1030) . CAPT Kenneth Szczublewski is designated Acting 
Head, Code 1030. The Office will comprise two new Sections: the 
Public Affairs Section (Code 1031) and the Communications and 
Social Media Section (Code 1032) . Mr. Richard Thompson is desig¬ 
nated Head, Code 1031; Dr. John Ohab is designated Head, Code 1032. 
The new Code 1030 mission statement is as follows: 

CODE 1030 - STRATEGIC COMMUNICATIONS OFFICE 

The Strategic Communications Office is responsible for developing 
a forward-looking, comprehensive communications strategy that fos¬ 
ters the mission of the Laboratory and that is communicated, un¬ 
derstood, and accepted internally while actively engaging key ex¬ 
ternal stakeholders to understand, value, and support NRL's mis¬ 
sion. The Office plans, orchestrates, and synchronizes the media 
pathways that communicate, reinforce, and focus the overarching 
communication strategy, directing the efforts of the Communica¬ 
tions and Social Media Section and the Public Affairs Section. 

Both Sections are responsible for the development and execution of 
a program of information dissemination about official NRL activi¬ 
ties to the public directly and through established media outlets, 
generation and dissemination of printed and audiovisual materials, 
and press briefings (as required). Specific duties of each Sec¬ 
tion are listed below. 
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The Public Affairs Section will be responsible for: 

• planning and coordinating the dissemination of pertinent 
unclassified information to the news media in the event of NRL 
involvement in an emergency or disaster; and coordinating NRL 
responses to requests from the news media (or the general pub¬ 
lic) for information or materials dealing with NRL; 

• coordinating NRL actions related to the requirements of the 
Freedom of Information Act (FOIA) (5 USC 522), implementing re¬ 
lated DoD and Navy directives, and coordinating allocations re¬ 
quired to administer the FOIA; 

• enhancing and sustaining internal relations and employee 
communications including compiling and publishing the NRL print 
media (e.g., LABSTRACTS), scheduling and maintaining the elec¬ 
tronic sign, and providing overall NRL Television Network (NTN) 
program management; 

• planning, arranging for, and conducting tours of NRL for 
groups from among the general public who may request such tours; 

• maintaining an effective Community Outreach Program to in¬ 
clude NRL ' s STEM Program; and 

• maintaining NRL's Suggestion Program. 

The Communications and Social Media Section will be responsible 
for: 


• developing, managing, and executing a Command world wide 
web and social media outreach plan that creates and establishes 
an external/public-facing world wide web and social media brand 
presence, new social media work products, and social media cam¬ 
paigns to better communicate command strategy that highlights 
complex scientific and technical information to crucial external 
audiences; 

• developing, managing, and executing a Command intranet and 
social media outreach plan that incorporates an internal web 
(e.g.. Pipeline) and reinforces brand presence, offers new so¬ 
cial media work products, and initiates social media campaigns 
to communicate command strategy for transformation into positive 
strategic results; and 
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• planning and coordinating Exhibits outreach activities at 
major conferences. 

2. Cancellation Contingency . This notice is canceled when all 
pertinent information has been incorporated into reference (a) 



Distribution: 
Lists A and B 
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